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CrowdStrike Certified SIEM Engineer Sample Questions (Q10-Q15):
NEW QUESTION # 10 
When creating an API client for Falcon SIEM Connector, which permission is required for the connector to read Falcon event
streams?

A. Hosts: Read
B. Event Streams: Read
C. Detection Management: Write
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D. Incidents: Read

Answer: B

Explanation:
The Falcon SIEM Connector requires an API client with Read access to Event Streams . This permission allows the connector to
authenticate to Falcon and receive streaming event data. Other permissions such as Hosts, Incidents, or Detection Management are
not the required permission for establishing Falcon event- stream ingestion.
==========

NEW QUESTION # 11 
Which default role will maintain least privilege and allow for creation and management of parsers?

A. NG SIEM Analyst - Read Only
B. NG SIEM Analyst
C. NG SIEM Security Lead
D. NG SIEM Administrator

Answer: C

Explanation:
The correct answer is B. NG SIEM Security Lead . Parser creation and management requires elevated SIEM content and
configuration capabilities that go beyond standard analyst activity, but it does not require the full breadth of platform-wide
administrative control. NG SIEM Security Lead is the default role that best fits parser management while still maintaining least
privilege compared with NG SIEM Administrator . NG SIEM Analyst and NG SIEM Analyst - Read Only do not provide the
content-management level access needed for parser administration. CrowdStrike's SIEM role separation supports using the Security
Lead role for advanced SIEM content configuration tasks.

NEW QUESTION # 12 
Which Falcon LogScale Collector mode keeps the log source configuration stored locally on the collector host instead of centrally in
Fleet Management?

A. collectorOnly
B. localConfig
C. full
D. central

Answer: B

Explanation:
In Fleet Management enrollment, localConfig keeps the collector's source configuration stored and managed locally on the host. By
contrast, full mode stores and manages the configuration centrally in Next-Gen SIEM / Fleet Management. This distinction is
important when choosing between centralized and host-local administration.

NEW QUESTION # 13 
Which combination of scope and permissions must be configured to create an API token that allows you to create and get the results
of a query job in Next-Gen SIEM?

A. NGSIEM with both write and execute permissions
B. NGSIEM with write permissions only
C. NGSIEM with both read and write permissions
D. NGSIEM with read permissions only

Answer: C

Explanation:
The correct answer is C. NGSIEM with both read and write permissions .
CrowdStrike integration guidance for querying Next-Gen SIEM event data states that the API client needs the NGSIEM scope with



both Read and Write permissions . The documentation explains why: Write is required to create the search/query job, and Read is
required to retrieve the query results.
Why the other options are incorrect:
A is incorrect because the documented requirement is Read + Write ; there is no documented "execute" permission in the cited
guidance. B is incorrect because read-only access would let you read results but not create the query job. D is incorrect because
write-only access would let you submit the job but not read the results back.

NEW QUESTION # 14 
Review the log event below:
{"ts": "2018/11/01 14:31:10", "server": "web01", "message": "Out of memory"} Which parsing function is correct to add a missing
timezone field?

A. parseJson() | parseTimestamp("yyyy/MM/dd HH:mm:ss", timezone="Europe/Paris", field=ts)
B. kvParse() | findTimestamp(field=ts, timezone="Europe/London")
C. parseJson() | parseTimestamp("dd/MMM/yyyy:HH:mm:ss Z", timezone="Europe/Paris", field=ts)
D. kvParse() | findTimestamp(timezone="America/New_York")

Answer: A

Explanation:
The correct answer is D . CrowdStrike LogScale's timestamp parsing documentation gives this exact pattern as the example for a
JSON event whose ts field contains 2018/11/01 14:31:10 with no timezone present. The documented solution is:
parseJson() | parseTimestamp("yyyy/MM/dd HH:mm:ss", timezone="Europe/Paris", field=ts) This works because the event is
JSON, so parseJson() is the right first step, and the timestamp format matches the sample exactly. Since the timestamp string does
not include timezone information, CrowdStrike documentation says you must provide a timezone parameter to parseTimestamp().
Why the other options are incorrect:
A is wrong because the format string does not match the timestamp. The event uses 2018/11/01 14:31:10, which is yyyy/MM/dd
HH:mm:ss, not dd/MMM/yyyy:HH:mm:ss Z. Also, the sample timestamp does not include a Z timezone token in the raw string. B
and C are wrong because kvParse() is for key-value logs, not JSON logs, and this event is clearly JSON. CrowdStrike's built-in
parser documentation distinguishes JSON parsing from KV parsing, and the timestamp example for missing timezone specifically
uses parseJson() with parseTimestamp().

NEW QUESTION # 15
......
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