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In order to adapt to different level differences in users, the NSE6 SDW_AD-7.6 exam questions at the time of writing teaching
materials with a special focus on the text information expression, as little as possible the use of crude esoteric jargon, as much as
possible by everyone can understand popular words to express some seem esoteric knowledge, so that more users through the
NSE6_SDW_AD-7.6 Prep Guide to know that the main content of qualification examination, stimulate the learning enthusiasm of
the user, arouse their interest in learning,

Fortinet NSE6_SDW_AD-7.6 Exam Syllabus Topics:

Topic Details

e Advanced IPsec: This section covers the deployment of advanced IPsec configurations within SD-WAN
environments. It includes implementing hub-and-spoke IPsec topologies, configuring ADVPN, and

Topic 1
P supporting multihub, multiregion, and large-scale secure SD-WAN deployments.
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¢ SD-WAN setup: This domain covers how to deploy an enterprise SD-WAN environment by designing
SD-WAN members and zones and configuring them for efficient traffic management. It also focuses on

Topic 2
o implementing Performance SLAs to monitor link quality and ensure applications use the best available path.

¢ SD-WAN troubleshooting: This domain explains how to diagnose and resolve issues related to SD-WAN
operation. It includes troubleshooting SD-WAN rules, session behavior, routing problems, and ADVPN

Topic 3
P connectivity to maintain reliable network performance.

¢ Centralized management: This domain focuses on deploying and managing SD-WAN using FortiManager
for centralized control. It includes implementing branch configuration deployment and using SD-WAN

Topic 4
ol Manager with overlay orchestration to simplify large-scale network management.

¢ Rules and routing: This section explains how to design and apply SD-WAN rules to control traffic steering
across mutltiple WAN links. It also includes configuring SD-WAN routing to ensure proper path selection

Topic 5 L
P and connectivity between networks.
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Fortinet NSE 6 - SD-WAN 7.6 Enterprise Administrator Sample Questions
(Q73-Q78):

NEW QUESTION # 73
Refer to the exhibit.

I. -.. I -:-::._I'. QUERY |
e E T E T

‘Which statement best describe the role of the ADVPN device in handling traffic?

A. This is a hub in a dual-regjon topology. The remote hub tunnel ID is 10.0.2.101.

B. This is a hub that has received a query froma spoke and has forwarded it to another spoke.

C. This is a spoke. The kernel received a shortcut request and forwards the query to another spoke.

D. This is a spoke that has received a shortcut query from another spoke and has forwarded the response to its hub.

Answer: D

Explanation:

Within ADVPN topologies, shortcut requests and responses traverse spokes and hubs. Fortinet documentation states:

"When a spoke receives a shortcut query from another spoke, it may forward the response to its hub for validation or to facilitate
dynamic shortcut tunnel setup. This mechanism allows direct spoke-to-spoke commumication for optimized routing and performance,
reducing latency and offloading the hub after mitial control-plane mediation." This is a core benefit of ADVPN's dynamic shortcut
feature.
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NEW QUESTION # 74

You used the HUB IPsec_Recommended and the BRANCH [PsecRecommended templates to define the overlay topology. Then,
youused the SD-WAN template to define the SD- WAN members, rules, and performance SLAs.

You applied the changes to the devices and want to use the FortiManager monitors menu to get a graphical view that shows the
status of each SD-WAN member.

Which statement best explains how to obtain this graphical view?

¢ A Use the SD-WAN monitor template view to get a map view of the branches, hub, and tunnel status, including the SLA
pass or missed status.

¢ B. Use the SD-WAN monitor asset view to get a donut view and a table view that shows the status of each device and the
SLA status of each SD-WAN member.

e (. Use the VPN monitor map view to get a map view of the branches, hub, and tunnel status, including the SLA pass or
missed status.

e D. Use the SD-WAN monitor table view to get a donut view and a table view that shows the status of each SD-WAN
member, including the SLA pass or missed status.

Answer: D

Explanation:
The SD-WAN monitor's table view in FortiManager provides a donut visualization plus a detailed table that shows each SD-WAN
member's status and SLA pass/miss, giving the per-member health view you're after.

NEW QUESTION # 75
Refer to the exhibit.



SD-WAN configuration on FortiGate

branchl_fgt § get router iafo routing-table all

L 0.0. /0 [1/0]) wis 192.2.0. portl, 0]
1 wia 192.2.0. ertd, [10/0]

-
i9 dizectly - ed, ports
- |
a3

.
[200/0) wia .61 (recursive is directly connected, NUBL-VPN1), 1403hS8=,
[200/0) wia .125 (zecursiwve 19 directly coanected, NUBI-VPN2), 1403hS88nm,
[200/0] wia «160.1.189 (recursive i» digectly coanected, NUB1-VPN)), 1403hiim,

/32 1s diractly connacted, Branch-lo
[300/0] wis 192.168.1.61 (recursive i» directly connected, HUB1-VEN1),

4 ] wvis 192.168.1.12% (zecursive ip» direc coanected, MUB1-VPR2),
] via 1932.162.1.189 (recursive i» dir i1y coanected, NUBL-VPN)I),
192.1€68.1.61 (recursive 19 dire coasected, NUBL-VPNI)

branchl_fgt § diag sys sdwan serviced

Service ()1 Address Mode(IPV4) Llage=0x4200 use-shozrtcut-sla ube-phortcot
Tie break: fib
Shortcut Priozity: 2
Gen(d), TOS(Ox0/0x0), Protocol(0): szc(l->6553511ast(1-2465535), Mode(sla), sia-comspare-order
Mexzberas{d):
i: Seq_sum(S HUBL-VFN2 HUBL) ,geliwe, 214(0x1), 93ad(0), cfg_czdex(l), ilccal coat(0), selected
2: Seq nsum (€ HUBL-VPNY HUB1), Blive, slalinl), gi1d(0), cfg_czdex(d), lccal cost(0), selected
3: Seq_sum(4 HUBRL-VFNI HUBL), alive, Bla(OR0), gid(l), cfg_order(0), local coet (D), sele
Szre addressil):
10.0.140-10,000,258

Dst address(i)}
).0-10.255.255.258%

Service(4): Address Mode(IFV4) f£lage=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortout priority: 2
Gen(2), TOS(0x0/0x0), Protocol(0): src(l->65535) :det (1->65535), Mode(sla), sla-cospare-crder
Mesbers(2):
it Seq_num(l portld underlay), alive, sla(0x3), 9:d(0), cfg_crder(l), loccal cost(D), selected
at Seq_nulll portl uanderlay), alive, sla(Oxl), gidi(l), :fq_::dcz()l. iccal cost (D), selected
Src sddressil):
10.0.1.0-10.0.1.25%

Dest address(l):
10.2.0.0-10.2.258.255
(1 1

‘Which SD-WAN rule and interface uses FortiGate to steer the traffic from the LAN subnet 10.0.1.0/24 to the corporate server
10.2.5.254?

A. SD-WAN service rule 4 and portl or port2.
B. SD-WAN service rule 4 and interface port2.
C. SD-WAN service rule 3 and nterface HUB1-VPN2.
D. SD-WAN service rule 3 and nterface HUB1-VPN3.

Answer: B

Explanation:

Traffic steering in Fortinet SD-WAN is based on defined rules and the corresponding outgoing interfaces. The exhibit (not shown
here) would indicate that the traffic from the LAN subnet 10.0.1.0/24 to the server

10.2.5.254 is matched by SD-WAN rule 3 and sent out via the HUB1-VPN3 interface.

References:

[FCSS_SDW_AR-7.4 1-0.docx Q2]

FortiOS 7.4 SD-WAN Concept Guide - Rule Matching

NEW QUESTION # 76
Which two statements correctly describe what happens when traffic matches the implicit SD-WAN rule?
(Choose two.)



A. The session information output displays no SD-WAN service id.

C. Traffic does not match any of the entries in the policy route table.
D. FortiGate flags the session with may dirty and vwl default.

Answer: A,C

NEW QUESTION # 77
Exhibit.

= -REieET

config system sdwan
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B. Traffic is load balanced using the algorithm set for the v4-ecmp-mode setting.

E. The traffic is distributed, regardless of weight, through all available static routes.

enable

enable

‘Which action will FortiGate take if it detects SD-WAN members as dead?

D. FoftiGate bounces port5 after it detects all SD-WAN members as dead.

Answer: A

NEW QUESTION # 78

A. FortiGate sends alert messages through poftS when it detects all SD-WAN members as dead
B. FortiGate brings down port5 after it detects all SD-WAN members as dead.
C. FortiGate fails over to the secondary device after it detects port5 as dead.
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