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Topic 1

Foundation Model Integration, Data Management, and Compliance: This domain covers designing GenAI
architectures, selecting and configuring foundation models, building data pipelines and vector stores,
implementing retrieval mechanisms, and establishing prompt engineering governance.

Topic 2
Operational Efficiency and Optimization for GenAI Applications: This domain encompasses cost
optimization strategies, performance tuning for latency and throughput, and implementing comprehensive
monitoring systems for GenAI applications.

Topic 3
AI Safety, Security, and Governance: This domain addresses input
output safety controls, data security and privacy protections, compliance mechanisms, and responsible AI
principles including transparency and fairness.

Topic 4
Implementation and Integration: This domain focuses on building agentic AI systems, deploying foundation
models, integrating GenAI with enterprise systems, implementing FM APIs, and developing applications
using AWS tools.

Topic 5
Testing, Validation, and Troubleshooting: This domain covers evaluating foundation model outputs,
implementing quality assurance processes, and troubleshooting GenAI-specific issues including prompts,
integrations, and retrieval systems.

Amazon AWS Certified Generative AI Developer - Professional Sample
Questions (Q73-Q78):
NEW QUESTION # 73 
A healthcare company is using Amazon Bedrock to build a system to help practitioners make clinical decisions. The system must
provide treatment recommendations to physicians based only on approved medical documentation and must cite specific sources.
The system must not hallucinate or produce factually incorrect information.
Which solution will meet these requirements with the LEAST operational overhead?

A. Use Amazon Bedrock and Amazon Comprehend Medical to extract medical entities. Implement verification logic against a
medical terminology database.
B. Deploy an Amazon Bedrock Knowledge Base and connect it to approved clinical source documents.
Use the Amazon Bedrock RetrieveAndGenerate API to return citations from the knowledge base.
C. Use an Amazon Bedrock knowledge base with Retrieve API calls and InvokeModel API calls to retrieve approved
clinical source documents. Implement verification logic to compare against retrieved sources and to cite sources.
D. Integrate Amazon Bedrock with Amazon Kendra to retrieve approved documents. Implement custom post-processing to
compare generated responses against source documents and to include citations.

Answer: B

Explanation:
Option B is the correct solution because Amazon Bedrock Knowledge Bases with the RetrieveAndGenerate API provide a fully
managed Retrieval Augmented Generation (RAG) capability that directly addresses grounding, citation, and hallucination prevention
with the least operational overhead.
Amazon Bedrock Knowledge Bases automatically manage document ingestion, chunking, embedding, retrieval, and ranking from
approved data sources. When used with the RetrieveAndGenerate API, the model is constrained to generate responses only from
retrieved, approved clinical documentation, significantly reducing the risk of hallucinations or unsupported claims. The API also
returns explicit source citations, which satisfies regulatory and clinical transparency requirements without requiring custom
comparison or validation logic.
This approach aligns with AWS best practices for healthcare GenAI workloads, where correctness and traceability are critical.
Because retrieval and generation are tightly integrated, the system avoids multi-step orchestration, custom verification pipelines, or
additional compute layers that would increase latency and maintenance burden.
Option A introduces Amazon Kendra and custom post-processing logic, increasing operational complexity.
Option C focuses on entity extraction rather than controlled knowledge grounding and does not guarantee citation or hallucination
prevention. Option D requires manual orchestration between retrieval and generation and custom verification logic, which increases
development and maintenance effort.
Therefore, Option B delivers accurate, grounded, and cited clinical recommendations with minimal infrastructure and operational
overhead.



NEW QUESTION # 74 
A company uses an AI assistant application to summarize the company's website content and provide information to customers. The
company plans to use Amazon Bedrock to give the application access to a foundation model (FM).
The company needs to deploy the AI assistant application to a development environment and a production environment. The
solution must integrate the environments with the FM. The company wants to test the effectiveness of various FMs in each
environment. The solution must provide product owners with the ability to easily switch between FMs for testing purposes in each
environment.
Which solution will meet these requirements?

A. Create a separate AWS CDK application for each environment. Configure the applications to invoke the Amazon
Bedrock FMs by using the aws_bedrock.FoundationModel.fromFoundationModelId() method. Create a separate pipeline in
AWS CodePipeline for each environment.
B. Create one AWS CDK application for the production environment. Configure the application to invoke the Amazon
Bedrock FMs by using the aws_bedrock.ProvisionedModel.fromProvisionedModelArn() method. Create a pipeline in AWS
CodePipeline. Configure the pipeline to deploy to the production environment by using an AWS CodeBuild deploy action.
For the development environment, manually recreate the resources by referring to the production application code.
C. Create one AWS CDK application. Configure the application to invoke the Amazon Bedrock FMs by using the
aws_bedrock.FoundationModel.fromFoundationModelId() method. Create a pipeline in AWS CodePipeline that has a
deployment stage for each environment that uses AWS CodeBuild deploy actions.
D. Create one AWS CDK application. Create multiple pipelines in AWS CodePipeline. Configure each pipeline to have its
own settings for each FM. Configure the application to invoke the Amazon Bedrock FMs by using the
aws_bedrock.ProvisionedModel.fromProvisionedModelArn() method.

Answer: C

Explanation:
Option C best satisfies the requirement for flexible FM testing across environments while minimizing operational complexity and
aligning with AWS-recommended deployment practices. Amazon Bedrock supports invoking on-demand foundation models
through the FoundationModel abstraction, which allows applications to dynamically reference different models without requiring
dedicated provisioned capacity. This is ideal for experimentation and A/B testing in both development and production environments.
Using a single AWS CDK application ensures infrastructure consistency and reduces duplication.
Environment-specific configuration, such as selecting different foundation model IDs, can be externalized through parameters,
context variables, or environment-specific configuration files. This allows product owners to easily switch between FMs in each
environment without modifying application logic.
A single AWS CodePipeline with distinct deployment stages for development and production is an AWS best practice for multi-
environment deployments. It enforces consistent build and deployment steps while still allowing environment-level customization.
AWS CodeBuild deploy actions enable automated, repeatable deployments, reducing manual errors and improving governance.
Option A increases complexity by introducing multiple pipelines and relies on provisioned models, which are not necessary for FM
evaluation and experimentation. Provisioned throughput is better suited for predictable, high-volume production workloads rather
than frequent model switching.
Option B creates unnecessary operational overhead by duplicating CDK applications and pipelines, making long-term maintenance
more difficult.
Option D directly conflicts with infrastructure-as-code best practices by manually recreating development resources, which increases
configuration drift and reduces reliability.
Therefore, Option C provides the most flexible, scalable, and AWS-aligned solution for testing and switching foundation models
across development and production environments.

NEW QUESTION # 75 
A financial services company is deploying a generative AI (GenAI) application that uses Amazon Bedrock to assist customer service
representatives to provide personalized investment advice to customers. The company must implement a comprehensive governance
solution that follows responsible AI practices and meets regulatory requirements.
The solution must detect and prevent hallucinations in recommendations. The solution must have safety controls for customer
interactions. The solution must also monitor model behavior drift in real time and maintain audit trails of all prompt-response pairs for
regulatory review. The company must deploy the solution within 60 days. The solution must integrate with the company's existing
compliance dashboard and respond to customers within 200 ms.
Which solution will meet these requirements with the LEAST operational overhead?

A. Use Amazon Bedrock Agents and Amazon Bedrock Knowledge Bases to ground responses. Use Amazon Bedrock



Guardrails to enforce content safety. Use Amazon OpenSearch Service to store and index prompt-response pairs. Integrate
OpenSearch Service with Amazon QuickSight to create compliance reports and to detect model behavior drift.
B. Use Amazon SageMaker Model Monitor to detect model behavior drift. Use AWS WAF to filter content. Store customer
interactions in an encrypted Amazon RDS database. Use Amazon API Gateway to create custom HTTP APIs to integrate
with the compliance dashboard.
C. Deploy Amazon Bedrock and use AWS PrivateLink to access the application securely. Use AWS Lambda functions to
implement custom prompt validation. Store prompt-response pairs in an Amazon S3 bucket and configure S3 Lifecycle
policies. Create custom Amazon CloudWatch dashboards to monitor model performance metrics.
D. Configure Amazon Bedrock guardrails to apply custom content filters and toxicity detection. Use Amazon Bedrock Model
Evaluation to detect hallucinations. Store prompt-response pairs in Amazon DynamoDB to capture audit trails and set a TTL.
Integrate Amazon CloudWatch custom metrics with the existing compliance dashboard.

Answer: D

Explanation:
Option A is the correct solution because it uses native Amazon Bedrock governance and evaluation capabilities to meet regulatory,
performance, and deployment timeline requirements with the least operational overhead.
Amazon Bedrock guardrails provide built-in safety controls that enforce responsible AI policies directly during inference. Custom
content filters and toxicity detection protect customer interactions and prevent disallowed investment guidance patterns without
requiring custom application logic. Guardrails operate inline and are optimized for low latency, which helps meet the strict 200 ms
response-time requirement.
Hallucination detection is addressed through Amazon Bedrock Model Evaluation, which supports automated evaluation at scale
using LLM-as-a-judge techniques. This enables the company to detect factual inaccuracies and policy violations systematically,
without building custom evaluation pipelines or requiring extensive human review. Evaluation outputs can be surfaced as metrics.
Storing all prompt-response pairs in Amazon DynamoDB provides a low-latency, highly scalable audit store that aligns with financial
regulatory requirements. Using TTL enforces data retention policies automatically, reducing compliance risk and storage overhead.
Amazon CloudWatch custom metrics integrate seamlessly with existing compliance dashboards, allowing near-real-time monitoring
of safety interventions, hallucination rates, and drift indicators. CloudWatch anomaly detection can be applied to these metrics to
surface behavior changes quickly.
Option B relies on custom Lambda logic and S3-based auditing, increasing latency and operational complexity. Option C introduces
additional services that increase setup time and may exceed the 60-day deployment window. Option D uses non-Bedrock-native
monitoring and adds unnecessary infrastructure layers.
Therefore, Option A provides the most complete, compliant, and low-overhead governance solution for a regulated GenAI financial
services application.

NEW QUESTION # 76 
A company is building a generative AI (GenAI) application that uses Amazon Bedrock APIs to process complex customer inquiries.
During peak usage periods, the application experiences intermittent API timeouts that cause issues such as broken response chunks
and delayed data delivery. The application struggles to ensure that prompts remain within token limits when handling complex
customer inquiries of varying lengths.
Users have reported truncated inputs and incomplete responses. The company has also observed foundation model (FM) invocation
failures.
The company needs a retry strategy that automatically handles transient service errors and prevents overwhelming Amazon Bedrock
during peak usage periods. The strategy must also adapt to changing service availability and support response streaming and token-
aware request handling.
Which solution will meet these requirements?

A. Use the AWS SDK to configure a retry strategy in standard mode. Wrap Amazon Bedrock API calls in try-catch blocks
that handle timeout exceptions. Return cached completions for failed streaming requests. Enforce a global token limit for all
users. Add jitter-based retry logic and lightweight token trimming for each request. Resume broken streams by requesting
only missing chunks from the point of failure. Maintain a small in-memory buffer of the most recent chunks.
B. Implement a standard retry strategy that uses a 1-second fixed delay between attempts and a 3-retry maximum for all
errors. Handle streaming response timeouts by restarting streams. Cap token usage for each session.
C. Implement an adaptive retry strategy that uses exponential backoff with jitter and a circuit breaker pattern that temporarily
disables retries when error rates exceed a predefined threshold. Implement a streaming response handler that monitors for
chunk delivery timeouts. Configure the handler to buffer successfully received chunks and intelligently resume streaming from
the last received chunk when connections are re-established.
D. Set Amazon Bedrock client request timeouts to 30 seconds. Implement client-side load shedding.Buffer partial results and
stop new requests when application performance degrades. Set static token usage caps for all requests. Configure exponential
backoff retries, dynamic chunk sizing, and context- aware token limits.



Answer: C

Explanation:
Option B best meets all requirements because it combines AWS-recommended resiliency patterns for transient failures with
streaming-aware handling and adaptive protection against cascading retries during peak load. When timeouts and throttling occur,
naive retries can amplify traffic and worsen outages. Exponential backoff with jitter is the standard AWS best practice because it
spreads retry attempts over time, reduces synchronized retry storms, and lowers the probability of repeatedly colliding with service
limits.
The requirement also states the strategy must "adapt to changing service availability" and "prevent overwhelming Amazon Bedrock."
A circuit breaker pattern directly addresses this by temporarily stopping or reducing retries when failure rates exceed a threshold,
allowing the system to degrade gracefully instead of continually hammering the service. This is a key mechanism to prevent cascading
failures during throttling events.
Because the application uses response streaming and experiences broken chunks, the retry strategy must be streaming-aware. A
streaming response handler that detects chunk delivery timeouts and buffers already received chunks prevents the user from losing
progress when a connection drops. Resuming from the last successfully received chunk minimizes redundant generation and reduces
additional load on the model compared with restarting the entire stream. This supports better user experience and better service
efficiency during intermittent failures.
Token-aware request handling is supported in this architecture because the application can apply token budgeting before invoking
the model (for example, trimming or summarizing excessive context) while still preserving streaming output behavior. Option B
provides the correct backbone for this by focusing on adaptive control and robust streaming recovery.
Option A is too simplistic and risks retry storms. Option C combines conflicting elements (global token limit, cached completions for
streaming) and includes impractical "request only missing chunks" behavior that is not a reliable property of streamed generative
output. Option D includes useful ideas (load shedding) but relies on static caps and does not provide as strong adaptive retry control
as circuit breaking.
Therefore, Option B is the most correct and operationally safe strategy for peak-load Bedrock streaming workloads.

NEW QUESTION # 77 
A company is building a generative AI (GenAI) application that produces content based on a variety of internal and external data
sources. The company wants to ensure that the generated output is fully traceable.
The application must support data source registration and enable metadata tagging to attribute content to its original source. The
application must also maintain audit logs of data access and usage throughout the pipeline.
Which solution will meet these requirements?

A. Use AWS Glue Data Catalog to register all data sources. Apply metadata tags to attribute data sources.Use AWS
CloudTrail to log access and activity across services.
B. Use AWS Lake Formation to catalog data sources and control access. Apply metadata tags directly in Amazon S3. Use
AWS CloudTrail to monitor API activity.
C. Use AWS Glue Data Catalog to register and tag data sources. Use Amazon CloudWatch Logs to monitor access patterns
and application behavior.
D. Store data in Amazon S3 and use object tagging for attribution. Use AWS Glue Data Catalog to manage schema
information. Use AWS CloudTrail to log access to S3 buckets.

Answer: A

Explanation:
Option D is the correct solution because it directly satisfies all three core requirements: data source registration, metadata-based
attribution, and end-to-end audit logging, while remaining service-agnostic and scalable across internal and external data sources.
The AWS Glue Data Catalog is the AWS-native service for registering datasets and managing metadata centrally. It supports
structured registration of diverse data sources and enables consistent tagging that can be used to attribute generated content back to
its original source. This is essential for GenAI applications that combine multiple datasets and must provide traceability for outputs.
Metadata tags applied within the Glue Data Catalog ensure a consistent attribution framework that downstream systems-such as
Retrieval Augmented Generation (RAG) pipelines or evaluation systems-can reference without embedding attribution logic directly in
application code. This improves maintainability and governance.
AWS CloudTrail provides immutable audit logs of API activity across AWS services, including data access, metadata changes, and
pipeline interactions. CloudTrail logs are critical for compliance and regulatory review because they capture who accessed which
data, when, and through which service. This satisfies the requirement to maintain audit logs "throughout the pipeline," not just at
storage or application layers.
Option A introduces Lake Formation, which is primarily intended for fine-grained data lake permissions and is not required solely for
traceability. Option B relies on CloudWatch Logs, which does not provide authoritative audit logging across services. Option C
limits audit scope to S3 access and does not register or govern all data sources comprehensively.



Therefore, Option D provides the most complete and least intrusive solution for traceable, auditable GenAI data pipelines.

NEW QUESTION # 78
......
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