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EE #418
Which of'the following best explains the role of confidentiality with regard to data at rest?

A. Data can be accessed by anyone on the administrative network.
B. Data can be accessed after privileged access Is granted.

C. Data can be accessed remotely with proper training,

D. Data can be accessed after verifying the hash.

HY: B

dY:

Confidentiality with Data at Rest: Confidentiality is a core principle of data security, ensuring that data stored (at rest) is only
accessible to authorized individuals. This protection is achieved through mechanisims such as encryption, access controls, and
permissions.

Privileged Access: The statement "Data can be accessed after privileged access is granted" aligns with the confidentiality principle, as
it restricts data access to users who have been granted specific permissions or roles. Only those with the appropriate credentials or
permissions can access the data.

HAE #419
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What type of filtering can block access to websites based on their domain or country code TLD:s (e.g., .cn, .ru)?

A. Content filtering
B. URL filtering

C. MAC filtering
D. DNS poisoning

HE: B

MY

URL filtering can block access to websites based on their domain or country code TLDs (e.g,, .cn, .ru). This is the correct method
to block by location identifiers in URLs.

* B. Content filtering blocks based on keywords or categories within websites, not country code.

* C. DNS poisoning is an attack, not a control mechanism

* D. MAC filtering restricts devices, not websites.

References (CompTIA Network+ N10-009):

* Domain: Network Security - Filtering technologies, URL vs content filtering.

AR #420
A network technician is troubleshooting network latency and has determined the issue to be occuring two network switches(
Switch10 and Switch11). Symptomns reported included poor video performance and slow file copying. Given the following

‘Which of the following should the technician most likely do to resolve the issue?

A. Modify Switch10 MTU value to 1500.

B. Configure STP on both switches.

C. Disable automatic negotiation on Switchl 1.
D. Change the native VLAN on the ports.

02
m

: A

AE #421
‘Which of the following would most likely be used to implement encryption in transit when using HTTPS?

A TLS
B. RADIUS
C. SCADA
D. SSH

HE: A

MY

Comprehensive and Detailed Explanation (paraphrased, aligned to N10-009):

HTTPS is HTTP encapsulated in TLS (the successor to SSL), which provides confidentiality, integrity, and server authentication for
web traffic.

* A. SSH secures remote shell and tunnels, not HTTPS.

* C. SCADA refers to industrial control systens, not a transport security protocol

* D. RADIUS is an AAA protocol for authentication/authorization/accounting, not the web encryption layer.

References (CompTIA Network+ N10-009):

* Domain: Network Standards, Protocols, and Implementations - Web protocols (HTTP/HTTPS), TLS handshake and purpose,
encryption in transit.



AE #422

Core-SWO01

vian 100

name

mterface Ethernet 1/1
channel-group 1 mode active
mterface Ethernet 1/2
channel-group 1 mode active
interface port-channel 1
switchport mode trunk
switchport trunk allow vian 100
Core-SWO02

vlan 100

name

mterface Ethernet 1/1
switchport mode trunk
switchport trunk allow vian 100
mterface Ethernet 1/2
switchport mode trunk
switchport trunk allow vian 100
interface port-channel 1
switchport mode trunk
switchport trunk allow vian 100
Which of the following is the state of the Core-SWO1 port-channel interfaces?

A. Error disabled

B. Incrementing CRC errors
C. Administratively down
D. Suspended

HEe. D

MH.

On Core-SWO01, the ports are configured with LACP (mode active) for link aggregation. On Core-SWO02, the ports are configured
as independent trunks, not as part of an LACP group. Because of this mismatch, LACP cannot form the bundle, and the aggregated
ports on SWO1 will go into a suspended state.

* A. CRC errors suggest cabling or signal integrity issues, not config mismatch.

* B. Error disabled occurs when a violation (like BPDU guard or port security) disables the port, not LACP mismatch.

* C. Administratively down indicates a shutdown command, not the case here.

References (CompTIA Network+ N10-009):

* Domain: Network Troubleshooting - Port-channel/LACP configuration issues, interface states.
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