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Fortinet NSE 7 - Security Operations 7.6 Architect Sample Questions (Q13-
Q18):
NEW QUESTION # 13 
Refer to the Exhibit:
An analyst wants to create an incident and generate a report whenever FortiAnalyzer generates a malicious attachment event based
on FortiSandbox analysis. The endpoint hosts are protected by FortiClient EMS integrated with FortiSandbox. All devices are
logging to FortiAnalyzer.
Which connector must the analyst use in this playbook?

A. FortiSandbox connector
B. Local connector
C. FortiMail connector
D. FortiClient EMS connector
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Answer: A

Explanation:
* Understanding the Requirements:
* The objective is to create an incident and generate a report based on malicious attachment events detected by FortiAnalyzer from
FortiSandbox analysis.
* The endpoint hosts are protected by FortiClient EMS, which is integrated with FortiSandbox. All logs are sent to FortiAnalyzer.
* Key Components:
* FortiAnalyzer: Centralized logging and analysis for Fortinet devices.
* FortiSandbox: Advanced threat protection system that analyzes suspicious files and URLs.
* FortiClient EMS: Endpoint management system that integrates with FortiSandbox for endpoint protection.
* Playbook Analysis:
* The playbook in the exhibit consists of three main actions: GET_EVENTS, RUN_REPORT, and CREATE_INCIDENT.
* EVENT_TRIGGER: Starts the playbook when an event occurs.
* GET_EVENTS: Fetches relevant events.
* RUN_REPORT: Generates a report based on the events.
* CREATE_INCIDENT: Creates an incident in the incident management system.
* Selecting the Correct Connector:
* The correct connector should allow fetching events related to malicious attachments analyzed by FortiSandbox and facilitate
integration with FortiAnalyzer.
* Connector Options:
* FortiSandbox Connector:
* Directly integrates with FortiSandbox to fetch analysis results and events related to malicious attachments.
* Best suited for getting detailed sandbox analysis results.
* Selected as it is directly related to the requirement of handling FortiSandbox analysis events.
* FortiClient EMS Connector:
* Used for managing endpoint security and integrating with endpoint logs.
* Not directly related to fetching sandbox analysis events.
* Not selected as it is not directly related to the sandbox analysis events.
* FortiMail Connector:
* Used for email security and handling email-related logs and events.
* Not applicable for sandbox analysis events.
* Not selected as it does not relate to the sandbox analysis.
* Local Connector:
* Handles local events within FortiAnalyzer itself.
* Might not be specific enough for fetching detailed sandbox analysis results.
* Not selected as it may not provide the required integration with FortiSandbox.
* Implementation Steps:
* Step 1: Ensure FortiSandbox is configured to send analysis results to FortiAnalyzer.
* Step 2: Use the FortiSandbox connector in the playbook to fetch events related to malicious attachments.
* Step 3: Configure the GET_EVENTS action to use the FortiSandbox connector.
* Step 4: Set up the RUN_REPORT and CREATE_INCIDENT actions based on the fetched events.
Fortinet Documentation on FortiSandbox Integration FortiSandbox Integration Guide Fortinet Documentation on FortiAnalyzer
Event Handling FortiAnalyzer Administration Guide By using the FortiSandbox connector, the analyst can ensure that the playbook
accurately fetches events based on FortiSandbox analysis and generates the required incident and report.

NEW QUESTION # 14 
Which statement describes automation stitch integration between FortiGate and FortiAnalyzer?

A. An event handler on FortiAnalyzer executes an automation stitch when an event is created.
B. A security profile on FortiGate triggers a violation and FortiGate sends a webhook call to FortiAnalyzer.
C. An automation stitch is configured on FortiAnalyzer and mapped to FortiGate using the FortiOS connector.
D. An event handler on FortiAnalyzer is configured to send a notification to FortiGate to trigger an automation stitch.

Answer: B

Explanation:
* Overview of Automation Stitches: Automation stitches in Fortinet solutions enable automated responses to specific events detected
within the network. This automation helps in swiftly mitigating threats without manual intervention.
* FortiGate Security Profiles:



* FortiGate uses security profiles to enforce policies on network traffic. These profiles can include antivirus, web filtering, intrusion
prevention, and more.
* When a security profile detects a violation or a specific event, it can trigger predefined actions.
* Webhook Calls:
* FortiGate can be configured to send webhook calls upon detecting specific security events.
* A webhook is an HTTP callback triggered by an event, sending data to a specified URL. This allows FortiGate to communicate
with other systems, such as FortiAnalyzer.
* FortiAnalyzer Integration:
* FortiAnalyzer collects logs and events from various Fortinet devices, providing centralized logging and analysis.
* Upon receiving a webhook call from FortiGate, FortiAnalyzer can further analyze the event, generate reports, and take automated
actions if configured to do so.
* Detailed Process:
* Step 1: A security profile on FortiGate triggers a violation based on the defined security policies.
* Step 2: FortiGate sends a webhook call to FortiAnalyzer with details of the violation.
* Step 3: FortiAnalyzer receives the webhook call and logs the event.
* Step 4: Depending on the configuration, FortiAnalyzer can execute an automation stitch to respond to the event, such as sending
alerts, generating reports, or triggering further actions.
Fortinet Documentation: FortiOS Automation Stitches
FortiAnalyzer Administration Guide: Details on configuring event handlers and integrating with FortiGate.
FortiGate Administration Guide: Information on security profiles and webhook configurations.
By understanding the interaction between FortiGate and FortiAnalyzer through webhook calls and automation stitches, security
operations can ensure a proactive and efficient response to security events.

NEW QUESTION # 15 
Which two statements about the FortiAnalyzer Fabric topology are true? (Choose two.)

A. Downstream collectors can forward logs to Fabric members.
B. Logging devices must be registered to the supervisor.
C. The supervisor uses an API to store logs, incidents, and events locally.
D. Fabric members must be in analyzer mode.

Answer: B,D

Explanation:
* Understanding FortiAnalyzer Fabric Topology:
* The FortiAnalyzer Fabric topology is designed to centralize logging and analysis across multiple devices in a network.
* It involves a hierarchy where the supervisor node manages and coordinates with other Fabric members.
* Analyzing the Options:
* Option A:Downstream collectors forwarding logs to Fabric members is not a typical configuration. Instead, logs are usually
centralized to the supervisor.
* Option B:For effective management and log centralization, logging devices must be registered to the supervisor. This ensures
proper log collection and coordination.
* Option C:The supervisor does not primarily use an API to store logs, incidents, and events locally. Logs are stored directly in the
FortiAnalyzer database.
* Option D:For the Fabric topology to function correctly, all Fabric members need to be in analyzer mode. This mode allows them
to collect, analyze, and forward logs appropriately within the topology.
* Conclusion:
* The correct statements regarding the FortiAnalyzer Fabric topology are that logging devices must be registered to the supervisor
and that Fabric members must be in analyzer mode.
References:
Fortinet Documentation on FortiAnalyzer Fabric Topology.
Best Practices for Configuring FortiAnalyzer in a Fabric Environment.

NEW QUESTION # 16 
Refer to the exhibits.
You configured a spearphishing event handler and the associated rule. However. FortiAnalyzer did not generate an event.
When you check the FortiAnalyzer log viewer, you confirm that FortiSandbox forwarded the appropriate logs, as shown in the raw
log exhibit.



What configuration must you change on FortiAnalyzer in order for FortiAnalyzer to generate an event?

A. Configure a FortiSandbox data selector and add it tothe event handler.
B. In the Log Type field, change the selection to AntiVirus Log(malware).
C. In the Log Filter by Text field, type the value: .5 ub t ype ma Iwa re..
D. Change trigger condition by selecting. Within a group, the log field Malware Kame (mname> has 2 or more unique values.

Answer: A

Explanation:
* Understanding the Event Handler Configuration:
* The event handler is set up to detect specific security incidents, such as spearphishing, based on logs forwarded from other
Fortinet products like FortiSandbox.
* An event handler includes rules that define the conditions under which an event should be triggered.
* Analyzing the Current Configuration:
* The current event handler is named "Spearphishing handler" with a rule titled "Spearphishing Rule 1".
* The log viewer shows that logs are being forwarded by FortiSandbox but no events are generated by FortiAnalyzer.
* Key Components of Event Handling:
* Log Type: Determines which type of logs will trigger the event handler.
* Data Selector: Specifies the criteria that logs must meet to trigger an event.
* Automation Stitch: Optional actions that can be triggered when an event occurs.
* Notifications: Defines how alerts are communicated when an event is detected.
* Issue Identification:
* Since FortiSandbox logs are correctly forwarded but no event is generated, the issue likely lies in the data selector configuration or
log type matching.
* The data selector must be configured to include logs forwarded by FortiSandbox.
* Solution:
* B. Configure a FortiSandbox data selector and add it to the event handler:
* By configuring a data selector specifically for FortiSandbox logs and adding it to the event handler, FortiAnalyzer can accurately
identify and trigger events based on the forwarded logs.
* Steps to Implement the Solution:
* Step 1: Go to the Event Handler settings in FortiAnalyzer.
* Step 2: Add a new data selector that includes criteria matching the logs forwarded by FortiSandbox (e.g., log subtype, malware
detection details).
* Step 3: Link this data selector to the existing spearphishing event handler.
* Step 4: Save the configuration and test to ensure events are now being generated.
* Conclusion:
* The correct configuration of a FortiSandbox data selector within the event handler ensures that FortiAnalyzer can generate events
based on relevant logs.
Fortinet Documentation on Event Handlers and Data Selectors FortiAnalyzer Event Handlers Fortinet Knowledge Base for
Configuring Data Selectors FortiAnalyzer Data Selectors By configuring a FortiSandbox data selector and adding it to the event
handler, FortiAnalyzer will be able to accurately generate events based on the appropriate logs.

NEW QUESTION # 17 
Which three statements accurately describe step utilities in a playbook step? (Choose three answers)

A. The Mock Output step utility uses HTML format to simulate real outputs.
B. The Condition step utility behavior changes depending on if a loop exists for that step.
C. The Timeout step utility sets a maximum execution time for the step and terminates playbook execution if exceeded.
D. The Loop step utility can only be used once in each playbook step.
E. The Variables step utility stores the output of the step directly in the step itself.

Answer: B,C,D

Explanation:
Comprehensive and Detailed Explanation From FortiSOAR 7.6., FortiSIEM 7.3 Exact Extract study guide:
InFortiSOAR 7.6, step utilities are advanced configurations applied to individual playbook steps to control logic, timing, and data
processing. According to the Playbook Engine architecture:
* Timeout (A):TheTimeoututility allows an administrator to define a maximum duration for a step to complete. If the step does not
finish within this designated window, the playbook engine terminates the step and the overall playbook execution to prevent hung



processes and resource exhaustion.
* Loop (B):TheLooputility is used for iterative processing (e.g., performing a lookup for every IP in a list). A playbook step can only
containone Loop utility configuration. If multiple iterations are required across different data sets, they must be handled in separate
steps or nested child playbooks.
* Condition (D):TheConditionutility (Decision Step logic) behaves differently when aLoopis present. If there is no loop, the condition
determines if the step executes once. If a loop is present, the condition is evaluated foreach itemin the loop, effectively acting as a
filter for which iterations proceed.
Why other options are incorrect:
* Variables (C):TheVariablesutility (Set Variable) is used to define new custom variables within the scope of that step for later use. It
does not "store the output of the step directly in the step itself"; step outputs are automatically stored in the vars.steps.<step_name>
object by the engine regardless of the utility used.
* Mock Output (E):TheMock Outpututility is used for testing and development to simulate successful data returns without actually
executing a connector. It usesJSON format, not HTML, to ensure the simulated data structure matches what the playbook engine
expects for downstream Jinja processing.
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