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Questions (Q284-Q289):

NEW QUESTION # 284
In a shared security responsibility model for IaaS, which two layers of the stack does the customer share responsibility for? (Choose
two.)

A. Boot

B. Storage Encryption
C. Network Security
D. Access Policies

E. Hardware

Answer: B,.D

NEW QUESTION # 285

Your security team wants to reduce the risk of user-managed keys being mismanaged and compromised. To achieve this, you need
to prevent developers from creating user-managed service account keys for projects in their organization. How should you enforce
this?

A. Configure Secret Manager to manage service account keys.

B. Remove the iam service Accounts.getAccessToken permission from users.

C. Enable an organization policy to prevent service account keys from being created.
D. Enable an organization policy to disable service accounts from being created.

Answer: C

Explanation:

Explanation

https//cloud.google.convian/docs/best-practices- for-managing-service-account-keys

"To prevent unnecessary usage of service account keys, use organization policy constraints: At the root of your organization's
resource hierarchy, apply the Disable service account key creation and Disable service account key upload constraints to establish a
default where service account keys are disallowed. When needed, override one of the constraints for selected projects to re-enable
service account key creation or upload.”

NEW QUESTION # 286

You are part of a security team investigating a compromised service account key. You need to audit which new resources were
created by the service account.

‘What should you do?

A. Query Stackdriver Monitoring Workspace.
B. Query Access Transparency logs.

C. Query Admin Activity logs.

D. Query Data Access logs.

Answer: C

NEW QUESTION # 287
Your Security team believes that a former employee of your company gained unauthorized access to Google Cloud resources some

time in the past 2 months by using a service account key. Youneed to confirm the unauthorized access and determine the user
activity. What should you do?

A. Use the Cloud Monitoring console to filter audit logs by user.

B. Use the Cloud Data Loss Prevention API to query logs in Cloud Storage.
C. Use the Logs Explorer to search for user activity.

D. Use Security Health Analytics to determine user activity.

Answer: A



NEW QUESTION # 288

You are a Cloud Identity administrator for your organization. In your Google Cloud environment groups are used to manage user
permissions. Each application team has a dedicated group Your team is responsible for creating these groups and the application
teams can manage the team members on their own through the Google Cloud console. You must ensure that the application teams

can only add users from within your organization to their groups.
‘What should you do?

¢ A. Change the configuration of the relevant groups in the Google Workspace Admin console to prevent external users from
being added to the group.

¢ B. Set an Identity and Access Management (1 AM) policy that includes a condition that restricts group membership to user
principals that belong to your organization.

¢ C. Export the Cloud Identity logs to BigQuery Configure an alert for external members added to groups Have the alert trigger
a Cloud Function instance that removes the external members from the group.

¢ D. Define an Identity and Access Management (IAM) deny policy that denies the assignment of principals that are outside
your organization to the groups in scope.

Answer: A

Explanation:

To ensure that application teans can only add users from within your organization to their groups, you need to configure the group
settings in the Google Workspace Admmn console. Here are the steps:

Access Google Workspace Admmn Console:

Go to the Google Workspace Admin console.

Navigate to the Groups section.

Configure Group Settings:

Select the relevant groups used by the application teans.

Go to the group settings and set the group to only allow members from your domain.

This prevents external users from being added to these groups.

Apply and Save Changes:

Apply the changes to ensure that only users from within your organization can be added to these groups.
Verify Configuration:

Test the configuration by attempting to add an external user to the group and verifying that it is not allowed.
Benefits:

Security: Prevents unauthorized access by ensuring that only internal users can be added to groups.
Compliance: Helps in adhering to organizational policies regarding user access and management.
Reference:

Google Workspace Admin Help: Groups

NEW QUESTION # 289
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