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NEW QUESTION # 28
An Al application development team has been given access to user information and now must format it to be readable by the Al
model. During which phase of the data life cycle would this MOST likely occur?

A. Data minimization
B. Data preparation
C. Data normalization
D. Data collection

Answer: B

Explanation:

According to AAISM's data life-cycle model, data preparation is the phase where raw data is transformed into a model-ready
format. The materials describe this phase as including "cleaning, encoding, formatting, feature engineering, and other transformations
required for model consumption." This directly matches the scenario where a team formats user information to be readable by an Al
model. Data mmnimization (A) is about reducing data to the minimum necessary for the stated purpose. Data collection (C) focuses
on acquiring data from different sources. Data normalization (D) is a specific technique (often a sub-activity within preparation) that
adjusts numeric values to a common scale; it is narrower than the broader concept of preparation.

Therefore, the activity described is correctly associated with data preparation, which the AAISM framework clearly positions before
training and evaluation.

References: Al Security Management™ (AAISM) Study Guide - Al Data Life Cycle; Data Preparation and Pre-processing,

NEW QUESTION # 29
Which of the following BEST describes an adversarial attack on an Al model?

A. Reverse-engineering the model using social engineering

B. Conducting denial-of-service attacks on Al APIs

C. Attacking underlying hardware

D. Providing inputs that mislead the model into incorrect predictions

Answer: D

Explanation:

AAISM defines adversarial attacks as manipulations of input data (text, image, audio, numeric values) designed to cause the model
to produce incorrect or harmful predictions.

Hardware attacks (A) are infrastructure threats. Social engineering (C) targets people, not models. DoS attacks (D) affect
availability, not model decision pathways.

References: AAISM Study Guide - Adversarial Threats; Input Manipulation.

NEW QUESTION # 30
Which of'the following is the MOST important course of action prior to placing an in-house developed Al solution into production?

A. Obtain senior management sign-off

B. Performa privacy, security, and compliance gap analysis
C. Deploy a prototype of the solution

D. Perform testing, evaluation, validation, and verification

Answer: D

Explanation:

AAISM lifecycle governance guidance specifies that before any Al solution is moved into production, it must undergo testing,
evaluation, validation, and verification to ensure accuracy, resilience, security, and compliance with standards. These steps confirm
that the solution perforns as expected under varied conditions. Conducting gap analysis is part of compliance checks but comes
earlier in design. Management sign-off provides approval but cannot substitute for assurance of technical reliability. Deploying
prototypes is a testing method but not the final assurance step. The critical requirement is a complete cycle of testing, validation, and
verification.

References:

AAISM Exam Content Outline - Al Risk Management (Lifecycle Testing and Validation) Al Security Management Study Guide -
Production Readiness Checks



NEW QUESTION # 31
Which of'the following is the MOST effective way to identify and address security risk in an Al model?

A. Conduct threat modeling to identify vulnerabilities and possible attack methods
B. Encrypt the training data and model parameters to prevent unauthorized access
C. Add more data to the model to increase its accuracy and reduce errors

D. Assign staff to review Al model outputs for accuracy

Answer: A

Explanation:

AI/ML threat modeling is the most effective structured method to both identify and address model security risks. It systematically
surfaces attack classes (poisoning, evasion, membership inference, model extraction, inversion), maps system-specific attack
surfaces (data pipelines, feature stores, training artifacts, inference APIs), and drives prioritized mitigations (ingestion validation,
robust training, rate-limiting, watermarking, differential privacy, monitoring, red teaming). Output spot-checking (A) finds errors but
not security vulnerabilities; encryption (C) protects confidentiality but does not reveal threats or mitigate inference-time attacks;
adding data (D) may improve accuracy but does not target adversarial risk.

References: Al Security Management™ (AAISM) Body of Knowledge - Al Risk Identification & Threat Modeling; Attack Surface
Analysis for ML; Risk Treatment Plaming. AAISM Study Guide - Evasion

/Poisoning/Extraction Controls; Mapping Risks to Controls; Validation and Assurance Activities.

NEW QUESTION # 32
Which of the following is the MOST effective way to prevent a model inversion attack?

A. Utilize data pseudonymization

B. Implement differential privacy during model training
C. Monitor model output for anomalies

D. Ensure data minimization

Answer: B

Explanation:

AAISM identifies differential privacy as the primary mitigation technique against model inversion attacks, which attempt to
reconstruct sensitive training data by probing model outputs.

Pseudonymization (B) and minimization (D) reduce exposure but do not prevent inversion. Output monitoring (A) detects anomalies
but doesn't block reconstruction.

References: AAISM Study Guide - Privacy Attacks and Defenses; Differential Privacy.
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