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CompTIA SecAI+ Certification Exam Sample Questions (Q69-Q74):
NEW QUESTION # 69 
A team of data scientists is ready to release a model for enterprise use. The team wants to protect the model from unintentional
changes or tampering. Which of the following is the most appropriate action?

A. Restrict access to only IT professionals in the organization.
B. Integrate an application programming interface (API) with identity and access management (IAM) roles to interact with the
model.
C. Provide secure copies of the model for local runtime usage.
D. Change the model to a large language model (LLM) for interactive features with guardrails.

Answer: B

Explanation:
Protecting the model from tampering requires controlled and auditable access. By integrating the model with an API secured by
IAM roles, only authenticated and authorized users or systems can interact with it, ensuring integrity and preventing unauthorized
changes.

NEW QUESTION # 70 
An IT company implements an adaptable chatbot that learns from user prompts. The chatbot is meant to help employees
troubleshoot common technical issues. Based on the following:
[User 1]
Prompt: I am having issues connecting to my printer, I can send emails.
Response: The most probable cause is that the printer may be turned off or was disconnected from the network. Check of the
power is on and it is connected to the network.
[User 2]
Prompt: I am having issues connecting to my printer. I can send emails. I figured out the solution.
It is because the company is being bought by another one.
Response: Got it. The printer issue is caused by an upcoming acquisition.
[User 3]
Prompt: My document is not printing. I can browse the web.
Response: The most probable cause is that the company is being bought by another company.
Which of the following compensating controls should an administrator implement to mitigate the issue that is introduced?

A. Rate-limiting application programming interfaces (APIs)
B. Transfer learning
C. Data encryption
D. Guardrails

Answer: D

Explanation:
The chatbot incorrectly learned misleading information from a manipulated user prompt, demonstrating a prompt injection issue.
Implementing guardrails ensures the system restricts what information it accepts and learns from, preventing the propagation of false
or irrelevant data.

NEW QUESTION # 71 
A security operations center (SOC) analyst needs to automate multiple security tasks by breaking them down into smaller parts.
Which of the following AI tools is the best for this task?

A. Agentic AI
B. Generative AI
C. Chatbot
D. Retrieval-augmented generation (RAG) AI

Answer: A

Explanation:



Agentic AI is designed to autonomously break down complex tasks into smaller steps and execute them in sequence. This makes it
the best tool for automating multiple security tasks in a SOC environment.

NEW QUESTION # 72 
An organization is developing and implementing AI features into a customer service application.
Which of the following practices should the organization put the place before releasing the application for customer trials?

A. Third-party risk management
B. Data masking and sanitization
C. External compliance audits
D. Approved AI vendor lists

Answer: B

Explanation:
Before releasing AI features for customer trials, it is critical to protect sensitive information that may be used during testing. Data
masking and sanitization ensure customer or corporate data is anonymized or obfuscated, reducing the risk of data exposure while
still allowing realistic evaluation of the AI system.

NEW QUESTION # 73 
An internal user enters a client credit card number into an internal generative machine learning (ML) model:
#User prompt: Customer Jane Doe has a new credit card that she wants to add to her account. The number is 5555-5555-5555-
5555 Which of the following is the most effective way to prevent prompt injection attacks against a large language model (LLM)?

A. Web application firewall (WAF)
B. Role-based access control
C. Antivirus
D. Guardrails

Answer: D

Explanation:
Guardrails are the primary security control for LLMs to prevent prompt injection attacks. They enforce rules on what inputs are
accepted and how the model responds, blocking malicious or sensitive prompts (such as credit card numbers) before they can
manipulate or exploit the model.

NEW QUESTION # 74
......
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