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After completing the installation of a new overlay WIPS for the purpose of rogue detection and security monitoring at your corporate
headquarters, what baseline fnction MUST be performed in order to identify security threats?

e A. Separate security profiles must be defined for network operation in different regulatory domains

e B. Authorized PEAP usernames must be added to the WIPS server's user database.

e (C. WLAN devices that are discovered must be classified (rogue, authorized, neighbor, etc.) and a WLAN policy must define
how to classify new devices.

e D. Upstream and downstream throughput thresholds must be specified to ensure that service-level agreements are being met.
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After deploying a WIPS, an essential baseline activity is to classify all detected devices in the RF environment. These classifications
allow the systemto enforce security policies and detect policy violations.

Classifications include:

Authorized (managed devices)

Rogue (unauthorized, possibly dangerous)

Neighbor (not part of your network but legitimate)

External or Ad hoc devices

Without this initial classification, WIPS cannot properly assess threats or trigger alarms.

References:

CWSP-208 Study Guide, Chapter 7 - WIPS Classification and Threat Management CWNP CWSP-208 Objectives: "Device
Classification and Policy Enforcement"

HM #23
Given: A network security auditor is preparing to performa comprehensive assessment of an 802.11ac network's security.

What task should be performed at the beginning of the audit to maximize the auditor's ability to expose network vulnerabilities?

A. Identify the skill level of the wireless network security administrator(s).
B. Identify the manufacturer of the wireless infrastructure hardware.

C. Identify the manufacturer of the wireless intrusion prevention system
D. Identify the IP subnet information for each network segment.

E. Identify the wireless security solution(s) currently in use.
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Before conducting a security audit of an 802.11ac WLAN, it is essential to know the current security implementations-such as the
use of WPA2-Enterprise, 802.1X, or MAC filtering. This helps the auditor tailor tests to identify gaps, weaknesses, or
misconfigurations in the existing system. Understanding the security solutions provides the most immediate insight into potential
vulnerabilities.

B #24

Your organization required compliance reporting and forensics features in relation to the 802.11ac WLAN they have recently
installed. These features are not built into the management system provided by the WLAN vendor. The existing WLAN is managed
through a centralized management console provided by the AP vendor with distributed APs and multiple WLAN controllers
configured through this console.

What kind of system should be installed to provide the required compliance reporting and forensics features?

A. WNMS

B. WIPS overlay

C. WIPS integrated

D. Cloud management platform

EfE: B

AR

When compliance reporting and forensic analysis are required and the WLAN vendor's centralized management system does not
provide tt, deploying a dedicated overlay WIPS is the most effective solution.

Overlay WIPS uses dedicated sensors independent of the WLAN's operational radios, offering detailed threat detection,
compliance logging, and reporting capabilities that often surpass native WLAN features.

References:

CWSP-208 Study Guide, Chapter 7 - Overlay vs Integrated WIPS

CWNP CWSP-208 Objectives: "Compliance Monitoring and Forensics"
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Given: WLAN attacks are typically conducted by hackers to exploit a specific vulnerability within a network.
What statement correctly pairs the type of WLAN attack with the exploited vulnerability? (Choose 3)

¢ A. Hijacking attacks interrupt a user's legitimate connection and introduce a new connection with an evil twin AP.

¢ B. Social engineering attacks are performed to collect sensitive information from unsuspecting users

e (. Zero-day attacks are always authentication or encryption cracking attacks.

¢ D. Association flood attacks are Layer 3 DoS attacks performed against authenticated client stations

e E. RF DoS attacks prevent successful wireless communication on a specific frequency or frequency range.

¢ F. Management interface exploit attacks are attacks that use social engineering to gain credentials from managers.
EfE: A. B, E
TR

O). RF DoS attacks use signal jamming or interference to prevent communication.

D). Hijacking uses deauthentication and re-association to force users onto rogue APs.

E). Social engineering uses manipulation to acquire credentials or sensitive information.

Incorrect:

A). Management interface exploit attacks typically involve web or CLI interface vulnerabilities, not social engineering,
B). Zero-day attacks are based on unknown vulnerabilities, not just limited to authentication or encryption.
F). Association flood attacks occur at Layer 2, not Layer 3.

References:

CWSP-208 Study Guide, Chapter 5 (Types of Wireless Attacks)

CWNP Security Essentials - WLAN Threat Matrix

CWNP Whitepapers on Rogue APs and Social Engineering
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Given: ABC Company has a WLAN controller using WP A2-Enterprise with PEAPVO/MS-CHAPV2 and AES- CCMP to secure
their corporate wireless data. They wish to implement a guest WLAN for guest users to have Internet access, but want to implement
some security controls. The security requirements for the hot-spot include:

* Cannot access corporate network resources

* Network permissions are limited to Internet access

* All stations nust be authenticated

What security controls would you suggest? (Choose the single best answer.)

A. Force all guest users to use a common VPN protocol to connect.

B. Implement separate controllers for the corporate and guest WLANS.

C. Configure access control lists (ACLs) on the guest WLAN to control data types and destinations.

D. Use a WIPS to deauthenticate guest users when their station tries to associate with the corporate WLAN.

E. Require guest users to authenticate via a captive portal HTTPS login page and place the guest WLAN and the corporate
WLAN on different VLANS.

IEf#: E
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This solution meets all the requirements:

Captive portals allow simple authentication for guest users.

VLAN separation enforces network segmentation.

HTTPS ensures authentication is encrypted.

Incorrect:

A). Separate controllers are unnecessary and costly.

B). WIPS enforcement is reactive, not proactive for normal access control.
C). ACLs alone don't enforce authentication.

E). VPN requirements would be overly complex for guests.

References:

CWSP-208 Study Guide, Chapter 6 (Guest Network Architecture & Captive Portal Authentication)
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