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computers or other electronic equipment. All in all, we hope that you can purchase our three versions of the AIP-CO01 real exam

dumps.

We know the certificate of AIP-CO1 exam guide is useful and your prospective employer wants to see that you can do the job with
strong prove, so our AIP-CO01 study materials could be your opportunity. Our AIP-CO1 practice dumps are sensational from the
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Amazon AWS Certified Generative AI Developer - Professional Sample
Questions (Q78-Q83):

NEW QUESTION # 78
A company is building a multicloud generative Al (GenAl)-powered secret resolution application that uses Amazon Bedrock and
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Agent Squad. The application resolves secrets from muiltiple sources, including key stores and hardware security modules (HSMs).
The application uses AWS Lambda functions to retrieve secrets from the sources. The application uses AWS AppConfig to
implement dynamic feature gating. The application supports secret chaining and detects secret drift. The application handles short-
lived and expiring secrets. The application also supports prompt flows for templated instructions. The application uses AWS Step
Functions to orchestrate agents to resolve the secrets and to manage secret validation and drift detection.

The company finds muiltiple issues during application testing. The application does not refiesh expired secrets in time for agents to
use. The application sends alerts for secret drift, but agents still use stale data. Prompt flows within the application reuse outdated
templates, which cause cascading failures. The company must resolve the performance issues.

‘Which solution will meet this requirement?

¢ A. Use Step Functions Map states to run agent workflows in parallel. Pass updated secret metadata through Lambda finction
outputs. Use AWS AppConfig to version all prompt flows to gate and roll back faulty templates.

¢ B. Use Amazon EventBridge Pipes to invoke resolvers based on Amazon CloudWatch log patterns. Store response metadata
in DynamoDB with TTL and versioned writes. Use Amazon Q Developer to dynamically generate fallback prompts.

e C. Use a centralized Amazon EventBridge pipeline to invoke each agent. Store intermediate prompts in Amazon DynamoDB.
Resolve agent ordering by using TTL-based backoff and retries.

¢ D. Use Amazon Bedrock Agents only. Configure Amazon Bedrock guardrails to restrict prompt variation.
Use an inline JSON schema for a single agent's workflow definition to chain tool calls.

Answer: A

Explanation:

Option A is the correct solution because it directly addresses all identified failure modes while preserving the existing Step Functions-
based orchestration architecture with minimal redesign.

Using Step Functions Map states enables parallel execution of secret resolution workflows, which improves refresh latency for
short-lived and expiring secrets. This ensures that secrets are refreshed in time before downstream agents require them. Passing
updated secret metadata through Lambda outputs guarantees that subsequent steps always consumme the latest resolved values,
preventing agents from using stale data even after drift alerts are generated.

Versioning prompt flows in AWS AppConfig is critical to resolving cascading failures caused by outdated templates. AppConfig
natively supports version control, validation, staged rollout, and rollback of configuration artifacts. By gating prompt flows through
AppConfig, the company can immediately roll back faulty templates and prevent agents from reusing outdated instructions.

This solution maintains clear separation of concerns: Step Functions handle orchestration and parallelism, Lambda handles secret
retrieval and metadata propagation, and AppConfig governs prompt lifecycle management. No additional event pipelines or custom
retry coordination layers are required.

Option B oversinplifies the architecture and does not address secret lifecycle or drift. Option C mntroduces event-driven ordering
complexity without solving prompt versioning, Option D introduces unnecessary tooling and dynamic prompt generation risk.
Therefore, Option A best resolves performance, correctness, and stability issues while minimizing operational overhead.

NEW QUESTION # 79

A company has a recommendation system running on Amazon EC2 instances. The applications make API calls to Amazon Bedrock
foundation models (FMs) to analyze customer behavior and generate personalized product recommendations.

The system experiences ntermittent issues where some recommendations do not match customer preferences.

The company needs an observability solution to monitor operational metrics and detect patterns of performance degradation
compared to established baselines. The solution must generate alerts with correlation data within 10 minutes when FM behavior
deviates from expected patterns.

Which solution will meet these requirements?

e A. Use Amazon OpenSearch Service with the Observability plugin. Ingest metrics and logs through Amazon Kinesis and
analyze behavior with custom queries.

¢ B. Configure Amazon CloudWatch Container Insights. Set up alarms for latency thresholds. Add custom token metrics using
the CloudWatch embedded metric format.

e C. Enable Amazon CloudWatch Application Insights. Create custom metrics for recommendation quality, token usage, and
response latency using the CloudWatch embedded metric format with dimensions for request types and user segments.
Configure CloudWatch anomaly detection on model metrics. Use CloudWatch Logs Insights for pattern analysis.

e D. Implement AWS X-Ray. Enable CloudWatch Logs Insights. Set up AWS CloudTrail and create dashboards in Amazon

QuickSight.
Answer: C

Explanation:



Option C best satisfies the requirement for rapid, correlated detection of model-related performance degradation. Amazon
CloudWatch Application Insights provides automated observability across application components running on Amazon EC2,
identifying abnormal behavior patterns without requiring extensive manual configuration.

Using custom metrics for recommendation quality, token usage, and response latency allows the company to directly monitor FM
behavior, not just infrastructure health. Applying dimensions such as request type and user segment enables fine-grained correlation
between performance issues and specific customer interactions or workloads.

CloudWatch anomaly detection is critical because it establishes dynamic baselines from historical data and detects deviations
automatically. This enables alerts to be generated within minutes when FM behavior changes unexpectedly, satisfying the 10-minute
alerting requirement without static thresholds that can miss subtle degradations.

CloudWatch Logs Insights complements metrics by enabling rapid analysis of log patterns, error messages, or unusual request flows
associated with degraded recommendations. Because all data remains within CloudWatch, correlation between metrics, logs, and
alerts is straightforward and operationally efficient.

Option A focuses on infrastructure metrics and lacks behavioral baselining. Option B provides tracing but not automated anomaly
detection. Option D adds significant operational overhead and ingestion complexity for a use case already well supported by
CloudWatch-native features.

Therefore, Option C delivers the most effective, scalable, and low-overhead observability solution for detecting FM-related
performance deviations.

NEW QUESTION # 80

A financial services company is developing an Al-powered search assistant application to help investment advisors quickly retrieve
mvestment data. The application runs as an AWS Lambda fimction. The company is using Amazon Bedrock to develop the
application by using an Amazon Bedrock knowledge base that uses Amazon OpenSearch Serverless as its data source. The
application agent must manage collections at scale by automatically assigning access permissions to collections and indexes that
match a specific pattern. The company uses Amazon Bedrock tools to test the knowledge base. The knowledge base sync process
finishes successfully. However, the test reveals a 400 Bad Authorization error from the Bedrock AgentRuntime API and a 403
Forbidden error when the test attempts to access OpenSearch Serverless. The company must resolve the permissions issues. Which
combination of solutions will meet this requirement? (Select TWO.)

¢ A. Update the Lambda function execution role to include the bedrock:InvokeAgent permission. Add the aoss:APIAccessAll
permission to the Lambda execution role.

¢ B. Configure AWS Secrets Manager to store OpenSearch Serverless credentials. Grant the Lambda finction access to
retrieve the credentials.

e C. Configure a VPC endpoint policy for OpenSearch Serverless. Add the endpoint to the Lambda function
's VPC configuration.

e D. Create an OpenSearch Serverless data access policy that includes pattern-based resource rules.

¢ E. Enable IAM authentication for the OpenSearch Serverless domain. Add the es:ESHttp* permission to the Lambda
function execution role.

Answer: A,D

Explanation:

The errors described indicate missing permissions at both the application orchestration and data access levels.

The 400 Bad Authorization from Bedrock AgentRuntime indicates the Lambda execution role lacks the identity permission to invoke
the agent; adding bedrock:Invoke Agent and aoss:APIAccessAll (which allows the principal to interact with OpenSearch Serverless
APISs) is necessary. The 403 Forbidden error from OpenSearch Serverless spectfically relates to data-plane permissions. Unlike
traditional OpenSearch, Serverless uses data access policies . To " manage collections at scale " automatically, a policy must be
created that uses pattern-based resource rules (e.g., matching a prefix), ensuring that as new collections or indexes are created, the
required principals (the Lambda role and the Bedrock service role) are granted the necessary access without manual policy updates
for every new resource.

NEW QUESTION # 81

A research company is developing a GenAl system to produce summaries of technical documents. The company must catalog all
data sources in a central location. The company needs a solution that can automatically discover and update data sources. The
solution nust tag each generated summary with citations as metadata that users can query. The solution must retain tamper-evident,
mmutable audit logs for every model invocation and store I/O records. Which solution will meet these requirements?

e A Use AWS AppConfig feature flags to implement data versioning. Restrict access to the model by using IAM condition
keys. Maintain a versioned mapping file of source-to-output relationships in Amazon S3.



¢ B. Use Amazon Comprehend to identify data sources in the documents. Store generated summaries in Amazon S3 and
enable S3 Object Lock. Use Amazon CloudWatch metrics to generate reports about application throughput. Do not include
logs for each invocation.

e (. Use AWS Glue Data Catalog with crawlers to maintain data sources. Store generated summaries in Amazon S3. Write
object tags that include a source ID. Store Amazon Bedrock model invocation logs in Amazon S3. Enable S3 Object Lock
on the S3 bucket that stores invocation logs. Use AWS CloudTrail log file integrity validation to provide tamper-evident
immutability.

¢ D. Store application outputs in Amazon DynamoDB. Apply item+level tags that include source attribution.

Write application events to Amazon CloudWatch Logs. Use [AM roles to provide audit traceability.

Answer: C

Explanation:

AWS Glue Data Catalog and its associated crawlers are the standard AWS tools for automatic discovery and centralized cataloging
of datasets. For the generated summaries, storing them in Amazon S3 allows the use of object tags for metadata (like source IDs),
making them easily queryable. The critical requirement for

" tamper-evident, immutable audit logs " is met by enabling Bedrock model invocation logging to an S3 bucket protected by S3
Object Lock (compliance mode). To further guarantee that logs have not been altered, AWS CloudTrail log file integrity validation
uses cryptographic hashes to provide non-repudiation and a verifiable audit trail. This combination covers data management,
metadata attribution, and high-standard security compliance.

NEW QUESTION # 82

A company is creating a generative Al (GenAl) application that uses Amazon Bedrock foundation models (FMs). The application
must use Microsoft Entra ID to authenticate. All FM API calls must stay on private network paths. Access to the application must
be limited by department to specific model families. The company also needs a comprehensive audit trail of model interactions.
Which solution will meet these requirements?

e A Create a SAML identity provider (IdP) in IAM to authenticate by using Microsoft Entra ID. Use IAM permissions
boundaries to limit department roles' access to specific model families. Configure public Amazon Bedrock API endpoints with
VPC routing to maintain private network connectivity. Set up CloudTrail with Amazon S3 Lifecycle rules to manage audit logs
of model interactions.

¢ B. Configure SAML federation between Microsoft Entra ID and AWS Identity and Access Management.

Create department-specific JAM roles that allow only the required Modelld values. Create AWS PrivateLink nterface VPC
endpoints for Amazon Bedrock runtime services. Enable AWS CloudTrail to capture Amazon Bedrock API calls. Configure
Amazon Bedrock model invocation logging to record detailed model interactions.

¢ C. Configure OpenID Connect (OIDC) federation between Microsoft Entra ID and IAM. Use attribute- based access
control to map department attributes to specific model access permissions. Apply SCP policies to restrict access to Amazon
Bedrock FM families based on departiment. Use Microsoft Entra ID's built-in logging capabilities to maintain an audit trail of
model interactions.

e D. Create an identity provider (IdP) connection in [AM to authenticate by using Microsoft Entra ID.

Assign department permission sets to control access to specific model famillies. Deploy AWS Lambda functions in private
subnets with a NAT gateway for egress to Amazon Bedrock public endpoints.
Enable CloudWatch Logs to capture model interactions for auditing purposes.

Answer: B

Explanation:

Option A is the correct solution because it satisfies authentication, private connectivity, fine-grained authorization, and auditing using
AWS-recommended patterns.

SAML federation between Microsoft Entra ID and IAM is a mature, well-supported integration that enables centralized enterprise
authentication. Department-specific JAM roles allow precise control over which Bedrock Modelld values each department can
mvoke, enforcing access by model family.

Using AWS PrivateLink interface VPC endpoints for Amazon Bedrock runtime services ensures that all inference traffic stays on
private AWS network paths, with no public internet exposure. NAT gateways and public endpoints, as used in other options, violate
this requirement.

AWS CloudTrail provides authoritative audit logs of all Bedrock API calls, which is required for compliance.

Amazon Bedrock model invocation logging complements CloudTrail by capturing detailed prompt and response metadata for
deeper auditing and investigation.

Option B uses public endpoints via NAT. Option C incorrectly claims public endpoints can be private. Option D relies on IdP-side
logs, which do not capture Bedrock API activity.



Therefore, Option A is the only solution that fully meets security, compliance, and observability requirements.

NEW QUESTION # 83
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