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Questions (Q70-Q75):
NEW QUESTION # 70 
How arc general purpose Programmable Logic Controllers (PLC) different than smart field devices?

A. Programmable Logic Controllers are usually microcontroller-based
B. Smart field devices cannot be controlled centrally from a management server
C. Programmable Logic Controllers have a more limited purpose and function
D. Smart field devices contain their own control logic that cannot be changed

Answer: C

Explanation:
General-purpose PLCs are designed to perform a wide range of control tasks, programmed to execute complex control logic and
interact with multiple I/O points, making them versatile controllers in industrial automation.
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In contrast, smart field devices (like smart transmitters or actuators) are typically dedicated to specific measurement or control
functions and may have embedded intelligence for self-calibration, diagnostics, or simple control, but with a more limited purpose
and function (C).
(A) is incorrect because smart field devices often can be managed remotely.
(B) is true but not a differentiating functional characteristic.
(D) is incorrect; smart field devices often have configurable logic or settings.
GICSP training differentiates these device classes to tailor cybersecurity controls effectively.
Reference:
GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture
NIST SP 800-82 Rev 2, Section 3 (ICS Components and Control Devices)
GICSP Training on ICS Device Types

NEW QUESTION # 71 
Observe the network diagram. Which of the following hosts is intended to keep ICS process data in a database?

A. 10.103.17
B. 10.10.31.217
C. 10.10.4.123
D. 10.10.4.11
E. 10.10.4.239

Answer: D

Explanation:
The host with IP 10.10.4.11 in the network diagram is labeled as the Historian Server. ICS historians are specialized databases
designed to collect and store process data from control systems over time for analysis, reporting, and feedback to control processes.
10.10.31.217 is a Microsoft Access Workstation (not a database server).
10.10.4.123 represents NTP servers (time servers), not data storage.
10.10.4.239 is an Engineering Workstation.
10.103.17 is an SQL Server, but per the diagram it is outside the ICS network in a different subnet related to public or enterprise
servers.
Thus, 10.10.4.11 (A) is the host intended to store ICS process data.
Reference:
GICSP Official Study Guide, Domain: ICS Data Management & Historian Security NIST SP 800-82 Rev 2, Section 6.3 (Historian
Functionality) GICSP Training on ICS Network Architecture

NEW QUESTION # 72 
Which type of device is the following configuration setting from?
deny modbus function write-multiple-holdingregisters

A. NIDS
B. SIEM
C. Network firewall
D. Application firewall



Answer: D

Explanation:
The configuration line denies a specific Modbus function code, which is a command-level filter for industrial protocols.
This type of control is typical of an application firewall (D) designed to understand and filter industrial control system protocols at the
application layer.
A network firewall (A) typically filters traffic based on IP addresses, ports, and protocols, but not protocol function codes.
NIDS (B) detects and alerts on suspicious traffic but does not usually enforce blocking rules.
SIEM (C) collects and analyzes logs, not real-time blocking.
GICSP emphasizes the role of application-layer firewalls in protecting ICS protocols like Modbus.
Reference:
GICSP Official Study Guide, Domain: ICS Security Architecture & Design
NIST SP 800-82 Rev 2, Section 5.5 (Application Layer Security)
GICSP Training on ICS Protocol Security Controls

NEW QUESTION # 73 
A keyed lock on a facility's back door is an example of which type of control?

A. Avoidant
B. Corrective
C. Responsive
D. Delaying

Answer: D

Explanation:
A keyed lock is a delaying control (D) because it physically slows down or impedes unauthorized access to a facility, giving security
personnel more time to respond.
Avoidant controls (A) prevent risk by eliminating it.
Responsive controls (B) act after an incident occurs.
Corrective controls (C) fix or restore systems after an incident.
GICSP emphasizes physical delaying controls as part of defense-in-depth strategies.
Reference:
GICSP Official Study Guide, Domain: ICS Security Governance & Compliance GICSP Training on Physical Security Controls

NEW QUESTION # 74 
An administrator wants to script the deployment of a security policy, over the network, to a group of workstations not managed by
Active Directory. What tool could be used to accomplish this task?

A. secedit.exe
B. gpedit.msc
C. secpol.msc

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
In environments where workstations arenot managed by Active Directory (AD), deploying security policies in an automated and
scripted manner requires command-line tools that can export, configure, and apply security templates locally or remotely. Among the
listed options:
* secedit.exeis a command-line utility included in Windows that allows administrators toexport, import, and apply security
templateson local or remote systems without needing Active Directory. This makes it ideal for scripted deployment of security
configurations over the network in environments without centralized management.
* secpol.mscis a graphical snap-in for the Local Security Policy editor, intended for manual configuration on a per-machine basis
anddoes not support scripted deployment or remote application.
* gpedit.mscis the Group Policy Editor snap-in, used primarily for managing local or domain Group Policies interactively and is
reliant on the Group Policy infrastructure. It isnot effective for scripted deployment in non-AD environments.
Therefore,secedit.exeprovides the capability to import and apply security templates via command line and scripts, making it the
preferred tool for automated security policy deployment across workstations not managed by Active Directory.



This is consistent with GICSP's emphasis onsecure configuration management and automationwithin ICS environments, where
centralized domain services may not always be available, and robust tools for local policy enforcement are essential.
Reference:
Global Industrial Cyber Security Professional (GICSP) Official Study Guide, Domain: ICS Security Operations & Incident
Response - Configuration Management Microsoft Docs: Secedit.exe Security Configuration Command-Line Tool GICSP Training
Modules on ICS Configuration Management and Patch Deployment

NEW QUESTION # 75
......

Our company’s offer of free downloading the demos of our GICSP exam braindumps from its webpage gives you the opportunity to
go through the specimen of its content. YOu will find that the content of every demo is the same according to the three versions of
the GICSP Study Guide. The characteristics of the three versions is that they own the same questions and answers but different
displays. So you can have a good experience with the displays of the GICSP simulating exam as well.
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