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Microsoft Security Operations Analyst Sample Questions (Q195-Q200):

NEW QUESTION # 195

Youneed to create an advanced hunting query to investigate the executive team issue.

How should you conplete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

v

CloudAppEvents
DeviceFileEvents
DeviceProcessEvents

| where TimeStamp > ago({2d)
| summarize activityCount = W by FolderPath, FileName,
avg()

ActionType, AccountDigsplayName |count()

2 a Fa sum()
| whegs APVABERSOTT

Answer:

Explanation:
A Microsoft

1ICIUoUI L

CloudAppEvents
DewviceFileEvents
DeviceProcessEvents

| where TimeStamp > ago(2d)

| summarize activitgCount = W by FolderPath, FileName
avg)

ActionType, AccountDisplayName |count]) "
sumf)

| where activityCount > 5

Explanation:

v

CloudAppEvents
DeviceFileEvents
DeviceProcessEvents

| where TimeStamp > ago(2d)

| summarize activityCount = | W by Folderpath, FileName,
avg()
ActionType, AccountDisplayName |count()
Sumi)

| phess [VHeERSE Bls

NEW QUESTION # 196

You have a Microsoft Sentinel workspace named sws|.

You plan to create an Azure logic app that will raise an incident in an on-premises IT service management system when an incident is
generated in swsl.

You need to configure the Microsoft Sentinel connector credentials for the logic app. The solution must meet the following
requirements:

* Minimize administrative effort.

* Use the principle of least privilege.

How should you configure the credentials? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area
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Answer:

Explanation:
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Explanation:
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Configure the connector touse.) A managed identity

Role to assign tg thexredentials:  Microsoft Sentinel Responder

NEW QUESTION # 197

You have a Microsoft 365 subscription that has Microsoft 365 Defender enabled.

You need to identify all the changes made to sensitivity labels during the past seven days.
‘What should you use?

A. the Incidents blade of the Microsoft 365 Defender portal
B. the Explorer settings on the Email & collaboration blade of the Microsoft 365 Defender portal
C. the Alerts settings on the Data Loss Prevention blade of the Microsoft 365 compliance center
D. Activity explorer in the Microsoft 365 compliance center

Answer: D

Explanation:

Labeling activities are available in Activity explorer.

For example:

Sensttivity label applied

This event is generated each time an unlabeled document is labeled or an email is sent with a sensitivity label.

It is captured at the time of save in Office native applications and web applications.

It is captured at the time of occurrence in Azure Information protection add-ins.

Upgrade and downgrade labels actions can also be monitored via the Label event type field and filter.

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/data-classification-activity-explorer- available-events?
view=0365-worldwide

NEW QUESTION # 198

Youneed to use an Azure Sentinel analytics rule to search for specific criteria in Amazon Web Services (AWS) logs and to generate
ncidents.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.
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Create a rule by using the\Chafgdsto S
Amazon VPC setlings iule template

From Analytics in Azure Sentinel, create
a Microsoft incident creation rule

Add the Amazon Web Services
connector

®
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Set the alert logic

From Analytics in Azure Sentinel, create '
a custom analytics rule that uses a
scheduled query

Select a Microsoft security service
Add the Syslog connector
Answer:

Explanation:
Answer Area-

Add the Azure Web Services connector

From Analytics in Azure Sentinel -create a
custom analyties rule that uses a scheduled
query

Set the alert logic

1 - Add the Azure Web Services connector

2 - From Analytics in Azure Sentinel, create a custom analytics rule that uses a scheduled query
3 - Set the alert logic

Reference:

httpsz/docs.microsoft.con/en-us/azure/sentinel/detect-threats-custom

NEW QUESTION # 199

HOTSPOT

Youneed to use an Azure Resource Manager template to create a workflow automation that will trigger an automatic remediation
when specific security alerts are received by Azure Security Center.

How should you conplete the portion of the template that will provision the required Azure resources? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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{
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Answer:
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m Microsoft
“resources”: [
{
“type”: “ |v /automations”,
Microsoft Automation
Microsoft.Logic
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“apiversion”: “2019-01-0Ol-preview”,
“name”: “([parameters(‘name’)]”,
“location”: “[parameters(‘location’)]”,
“properties”: {
“description”: “[format(variables(‘description’y), ‘{0}’, parameters
(‘subscriptionId’))1”,
“isEnabled”: true,
“actions”: [
{
“actionType”: “LogicApp”,
“logicAppResourceId”: “[resourcelId(‘ITEM2/workflows’, parameters
(‘appName’)) 1%,
“uri”: “[listCallbackURL (resourceld(parameters (‘subscriptionId’),

parameters ( ‘resourceGroupName’), ° Iv /workflows/triggers’,

Microsoft Automation
Microsoft Logic i
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parameters ( ‘appName’), ‘manual’), ‘2019-05-01’').value]”
}
1s
Section: [none]
Explanation/Reference:

https:/docs.microsoft.com/en-us/azure/security-center/quickstart-automation-alert

NEW QUESTION # 200
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