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Trend Micro Certified Professional for Deep Security Sample Questions
(Q10-Q15):

NEW QUESTION # 10
What is IntelliScan?

¢ A IntelliScan is a malware scanning method that monitors process memory in real time. It can identify known malicious
processes and terminate them.

¢ B. IntelliScan is a mechanism that improves scanning performance. It recognizes files that have already been scanned based
on a digital fingerprint of the file.

¢ C. IntelliScan is a method of identifying which files are subject to malware scanning as determined from the file content. It uses
the file header to verify the true file type.

¢ D. IntelliScan reduces the risk of viruses entering your network by blocking real-time compressed executable files and pairs
them with other characteristics to improve mal-ware catch rates.

Answer: C

NEW QUESTION # 11
Policies in Deep Security can include a Context value. Which of the following statements re-garding Context is correct?

¢ A. The Context provides Deep Security Agents with location awareness and are associated with Firewall and Intrusion
Prevention Rules.

¢ B. The Context provides Deep Security Agents with location awareness and are associated with Log Inspection and Integrity
Monttoring Rules.

¢ C. The Context provides Deep Security Agents with location awareness and are associated with Anti- Malware and Web
Reputation Rules.

e D. The Context provides Deep Security Agents with location awareness and are associated with Web Reputation Rules only.

Answer: A

Explanation:

The Context setting in Deep Security policies gives agents location awareness (such as "Office," "Data Center," or "Untrusted"),
which affects Firewall and Intrusion Prevention rules. The context can change dynamically based on network/environment, allowing
adaptive protection.

From the official documentation:

"Context provides location awareness and is associated with Firewall and Intrusion Prevention rules, allowing policies to adapt rule
application based on the protected computer's environment." Option B is correct.

Options A, C, D are incorrect (context is not associated with Anti-Malware, Web Reputation, Log Inspection, or Integrity
Monttoring rules).

References:

Trend Micro Deep Security Help: Context Awareness

Deep Security 20 LTS Administrator’s Guide - Policy Context

NEW QUESTION # 12
Which of the following statements is true regarding Firewall Rules?

e A. Firewall Rules applied to Policy supersede similar rules applied to individuals computers.

e B. Firewall Rules are always processed in the order in which they appear in the rule list, as displayed in the Deep Security
manager Web console.

e C. Firewall Rules applied through a parent-level Policy cannot be unassigned in a child-level policy.

e D. When traffic is intercepted by the network filter, Firewall Rules in the policy are always applied before any other
processing is done.

Answer: C

Explanation:


https://www.prepawaypdf.com/Trend/Deep-Security-Professional-practice-exam-dumps.html

Firewall Rules assigned at the parent policy level are inherited by all child policies and cannot be unassigned at the child policy level
To change or remove such rules, you must edit the parent policy.

Option D is not entirely accurate because Deep Security supports rule priority and other processing behaviors, not just list order.
References:

Trend Micro Deep Security Policy Inheritance

NEW QUESTION # 13
Based on the script displayed in the exhibit, which of the following statements are correct? Select all that apply.

A. Deep Security Agents deployed using this script will be assigned a specific policy when activated.

B. Deep Security Agents deployed using this script will be activated against Tenant O in a multi-tenant environment.
C. Deep Security Agents deployed using this script are activated against a specific tenant.

D. This script will deploy the Deep Security Agent on a server, but will not automatically activate 1.

Answer: A,C

NEW QUESTION # 14
Based on the Malware Scan Configuration displayed in the exhibit, which of the following statements is false.

e A Deep Security Agents using this Malware Scan Configuration will not monitor for compromised Windows processes.

¢ B. Any document files that display suspicious behavior will be submitted and executed in a sandbox environment on a Deep
Discover Analyzer device.

e (. Deep Security Agents will only be able to identify malware in files by using patterns downloaded from the Smart Protection
Network.

e D. Internet access is required to properly enable the features identified in this configuration.

Answer: A

Explanation:
Configure Malware Scan
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