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Topic Details

¢ FEmail Flow and Authentication: This section of the exam measures skills of a Messaging Security Engineer

and focuses on configuring FortiMail to handle email flow securely. It includes enabling and matching
Topic 1 authentication protocols, setting up secure MTA features, and implementing access control, IP policies,
and recipient-based policies to control mail delivery and security.

¢ Initial Deployment and Basic Configuration: This section of the exam measures skills of a Network Security
Administrator and covers the foundational setup of FortiMail. It includes understanding SMTP and email
flow, performing initial configurations such as selecting operation mode, system settings, and defining
protected domains. It also involves deploying FortiMail in high-availability clusters to ensure service
continuity.

Topic 2

¢ Email Security: This section of the exam measures skills of a Network Security Administrator and deals

with implementing security controls to filter and manage email threats. Candidates must configure session-
Topic 3 based filtering, spam detection methods, malware protection, APT mitigation, and content filtering. The
section also includes email archiving configurations for compliance and storage.

¢ Encryption: This section of the exam measures skills of a Messaging Security Engineer and addresses the

iplementation of encryption methods in FortiMail. It covers traditional SMTP encryption and identity-
Topic 4 based encryption (IBE). Candidates are expected to configure these technologies and manage IBE users
for secure email communication.

¢ Server Mode and Transparent Mode: This section of the exam measures skills of a Network Security

Administrator and explains how to deploy and manage FortiMail in different operation modes. It includes
Topic 5 configuring server mode to handle mail directly and deploying FortiMail in transparent mode where it acts
as a gateway to filter email traffic without altering the existing mail infrastructure.

Fortinet FCP - FortiMail 7.4 Administrator Sample Questions (Q39-Q44):

NEW QUESTION # 39
Refer to the exhibit which displays a topology diagram.

=RTINET.

Transparent Mode

Inlernel \ port1 exampleA.com
_ 192.168.10.5
FGT- Switch

Which two statements describe the built-in bridge fnctionality on a transparent mode FortiMail? (Choose two.)

A. Any bridge member interface can be removed from the bridge and configured as a routed interface.
B. Ifportl. is required to process SMTP traffic, it must be configured as a routed interface.

C. The management IP is permanently tied to port1, and port] cannot be removed from the bridge.

D. All bridge member interfaces belong to the same subnet as the management IP.

Answer: C,D

NEW QUESTION # 40
What are two reasons for having reliable DNS servers configured on FortiMail? (Choose two.)

A. HA synchronization

B. FortiGuard Connectivity
C. Email transmission

D. Firmware updates

Answer: B,C




Explanation:

FortiGuard Connectivity

FortiMail relies on DNS to resolve FortiGuard service endpoints for antivirus definitions, antispam updates, reputation lookups, and
other cloud services.

Email transmission

FortiMail's built-in MTA performs MX and A record lookups to route outbound mail and verify sender domains for SPF/DNSBL
checks, so reliable DNS is essential for proper mail flow.

NEW QUESTION # 41
Refer to the exhibit, which shows a few lines of FortiMail logs.

Encryption Log Search Task Cross search result: 289Bw5Qf001753 E

Export »

Message
STARTTLS=server. relay~extsrv [100.64.1.99]. version=TLSv1.3, verify~OK. cipher=TI5 AFS 256 _GCM_SHA384, bits=256/256

from= <extuser@external lab>, slze=561, class~0, nrepts= 1. msgid = < 20220909045805.2894w5]b001685@external.lab>, proto=ESMTP. daemon=SMTP_MTA, relay=extsrv [100.64.1.99)

to=<useri@internal.lab>, delay=00:00:30. xdelay= (X)&'}O qxﬁf?ﬁﬁp‘im relay=[10.0.1.99). dsn=4.0.0, stat=Deferred: Connection timed out with internal lab.

Based on these log entries, which two statenents describe the operational status of this FortiMail device? (Choose two.)

A. FortiMail is experiencing issues accepting the connection from the external. labMTA.
B. The FortiMail device is in server mode.

C. FortiMail is experiencing issues delivering the email to the internal.labMTA.

D. The FortiMail device is in gateway or transparent mode.

Answer: C,D

Explanation:

The FortiMail device is in gateway or transparent mode.

The log shows FortiMail accepting mail from an external MTA (acting as a proxy) and then relaying it on to an internal MTA at
10.0.1.99, which is characteristic of gateway/transparent operation.

FortiMail is experiencing issues delivering the email to the internal.lab MTA.

The final log entry shows stat=Deferred: Connection timed out with internal.lab., indicating FortiMail successfully received the
message but is unable to complete delivery to the downstream internal server.

NEW QUESTION # 42
Refer to the exhibit, which displays a list of IBE users on a FortiMail device.

& - & F:sRTINET
< 1= |/ 1 Recordsperpage: 50 ¥ | IBE domajp: g -—-Alf* plAL Search:
Enabled Email First Name _Last Name~ | ‘Status Creation Time Last Access
| &) extuser@external.lab Mail User Activated
© extuser2@external.lab Pre-registered

Which statement describes the pre-registered status of the IBE user extuser2@external.lab?

A. The user has completed the IBE registration process, but has not yet accessed their IBE email.

B. The user has received an IBE notification email, but has not accessed the HTTPS URL or attachment yet.

C. The user account has been de-activated, and the user must register again the next time they receive an IBE email
D. The user was registered by an administrator in anticipation of IBE participation.

Answer: B

NEW QUESTION # 43
Refer to the exhibits, which shows a DLP scan profile configuration (DLP Scan Rule 1 and DLP Scan Rule 2) from a FortiMail



device.

DLP Scan Rule 1
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-
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Which two message types will trigger this DLP scan rule? (Choose two.)

e A. Anemail message with a subject that contains the term "credit card" will trigger this scan rule.
¢ B. Anemil sent from sales@internal.labwill trigger this scan rule, even without matching any conditions.



¢ C. An email message that contains credit card numbers in the body will trigger this scan rule.
¢ D. An email that contains credit card numbers in the body, attachment, and subject will trigger this scan rule.

Answer: A,C

Explanation:

Any message whose subject line contains the phrase "credit card" meets one of the "Match any condition" criteria, so it triggers the
rule.

Any message whose body contains a detected credit-card number likewise meets a condition and triggers the rule.

NEW QUESTION # 44
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