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Fortinet NSE 7 - OT Security 7.2 Sample Questions (Q27-Q32):

NEW QUESTION # 27
Refer to the exhibits. Which statement about some of the generated report elements from FortiAnalyzer is true?
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e A This report is predefined and is not available for customization.
¢ B. FortiGate collects the logs and generates the report to FortiAnalyzer.
e C. The file types confirm the nfected applications on the PLCs.
¢ D. The report confirms Modbus and IEC 104 are the key applications crossing the network.
Answer: D
NEW QUESTION # 28

Refer to the exhibit.
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Which statement is true about application control inspection?

A. The parent signature takes precedence over the child application signature.

B. You can control security actions only on the parent-level application signature

C. Security actions cannot be applied on the lowest level of the hierarchy.

D. The industrial application control inspection process is unique among application categories.

Answer: B

NEW QUESTION # 29
What two advantages does FortiNAC provide in the OT network? (Choose two.)

A. Tt can be used for industrial intrusion detection and prevention.
B. It can be used for [oT device detection.

C. It can be used for network micro-segmentation.

D. It can be used for device profiling.

Answer: B,D

Explanation:

Explanation

Typically, in a microsegmented network, NGFWs are used in conjunction with VLANS to implement security policies and to inspect
and filter network commumications. Fortinet FortiSwitch and FortiGate NGFW offer an integrated approach to microsegmentation.

NEW QUESTION # 30
Which two frameworks are common to secure ICS industrial processes, including SCADA and DCS? (Choose two.)

AL IEC 62443

B. NIST Cybersecurity
C. IEC104

D. Modbus

Answer: A,C

NEW QUESTION # 31
With the limit of using one firewall device, the administrator enables multi- VDOM on FortiGate to provide independent mutltiple
security domains to each ICS network. Which statement ensures security protection is in place for all ICS networks?

A. Traffic between VDOMSs must pass through the physical interfaces of FortiGate to check for security incidents.

B. Each traffic VDOM nusst have a direct connection to FortiGuard services to receive the required security updates.
C. Each VDOM nuwst have an independent security license.

D. The management VDOM must have access to all global security services.



Answer: A

NEW QUESTION # 32
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