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Fortinet FCSS_SDW_AR-7.4 Exam Syllabus Topics:

Topic Details

Topic 1

Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec
topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-
hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using IPsec technologies.

Topic 2
Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the
SD-WAN infrastructure.

Topic 3
SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-
WAN members and zones effectively, ensuring foundational network segmentation and management.
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NEW QUESTION # 38 
In which SD-WAN template field can you use a metadata variable?

A. Any field identified with a dollar sign (S) in a magnifying glass.
B. All SD-WAN template fields support metadata variables.
C. Any field identified with an "M" in a circle.
D. You can use metadata variables only to define interface members and the gateway IP.

Answer: C

NEW QUESTION # 39 
Refer to the exhibits. The exhibits show two IPsec templates to define Branch IPsec 1 and Branch_IPsec_2. Each template defines
a VPN tunnel. The error message that FortiManager displayed when the administrator tried to assign the second template to the
FortiGate device is also shown. Which statement best describes the cause of the issue?

A. You can assign only one template with a tunnel type of static to each FortiGate device.



B. You should review the branch1_fgt configuration for configured tunnels in the rootVDOM.
C. You can assign only one IPsec template to each FortiGate device.
D. You should use the same outgoing interface of both templates.

Answer: C

Explanation:
FortiManager allows only one IPsec template to be assigned per FortiGate device. The error indicates a conflicting template
assignment, meaning assigning both Branch_IPsec_1 and Branch_IPsec_2 to the same device (branch1_fgt) is not permitted.

NEW QUESTION # 40 
Refer to the exhibit.

The exhibit shows the health-check configuration on a FortiGate device used as a spoke. You notice that the hub FortiGate doesn't
prioritize the traffic as expected.
Which two configuration elements should you check on the hub? (Choose two.)

A. This performance SLA uses the same members.
B. The performance SLA is configured with set embedded-measure accept.
C. The performance SLA has the parameter priority-out-sla configured.
D. The performance SLA uses the same criteria.

Answer: B,D

Explanation:
The hub must use a performance SLA with the same criteria as the spoke's health check. The spoke's health check is using ping
(protocol ping) and measuring latency (link-cost-factor latency). For the hub to use the data sent by the spoke, its performance SLA
must be configured to measure the same metrics. If the hub is looking for jitter or packet loss, it will not use the latency data sent by
the spoke.
When a spoke sends embedded health data, the hub FortiGate must be configured to receive and use it. This is done by setting set
embedded-measure accept within the performance SLA configuration on the hub. This setting explicitly tells the hub to trust and use
the performance metrics received from the remote FortiGate (the spoke). Without this setting, the hub will likely ignore the
embedded health data and rely on its own health checks, which could lead to incorrect traffic prioritization.

NEW QUESTION # 41 
What is true about SD-WAN multiregion topologies?



A. Regions must correspond to geographical areas.
B. Routing between the hub and spokes must be BGP.
C. It is not compatible with ADVPN.
D. Each region has its own SD-WAN topology.

Answer: D

NEW QUESTION # 42 
The SD-WAN overlay template helps to prepare SD-WAN deployments. To complete the tasks performed by the SD-WAN
overlay template, the administrator must perform some post-run tasks.
What are two mandatory post-run tasks that must be performed? (Choose two.)

A. Create policy packages and assign them to the branch devices.
B. Configure routing through the overlay tunnels created by the SD-WAN overlay template.
C. Configure SD-WAN rules
D. Assign an sdwan_id metadata variable to each device (branch and hub)
E. Assign a hub id metadata variable to each hub device.

Answer: A,C

NEW QUESTION # 43
......
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