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Auditor-CN Braindumps
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Certified ISO/IEC 27001 Lead Auditor exam (ISO-IEC-27001-Lead-Auditor中文版) ISO-IEC-27001-Lead-Auditor-CN
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PECB Certified ISO/IEC 27001 Lead Auditor exam (ISO-IEC-27001-Lead-
Auditor中文版) Sample Questions (Q350-Q355):
NEW QUESTION # 350 
網路釣魚屬於什麼類型的資訊安全事件？
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A. 法律事件
B. 私人事件
C. 破解者/駭客攻擊
D. 技術漏洞

Answer: C

Explanation:
Phishing is a type of information security incident that falls under the category of cracker/hacker attacks.
Phishing is a form of fraud that uses deceptive emails or other messages to trick recipients into revealing sensitive information, such
as passwords, credit card numbers, bank account details, etc. Phishing emails often impersonate legitimate organizations or
individuals and create a sense of urgency or curiosity to lure the victims into clicking on malicious links, opening malicious
attachments or providing personal information.
Phishing is a common and serious threat to information security, as it can lead to identity theft, financial loss, data breach, malware
infection or other damages. ISO/IEC 27001:2022 requires the organization to implement awareness and training programs to make
users aware of the risks of social engineering attacks, such as phishing, and how to avoid them (see clause A.7.2.2). References:
CQI & IRCA Certified ISO/IEC
27001:2022 Lead Auditor Training Course, ISO/IEC 27001:2022 Information technology - Security techniques - Information
security management systems - Requirements, What is Phishing?

NEW QUESTION # 351 
選擇兩個描述使用清單的優點的選項。

A. 限制訪談指定方
B. 確保審核計畫得到實施
C. 必要時不要改變清單
D. 確保遵循相關審核跟踪
E. 減少審核時間
F. 每次審核都使用相同的清單，無需審核

Answer: B,D

Explanation:
A checklist is a tool that helps auditors to collect and verify information relevant to the audit objectives and scope. It can provide the
following advantages:
Ensuring relevant audit trails are followed: A checklist can help auditors to identify and trace the sources of evidence that support the
conformity or nonconformity of the audited criteria. It can also help auditors to avoid missing or overlooking any important aspects
of the audit.
Ensuring the audit plan is implemented: A checklist can help auditors to follow and fulfil the audit plan, which describes the
arrangements and details of the audit, such as the objectives, scope, criteria, schedule, roles, and responsibilities. It can also help
auditors to manage their time and resources effectively and efficiently.
The other options are not advantages of using a checklist, but rather:
Using the same checklist for every audit without review: This is a disadvantage of using a checklist, as it can lead to a rigid and
ineffective audit approach. A checklist should be tailored and adapted to each specific audit, taking into account the context, risks,
and changes of the auditee and the audit criteria. A checklist should also be reviewed and updated periodically to ensure its validity
and relevance.
Restricting interviews to nominated parties: This is a disadvantage of using a checklist, as it can limit the scope and depth of the audit.
A checklist should not prevent auditors from interviewing other relevant parties or sources of information that may provide valuable
evidence or insights for the audit. A checklist should be used as a guide, not as a constraint.
Reducing audit duration: This is not necessarily an advantage of using a checklist, as it depends on various factors, such as the
complexity, size, and maturity of the auditee's ISMS, the availability and quality of evidence, the competence and experience of the
auditors, and the level of cooperation and communication between the auditors and the auditee. A checklist may help reduce audit
duration by improving efficiency and organization, but it may also increase audit duration by requiring more evidence or verification.
Not varying from the checklist when necessary: This is a disadvantage of using a checklist, as it can result in a superficial or
incomplete audit. A checklist should not prevent auditors from exploring or investigating any issues or concerns that arise during the
audit, even if they are not included in the checklist. A checklist should be used as a support, not as a substitute.
Reference:
ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systems) objectives and content from Quality.org and
PECB ISO 19011:2018 Guidelines for auditing management systems [Section 6.2.2]



NEW QUESTION # 352 
您是一位經驗豐富的審核團隊領導，指導審核員進行培訓。接受培訓的審核員的任務是審查適用性聲明 (SoA) 中
列出的並在現場實施的技術控制措施。
從以下內容中選擇您希望接受培訓的審核員審查的四項控制措施。

A. 進出裝載區的通道
B. 組織對設備維護的安排
C. 組織的業務連續性安排
D. 現場閉路電視和門禁系統的運行
E. 如何管理對原始程式碼和開發工具的訪問
F. 在組織內部以及向其他組織傳輸訊息的規則
G. 組織如何評估其技術漏洞的暴露程度
H. 遠距工作安排
I. 對人員進行驗證檢查
J. 資訊資產清單的發展與維護
K. 資訊安全意識、教育與培訓
L. 供應商協定中如何解決資訊安全問題
M. 如何實施針對惡意軟體的防護
N. 機構對資訊刪除的安排
O. 電源線和資料線如何進入建築物
P. 保密與保密協議

Answer: D,E,G,M

Explanation:
According to ISO/IEC 27001:2022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), an organization should select and implement appropriate controls to
achieve its information security objectives1. The controls should be derived from the results of risk assessment and risk treatment,
and should be consistent with the Statement of Applicability (SoA), which is a document that identifies the controls that are
applicable and necessary for the ISMS1. The controls can be selected from various sources, such as ISO/IEC 27002:2013, which
provides a code of practice for information security controls2. Therefore, if an auditor in training has been tasked with reviewing the
technological controls listed in the SoA and implemented at the site of an organization that stores data on behalf of external clients,
four controls that would be expected to review are:
How protection against malware is implemented: This is a technological control that aims to prevent, detect and remove malicious
software (such as viruses, worms, ransomware, etc.) that could compromise the confidentiality, integrity or availability of information
or information systems2. This control is related to control A.12.2.1 of ISO/IEC 27002:20132.
How the organisation evaluates its exposure to technical vulnerabilities: This is a technological control that aims to identify and assess
the potential weaknesses or flaws in information systems or networks that could be exploited by malicious actors or cause accidental
failures2. This control is related to control A.12.6.1 of ISO/IEC 27002:20132.
How access to source code and development tools are managed: This is a technological control that aims to protect the intellectual
property rights and integrity of software applications or systems that are developed or maintained by the organization or its external
providers2. This control is related to control A.14.2.5 of ISO/IEC 27002:20132.
The operation of the site CCTV and door control systems: This is a technological control that aims to monitor and restrict physical
access to the premises or facilities where information or information systems are stored or processed2. This control is related to
control A.11.1.4 of ISO/IEC 27002:20132.
The other options are not examples of technological controls, but rather organizational, legal or procedural controls that may also be
relevant for an ISMS audit, but are not within the scope of the auditor in training's task. For example, the development and
maintenance of an information asset inventory (related to control A.8.1.1), rules for transferring information within the organization
and to other organizations (related to control A.13.2.1), confidentiality and nondisclosure agreements (related to control A.13.2.4),
verification checks on personnel (related to control A.7.1.2), remote working arrangements (related to control A.6.2.1), information
security within supplier agreements (related to control A.15.1.1), business continuity arrangements (related to control A.17),
information deletion (related to control A.8.3), information security awareness, education and training (related to control A.7.2),
equipment maintenance (related to control A.11.2), and how power and data cables enter the building (related to control A.11) are
not technological controls, but rather organizational, legal or procedural controls that may also be relevant for an ISMS audit, but are
not within the scope of the auditor in training's task. Reference: ISO/IEC 27001:2022 - Information technology - Security techniques
- Information security management systems - Requirements, ISO/IEC 27002:2013 - Information technology - Security techniques -
Code of practice for information security controls



NEW QUESTION # 353 
情境 4：SendPay 是一家金融公司，透過代理商和金融機構網路提供服務。他們的主要服務之一是在全球範圍內轉
帳。 SendPay 作為一家新公司，致力於為客戶提供最優質的服務。由於該公司提供國際交易，因此要求客戶提供
個人信息，例如身份、交易原因以及完成交易可能需要的其他詳細信息。因此，SendPay 已實施安全措施來保護客
戶的訊息，包括偵測、調查和回應可能出現的任何資訊安全威脅。他們對提供安全服務的承諾也體現在 ISMS 實
施過程中，該公司投入了大量時間和資源。
去年，SendPay 推出了他們的數位平台，允許透過智慧型手機或筆記型電腦等電子設備進行貨幣交易，而無需支付
額外費用。透過這個平台，SendPay 的客戶可以隨時隨地發送和接收資金。該數位平台幫助SendPay簡化了公司營
運並進一步拓展了業務。當時SendPay正在外包其軟體業務，因此該專案是由外包公司的軟體開發團隊完成的。
該團隊還負責維護 SendPay 的技術基礎設施。
最近，該公司在實施 ISMS 近一年後申請了 ISO/IEC 27001 認證。他們與符合其標準的認證機構簽訂了合約。不久
之後，認證機構任命了一個由四名審核員組成的團隊來審核 SendPay 的 ISMS。
審計過程中，發現以下情況：
1.外包軟體公司在未事先通知的情況下終止了與SendPay的合約。結果，SendPay 無法立即將服務恢復到內部，其
營運中斷了五天。審計人員要求 SendPay 的代表提供證據，證明他們在合約終止的情況下有計劃遵循。這些代表
沒有提供任何書面證據，但在接受審計時，他們告訴審計人員，SendPay的高層已經確定了另外兩家軟體開發公
司，如果類似情況再次發生，可以立即提供服務。
2. 沒有證據顯示對外包給軟體開發公司的活動進行了監控。 SendPay 的代表再次告訴審計人員，他們定期與軟體
開發公司溝通，並適當地告知可能發生的任何變更。
3.防火牆測試未發現異常狀況。審核員測試了防火牆配置，以確定這些服務提供的安全等級。他們使用資料包分
析器來測試防火牆策略，這使他們能夠即時檢查發送或接收的資料包。
根據該場景，回答以下問題：
根據情境 4，審計人員要求提供有關外包業務監控過程的文件證據。這說明什麼？

A. 審計人員洩漏了外包業務的機密性
B. 審計師根據基於風險的方法評估了證據
C. 審核員表現出專業懷疑態度

Answer: C

Explanation:
Based on the provided scenario, the auditors' request for documentary evidence regarding the monitoring process of outsourced
operations indicates that the auditors demonstrated professional skepticism. This is because professional skepticism involves a
critical assessment of audit evidence and includes a questioning mind and a careful evaluation of the information provided by the
auditee123.
Professional skepticism is an essential part of the auditing process, especially in the context of ISO/IEC 27001, which requires
auditors to systematically examine an organization's information security risks, including the management of outsourced processes4.
The auditors' request for evidence suggests that they were not satisfied with verbal assurances alone and sought to verify that
SendPay had a formal, documented process for monitoring outsourced activities, which is a requirement for maintaining an effective
Information Security Management System (ISMS)5.

NEW QUESTION # 354 
您是一位經驗豐富的 ISMS 審核團隊領導者。受訓的審核員已與您聯繫，要求您澄清她可能需要進行的不同類型
的審核。
將以下審核類型與描述相符。
要填寫表格，請按一下要填寫的空白部分，以便反白顯示“In fed”，然後從下面的選項中按一下適用的文字。或
者，您可以將每個選項拖曳到相應的空白部分。



Answer:

Explanation:

NEW QUESTION # 355
......
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