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Palo Alto Networks Certified Cybersecurity Practitioner Sample Questions
(Q157-Q162):
NEW QUESTION # 157 
Which IPsec feature allows device traffic to go directly to the Internet?

A. Split tunneling
B. d.Authentication Header (AH)
C. IKE Security Association
D. Diffie-Hellman groups

Answer: A

Explanation:
"Or split tunneling can be configured to allow internet traffic from the device to go directly to the internet, while other specific types
of traffic route through the IPsec tunnel, for acceptable protection with much less performance degradation."
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What is the definition of a zero-day threat?

A. A specific day during which zero threats occurred
B. The day a software vendor becomes aware of an exploit and prevents any further hacking
C. The period between the discovery of a vulnerability and development and release of a patch
D. The amount of time it takes to discover a vulnerability and release a security fix

Answer: C

Explanation:
A zero-day threat is an attack that takes advantage of a security vulnerability that does not have a fix in place.
It is referred to as a "zero-day" threat because once the flaw is eventually discovered, the developer or organization has "zero days"
to then come up with a solution. A zero-day threat can compromise a system or network by exploiting the unknown vulnerability,
and can cause data loss, unauthorized access, or other damages. Zero-day threats are difficult to detect and prevent, and require
advanced security solutions and practices to mitigate them. References:
* Palo Alto Networks Certified Cybersecurity Entry-level Technician (PCCET)
* Zero-day (computing) - Wikipedia
* What is a zero-day exploit? | Zero-day threats | Cloudflare

NEW QUESTION # 159 
Which Palo Alto Networks subscription service complements App-ID by enabling you to configure the next- generation firewall to
identify and control access to websites and to protect your organization from websites hosting malware and phishing pages?

A. DNS Security
B. WildFire
C. URL Filtering
D. Threat Prevention

Answer: C

Explanation:
The URL Filtering service complements App-ID by enabling you to configure the next-generation firewall to identify and control
access to websites and to protect your organization from websites that host malware and phishing pages.

NEW QUESTION # 160 
When does a TLS handshake occur?

A. Only during DNS over HTTPS queries
B. Independently of HTTPS communications
C. After a TCP handshake has been established
D. Before establishing a TCP connection

Answer: C

Explanation:
A TLS handshake occurs after the TCP handshake is complete. The TLS handshake is responsible for establishing a secure,
encrypted session between client and server, including the negotiation of encryption algorithms and exchange of keys.

NEW QUESTION # 161 
Which network firewall primarily filters traffic based on source and destination IP address?

A. Application
B. Stateful
C. Proxy
D. Stateless

Answer: D



Explanation:
A stateless firewall is a network firewall that primarily filters traffic based on source and destination IP address, as well as port
numbers and protocols. A stateless firewall does not keep track of the state or context of network connections, and only inspects
packet headers. A stateless firewall is faster and simpler than a stateful firewall, but it is less secure and flexible. A stateless firewall
cannot block complex attacks or inspect packet contents for malicious payloads. References: What Is a Packet Filtering Firewall? -
Palo Alto Networks, Common IP Filtering Techniques - APNIC, What is IP filtering? - Secure Network Traffic Management

NEW QUESTION # 162
......

The main key to passing the PCCP exam is to use your time affectionately and grasp every topic so you can attempt the maximum
number of questions in the actual PCCP Exam. By studying the questions mentioned in the prep material, the candidates have control
over the exam anxiety in no time.
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