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¢ User Management: Covers syncing Active Directory, importing profiles, configuring LDAP
FH1 ¢SSO, and managing user roles and access permissions.

o Targeted Attack Protection (TAP): Covers managing URL rewriting, configuring Message Defense, and
FH 2 using the TAP Dashboard to monitor advanced threats.

¢ Mail Flow: Covers how the Email Protection Server handles inbound and outbound mail, including routing,
ZFH 3 SMTP, TLS, and certificate management.

o Threat Response: Covers differentiating cloud versus on-premises defense, configuring servers and
A 4 workflows, and managing the threat response process.

¢ Email Firewall: Covers creating and managing mail rules, controlling SMTP rate, configuring outbound
M 5 throttling, and strengthening overall email security.

¢ Message Processing: Covers building policies and rules for filtering and message disposition, along with
FH 6 configuring SMTP profiles.

¢ Quarantine: Covers managing quarantine folders, configuring settings, releasing messages, and
A7 understanding rule precedence.

Z| &l Threat Protection Analyst TPAD01 F 2 MEFE Al (Q31-Q36):

AE #31
In an Email Firewall Rule, the "Stop Other Rules..." disposition:

A. Stops processing a message in the same module once a condition is met
B. Stops processing a message across all modules once a condition is met
C. Sends the message to quarantine instead of applying further rules

D. Silently discards the message if no other rules apply

HE. A

A

The correct answer is B. Stops processing a message in the same module once a condition is met. A Proofpoint Protection Server
security-target reference states that when the Stop Other Rules option is selected, the system stops processing a message once a
condition is met for the same SMTP callback that triggers a rule in a given filtering agent module. That wording directly supports the
idea that the stop applies within the same module and callback context, not across every module globally.

This distinction matters because Proofpoint message processing is modular. A rule in one module can stop further rule evaluation in
that module without necessarily preventing other modules from doing the work they are designed to do. That is why the "across all
modules" answer is too broad and incorrect. The option is not a synonym for quarantine, nor is it a silent discard action. It is a rule-
processing control that ends additional rule evaluation once the specified condition has been satisfied in the relevant module context.
In the Threat Protection Admnistrator course, this concept is important for understanding rule precedence and troubleshooting why
later rules did not fire. If'a message met a condition attached to Stop Other Rules, subsequent rules in that same module would not
continue processing, Therefore, the verified course-aligned answer is B.

EE #32
Which of the following are true regarding Spam Detection?
Pick the 3 correct responses below.

A. Multiple policies can apply to a single inbound message.

B. Only one Spam Detection rule will fire for a unique message going to a single recipient.
C. Policy routes are used to decide which spam policy is applied to a message.

D. If you enable the lowpriority rule, you should disable the bulk rule.

E. Separate policies should be created for inbound and outbound messages.



¢ F. Spam Detection prevents internal users sending confidential data outbound.
dY: B,CE

Y.

The correct answers are B, D, and E . Proofpoint's spam+detection training material describes policy routes as the mechanism used
to determine which spam policy applies to a message, making B correct. The course content also teaches administrators to create
separate inbound and outbound spam policies , because the logic and operational goals for inbound spam filtering differ from those
for outbound protection, making E correct. In the same course-style material, the tested statement that only one Spam Detection rule
will fire for a unique message going to a single recipient is treated as true for the rule-evaluation context of a single recipient message,
making D the third correct answer.

The remaining statements are not correct in this course context. The "muiltiple policies can apply" statement is not the accepted
answer for this question set as taught. The lowpriority-versus-bulk statement is not presented as a general truth to follow by default,
and preventing confidential outbound data leakage is not the primary purpose of Spam Detection; that concern belongs to different
controls such as data-loss or content-governance features rather than spam scoring, In the Threat Protection Administrator course,
Spam Detection is framed around policy selection, filtering logic, and message classification rather than data-protection enforcement.
Therefore, the correct answer set is B, D, and E .

HEE #33

Refer to the exhibit below to see the interface used in this scenario.

An email arrives inbound to the protection server, it is going to a single recipient and belongs to the legal and default inbound policy
routes.

Which of the following is true regarding the virus policies?

A. The inbound_protected and default policy will be applied to the message in that order.

B. The default policy is applied first and then the inbound protected policy is applied.

C. The outbound policy is applied first and then the default policy will be applied.

D. The inbound_protected policy will apply to the message. All other policies will be ignored.
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The correct answer is C. The inbound_protected and default policy will be applied to the message in that order .

From the exhibit, the message is inbound and matches two policy routes:

* Jegal

* default_inbound

The inbound protected virus policy is configured with Allow: legal , so that policy applies to this message first. The default virus
policy is configured with Allow: default inbound , so it also applies to the same message. Since the message matches both routes,
both policies are applied in policy order, with the more specific matching inbound policy applying before the default policy.

Why the other choices are incorrect:

* A is incorrect because the message is inbound, not outbound, so the outbound policy is not the first applicable policy here.

* B is incorrect because the exhibit logic indicates the specific matched inbound policy applies before the default policy, not the
reverse.

* D is incorrect because the exhibit shows the message belongs to both legal and default nbound , so the default policy is not
ignored.

This is a Virus Protection policy-order question. The important concept is that Proofpoint can apply multiple matching virus policies
based on route membership, and i this scenario the message is processed by inbound protected first , followed by default .

So the conplete interpretation of the exhibit is that the mbound protected and default policies are both applied, in that order , which
makes Answer C the verified course-aligned choice.

EE #34
You are configuring Proofpoint's URL Rewrite feature for incoming emails. What is the primary purpose of this feature?

A. To block all emails containing links.
B. To scan and rewrite URLs in emails.
C. To enhance email delivery speed.
D. To archive emails for later review.

o9: B

0



HEE #35
Which of the following is required to configure an outbound mail route in the Proofpoint Protection Server?
Pick the 3 correct responses below.

A. Email authentication information for the domain.
B. DKIM key records for the domain.

C. Destination / Error Message for the routed mail.
D. Domain administrator email address.

E. Email domain to be routed.

F. Mailer type that is utilized for the route.

He: CEF
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The correct answers are Destination / Error Message for the routed mail, Email domain to be routed , and Mailer type that is utilized
for the route . In Proofpoint route configuration, the essential elements of a mail route are the domain or host the route applies to, the
mailer method used for handling the route, and the destination host or error behavior associated with that route. Proofpoint interface
examples for inbound and outbound mail routes show these same core fields: domamvhost, mailer, and destination/error message.
These are the pieces that define how mail should be routed operationally.

The other options are not required route-definition elements. DKIM records and general email authentication data are important for
overall mail security, but they are not the required fields used to create the outbound route itself. Similarly, a domain admmistrator
email address is not a routing parameter. The route configuration needs to know what mail the rule applies to, how it should be sent,
and where it should go.

That maps directly to the three correct choices i this question. In the Proofpont Threat Protection Administrator course, Mail Flow
focuses on route construction and message delivery logic, and those route objects are built from exactly these operational fields
rather than policy-side authentication details. So for outbound mail routing in PPS, the required configuration itens are C, D, and E .
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