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Which phase of the cloud data life cycle allows both read and process functions to

be performed?

A Create
B Archive
C Store

D Share - correct answers J!l

Which phase of the cloud data security life cycle typically occurs simultaneously

with creation?

A Share
B Stare

CUse

D Destroy - correct answers B
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How TestValid Managing-Cloud-Security Practice Questions Can Help You
Pass the Exam

n modern society, whether to obtain Managing-Cloud- Security certification has become a standard to test the level of personal
knowledge. Many well-known companies require the Managing-Cloud- Security certification at the time of recruitment. Whether
you're a student or a white-collar worker, you're probably trying to get the certification in order to get more job opportunities or
wages. If you are one of them, our Managing-Cloud-Security Exam Guide will effectively give you a leg up.

WGU Managing Cloud Security (JY02) Sample Questions (Q63-Q68):

NEW QUESTION # 63
In most redundant array of independent disks (RAID) configurations, data is stored across different disks.
‘Which method of storing data is described?

A. Mapping

B. Crypto-shredding
C. Striping

D. Archiving

Answer: C

Explanation:

The method described isstriping, which is a technique used in RAID configurations to improve performance and distribute risk.
Striping involves splitting data into smaller segments and writing those segments across mutltiple disks simultaneously. For example, if
a file is divided mto four parts, each part is written to a separate disk in the RAID array.

This parallelism enhances input/output (I/0) performance because multiple drives can be accessed at once. It also provides resilience
depending on the RAID level. While striping by itself (RAID 0) increases performance but not redundancy, when combined with
mirroring or parity (€.g., RAID 5 or RAID 10), it offers both speed and fault tolerance.

The purpose of striping in the data management context is to optimize how data is stored, accessed, and protected. It is
fundamentally different from archiving, mapping, or crypto-shredding, as those serve different objectives (long-term storage, logical
placement, or secure deletion). Striping is central to high-performance storage systems and supports availability in mission-critical
environments.

NEW QUESTION # 64

A group of DevOps engineers adopted the network-as-code methodology to manage network infrastructure.

During a code release, the engineers find a bug that is causing issues on a production site. Which safeguard will allow the engineers
to restore functionality to the production site?

A. Code review
B. Staging

C. Code testing
D. Rollback

Answer: D

Explanation:

Arollbackis the safeguard that restores a system to its previous, stable state when a new code release introduces issues. In DevOps
workflows, rollbacks provide a rapid recovery mechanism, reducing downtime and minimizing customer impact.

Staging, code review, and testing are preventive controls that reduce the likelihood of defects reaching production, but once a bug
has already been deployed, rollback is the corrective control.

Rollback strategies often rely on version control systems, container orchestration, or infrastructure-as-code automation to quickly
revert to earlier configurations. This practice is essential for maintaining reliability and availability, especially in cloud environments
with continuous deployment pipelines.

NEW QUESTION # 65
‘Which category of cloud service provides on-demand, self-service access to basic building blocks, such as virtualized servers, block
storage, and networking capacity, that can be used to create custom IT solutions?
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A. Software as a service (SaaS)

B. Platform as a service (PaaS)

C. Infrastructure as a service (IaaS)
D. Networking as a service (NaaS)

Answer: C

Explanation:

Infrastructure as a Service (IaaS) delivers fundamental computing resources over the cloud. These include virtual machines, block
storage, networking, and load balancers. Customers use these resources to build and manage custom IT solutions, while the
provider manages the underlying hardware.

PaaS abstracts infrastructure further, providing a development environment for applications without requiring infrastructure
management. SaaS delivers fully functional applications over the internet. NaaS is a narrower category focusing on network delivery.
[aaS is the correct answer because it gives maximum flexibility and control compared to the other models, allowing organizations to
build tailored environments. It also requires custommers to manage operating systems, middleware, and runtime security, making
shared responsibility an essential part of the model.

NEW QUESTION # 66

A cloud provider that processes third-party credit card payments is unable to encrypt its customers' cardholder data because of
constraints on a legacy payment processing system. What should it implement to mamntain Payment Card Industry Data Security
Standard (PCI DSS) conpliance?

A. Compensating control
B. Privacy control

C. Protection levels

D. Risk acceptance

Answer: A

Explanation:

When a required PCI DSS control cannot be implemented due to technical limitations, the organization must apply acompensating
control. A compensating control is an alternative safeguard that meets the intent and rigor of the original requirement.

Risk acceptance is insufficient under PCI DSS, as conpliance demands enforceable safeguards. Privacy controls and protection
levels may enhance data security but do not formally replace mandatory encryption requirements.

For example, a provider may use strict access controls, network segmentation, or monitoring to mitigate risks from unencrypted
cardholder data. Documenting these compensating controls is essential during audits, ensuring compliance despite system limitations.

NEW QUESTION # 67
Which privacy issue does the Clarifying Lawful Overseas Use of Data (CLOUD) Act address?

A. Data breach notification requirements

B. Use of digital surveillance by multinational employers
C. Collection and use of genetic information

D. Conflicting regulations in different jurisdictions

Answer: D

Explanation:

TheCLOUD Actaddresses conflicts that arise when law enforcement in one jurisdiction seeks access to data stored in another
country. It clarifies how U.S. authorities can compel cloud providers to produce data, even if stored overseas, and establishes a
framework for resolving jurisdictional conflicts through bilateral agreements.

The Act does not regulate genetic data, breach notifications, or employer surveillance. Its central purpose is to handle the challenge
of cross-border data access in the era of globalized cloud computing,

For organizations, this means carefully evaluating how and where data is stored, and ensuring contracts and compliance strategies
account for potential conflicts between U.S. law and foreign privacy regulations like GDPR. Awareness of CLOUD Act obligations
is crucial in multinational cloud deployments.

NEW QUESTION # 68
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