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CompTIA Cloud+ (CV0-004) Certification Exam Sample Questions (Q107-
Q112):
NEW QUESTION # 107 
A DevOps administrator is designing a new machine-learning platform. The application needs to be portable between public and
private clouds and should be kept as small as possible. Which of the following approaches would BEST meet these requirements?

A. Serverless computing
B. Containers
C. Software as a service
D. Virtual machines

Answer: B

Explanation:
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Containers are a lightweight virtualization technology that allows applications to be packaged and isolated from the underlying
operating system. This makes them portable between different cloud environments and reduces the size of the application.

NEW QUESTION # 108 
A developer is building a tool on the cloud that needs to allow other developers to programmatically read and write to the web
application resources. Which of the following should the developer do to meet these requirements with the least complexity?

A. Implement RPC on the web application.
B. Allow access via the cloud portal.
C. Provision cloud-based SQL access.
D. Build a REST API endpoint.

Answer: D

Explanation:
A REST API (Representational State Transfer Application Programming Interface) is the simplest and most effective way to allow
other developers to programmatically read and write to web application resources. REST APIs use standard HTTP methods (GET,
POST, PUT, DELETE) and provide scalability, flexibility, and ease of integration with various programming languages and cloud
services.

NEW QUESTION # 109 
Given the following command:
Sdocker pull images.comptia.org/user1/myimage:latest
Which of the following correctly identifies images.comptia.org?

A. Image version
B. Image creator
C. Image registry
D. Image name

Answer: C

Explanation:
In the Docker pull command given, images.comptia.org represents the image registry. A Docker image registry is a collection of
repositories that host Docker images. It is where images are stored and organized, and from where they can be pulled for
deployment.References: Docker and container management concepts, including image registries, are part of the cloud services
understanding in the CompTIA Cloud+ curriculum.

NEW QUESTION # 110 
A newly configured VM fails to run application updates despite having internet access. The updates download automatically from a
third-party network. Given the following output:
Which of the following troubleshooting steps would be best to take?

A. Running a trace to the router
B. Testing the IP address configuration
C. Reconfiguring routing protocols
D. Checking DNS configurations

Answer: D

Explanation:
The best troubleshooting step to take given the output is to check DNS configurations. The failure to resolve the
"na.updateserver.net" domain suggests a DNS resolution issue, which could be due to incorrect DNS settings, a failure in the DNS
service, or an issue with the DNS server itself.
Troubleshooting DNS issues is a crucial skill in cloud management, as DNS plays a fundamental role in network connectivity and
access to resources. It is covered under Cloud Concepts in the CompTIA Cloud+ curriculum.



NEW QUESTION # 111 
An organization has been using an old version of an Apache Log4j software component in its critical software application. Which of
the following should the organization use to calculate the severity of the risk from using this component?

A. CWSS
B. CVSS
C. CWE
D. CVE

Answer: B

Explanation:
The Common Vulnerability Scoring System (CVSS) is what the organization should use to calculate the severity of the risk from
using an old version of Apache Log4j software component. CVSS provides an open framework for communicating the
characteristics and impacts of IT vulnerabilities. References: CompTIA Cloud+ Study Guide (Exam CV0-004) - Chapter on Risk
Management

NEW QUESTION # 112
......
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