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Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q49-Q54):

NEW QUESTION # 49
You discover that a few reports are taking a long tine lo generate. Which two steps can you Like to troubleshoot? (Choose two.)

e A, Remove old reports from the hcache
e B. Enable auto-cache and run the reports again
e (. Review report diagnostics
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¢ D. Increase the ADOM reports quota

Answer: A,B

NEW QUESTION # 50
Exhibit. What can you conclude from this output?

EerRTINET

A. FGT B is the Security Fabric root.

B. The allocated disk quote to ADOMI is 3 GB.

C. Archive logs are using more space than analytic logs.
D. There is not disk quota allocated to quarantining files.

Answer: B

Explanation:

The exhibit displays a diagnose log device output on a FortiAnalyzer, showing details about disk space usage and quotas for
different FortiGate devices and ADOMs (Admmnistrative Domains).

Here's a breakdown of key details:

Disk Quota for Quarantined Files:

The output includes columns labeled for used space in categories such as "logs," "quarantine,”

"content," and "DB." For each device, the quarantine column consistently shows 0.0KB used, indicating that there is no disk quota
allocated or utilized for quarantining files.

NEW QUESTION # 51
Which two statements about local logs on FortiAnalyzer are true? (Choose two.)

A. They are not supported in FortiView.

B. You can view playbook logs for all ADOMs in the root ADOM.

C. Event logs show systemwide information, whereas application logs are ADOM specific.
D. Event logs are available only in the root ADOM.

Answer: B,C

Explanation:

Playbook logs, which relate to automated incident response actions, can be viewed centrally in the root ADOM, allowing visibility
across all ADOMs.

Event logs on FortiAnalyzer typically provide system-wide information applicable to the entire FortiAnalyzer unit, while application
logs are specific to each ADOM, reflecting the logs related to devices and activities managed within that ADOM.

https/docs. fortinet.conYdocument/fortianalyzer/7.6.3/administration-guide/208717/enabling-and- disabling-the-adom-feature

NEW QUESTION # 52
‘When managing incidents on FortiAnlyzer, what must an analyst be aware of?

A. The status of the incident is always linked to the status of the attach event.

B. You can manually attach generated reports to incidents.

C. Severity incidents rated with the level High have an initial service-level agreement (SLA) response time of 1 hour.
D. Incidents must be acknowledged before they can be analyzed.

Answer: B

Explanation:

In FortiAnalyzer's incident management system, analysts have the option to manually manage incidents, which includes attaching
relevant reports to an incident for further investigation and documentation. This feature allows analysts to consolidate information,
such as detailed reports on suspicious activity, into an incident record, providing a comprehensive view for incident response.



NEW QUESTION # 53
Why must you wait for several minutes before you run a playbook that you just created?

A. FortiAnalyzer needs that time to ensure there are no other playbooks running,
B. FortiAnalyzer needs that time to debug the new playbook.

C. FortiAnalyzer needs that time to parse the new playbook.

D. FortiAnalyzer needs that time to back up the current playbooks.

Answer: C

Explanation:

‘When a new playbook is created on FortiAnalyzer, the system requires some time to parse and validate the playbook before it can
be executed. Parsing involves checking the playbook's structure, ensuring that all syntax and logic are correct, and preparing the
playbook for execution within FortiAnalyzer's automation engine. This initial parsing step is necessary for FortiAnalyzer to load the
playbook into its operational environment correctly.

NEW QUESTION # 54
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