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NEW QUESTION # 183
A defense contractor needs to share FCI with a subcontractor and sends this data in an email. The email system involved in this
process is being used to:

A. transmit FCI.
B. process FCIL.
C. manage FCIL.
D. generate FCI

Answer: A

Explanation:

Federal Contract Information (FCI) is defined mFAR 52.204-21as information provided by or generated for the government under
contract but not intended for public release. UnderCMMC 2.0, organizations handling FCI must implementFAR 52.204-21 Basic
Safeguarding Requirements, ensuring proper protection inprocessing, storing, and transmittingF CI.

Analyzing the Given OptionsThe question involves an email system that is used tosendFCI to a subcontractor.

Let's break down the possible answers:

A). Manage FCI# Incorrect

Managing FCI involves activities like organizing, storing, and maintaining access to FCI. Sending an email does not fall under
management; it is an act of transmission.

B). Process FCI# Incorrect

Processing refers to actively using FCI for operational or analytical purposes, such as analyzing, modifying, or computing data.
Simply sending an email does not constitute processing.

C). Transmit FCI# Correct

Transmission refers to the act of sending FCI from one entity to another. Since the contractor issendingFCI via email, this falls
undertransmittingthe data.

Reference:NIST SP 800-171 Rev. 2, 3.1.3- "Control CUI (or FCI) by transmitting it using authorized mechanisis.”" D). Generate
FCI# Incorrect Generating FCI means creating new contract-related information. The contractor is not creating FCI in this scenario
but merely transmitting it.

Official References Supporting the Correct AnswerCMMC 2.0 Level 1 Practices (FAR 52.204-21 Basic Safeguarding Controls)
3.1.3: "Control CUI (or FCI) by transmitting it using authorized mechanisms." This confirms that email transmission falls
under"transmitting” FCI, not managing or processing,

NIST SP 800-171 Rev. 2 (Protecting CUI in Non-Federal Systems)

Requirement 3.13.8: "lmplement cryptographic methods to protect CUI when transmitted." While this applies more to CUIL, FCI
should also be protected during transmission, confirming that email is a form oftransmittinginformation.

ConclusionSince the contractor issendingFCI via email, the correct answer isC. Transmit FCL This aligns withCMMC 2.0 Level
1practices underFAR 52.204-21andNIST SP 800-171, which emphasize securing transmitted data.

NEW QUESTION # 184
When are contractors required to achieve a CMMC certificate at the Level specified in the solicitation?

A. Thirty days from the award date
B. Before the due date of submission
C. Upon solicitation submission

D. At the time of award

Answer: D

NEW QUESTION # 185
While developing an assessment plan for an OSC. it is discovered that the certified assessor will be interviewing a former college
roommate. What is the MOST correct action to take?

e A. Informthe OSC and the C3PAO of'the possible conflict of interest, document the conflict and mitigation actions in the
assessiment plan, and if the mitigation actions are acceptable, continue with the assessment.

e B. Informthe OSC and the C3PAO of the possible conflict of interest, and start the entire process over without the conflicted
team member.

e C. Do not inform the OSC and the C3PAO of the possible conflict of interest, and continue as planned.

e D. Informthe OSC and the C3PAO of'the possible conflict of interest but since it has been an acceptable amount of time
since college, no conflict of interest exists, and continue as planned.



Answer: A

NEW QUESTION # 186

During a Level 2 Assessment, an OSC provides documentation that attests that they utilize multifactor authentication on nonlocal
remote maintenance sessions. The OSC feels that they have met the controls for the Level 2 certification. What additional measures
should the OSC performto fully meet the maintenance requirement?

A. The nonlocal maintenance personnel complain that restrictions slow down their response time and should be removed.
B. Connections for nonlocal maintenance sessions should be unlimited to ensure maintenance is performed properly

C. Connections for nonlocal maintenance sessions should be terminated when maintenance is complete.

D. The maintenance policy states multifactor authentication must have at least two factors applied for nonlocal maintenance
sessions.

Answer: C

NEW QUESTION # 187
Two assessors cannot agree if a certain practice should be rated as MET or NOT MET. Who should they consult to determine the
final interpretation?

A. Lead Assessor

B. Quality Assurance Assessor
C.C3PAO

D. CMMC-AB

Answer: A

Explanation:

The Lead Assessor has the authority to make the final determination in situations where assessors cannot agree on a rating. CAP
specifies that the Lead Assessor ensures consistency, resolves disputes, and provides the authoritative interpretation during the
assessment process. Escalation to the CMMC-AB or Quality Assurance would only occur in rare post-assessiment review cases,
not during an active assessment.

Reference Documents:

* CMMC Assessment Process (CAP), v1.0
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