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Cisco 100-160 Priifungsplan:

Thema Einzelheiten
¢ Basic Network Security Concepts: This section of the exam measures the skills of a Network Defender
Thera 1 and focuses on understanding network-level protections, including firewalls, VPN, and intrusion detection

e prevention systems, providing insight into how threats are mitigated within network environments.

¢ Endpoint Security Concepts:This section of the exam measures the skills of an Endpoint Security Specialist
Therm 2 and includes securing individual devices, understanding protections such as antivirus, patching, and access
control at the endpoint level, essential for maintaining device integrity.

¢ Essential Security Principles: This section of the exam measures the skills of a Cybersecurity Technician

and covers foundational cybersecurity concepts such as the CIA triad (confidentiality, integrity, availability),
Thema 3 along with basic threat types and vulnerabilities, laying the conceptual groundwork for understanding how
to protect information systerns.

¢ Incident Handling; This section of the exam measures the skills of an Incident Responder and centers on
Therm 4 recognizing security incidents, responding appropriately, and containing threats—forming the essential
foundation of incident response procedures.

¢ Vulnerability Assessment and Risk Management: This section of the exam measures the skills of a Risk
Therma 5 Management Analyst and entails identifying and assessing vulnerabilities, understanding risk priorities, and
applying mitigation strategies that help manage threats proactively within an organization's systems
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‘What regulation is specifically designed to ensure the security of payment card data processed by organizations?

A. HIPAA
B. PCI DSS
C. GDPR
D. BYOD

Antwort: B

Begrindung;

The Payment Card Industry Data Security Standard (PCI DSS) is a regulation that focuses on ensuring the security of payment card
data processed by organizations. It provides a set of security requirements that organizations handling payment card data must follow
to protect against fraud and data breaches.

171. Frage
What is the purpose of performing a vulnerability scan?

A. To identify any exploitable weaknesses in a system or network
B. To detect and block malicious network traffic

C. To assess the performance and latency of network devices

D. To encrypt sensitive data transmission

Antwort: A

Begrindung;

Vulnerability scanning is conducted to identify potential weaknesses or security flaws in a system or network that could be exploited
by attackers. By conducting regular vulnerability scans, organizations can proactively discover and address vulnerabilities before they
are exploited, ensuring the overall security and integrity of their systems. This helps in preventing unauthorized access, data breaches,
and potential damage to the network infrastructure.

172. Frage
What type of encryption is used to secure data that is stored on a hard drive or other storage media?

A. Hash encryption

B. Public Key Infrastructure (PKI)
C. File-based encryption

D. Symmetric encryption

Antwort: D

Begriindung;

Symmetric encryption is a type of encryption where the same key is used for both the encryption and decryption processes. It is
commonly employed to secure data at rest, such as on a hard drive or other storage media. With symmetric encryption, the key must
be kept secret to ensure the confidentiality of the encrypted data.

173. Frage
How do Common Vulnerabilities and Exposures (CVEs) benefit cybersecurity professionals?

A. They directly prevent cyberattacks.

B. They ensure conpliance with cybersecurity regulations.

C. They identify all possible vulnerabilities in an IT infrastructure.

D. They provide a standardized approach for vulnerability management.

Antwort: D

Begrindung;
Common Vulnerabilities and Exposures (CVEs) provide a standardized approach for vulnerability management across different
software systems, hardware devices, or networks. Security professionals can use CVEs to track and manage vulnerabilities more



effectively, making it easier to identify and prioritize patching needs. CVEs help in maintaining a consistent and systematic process for
addressing vulnerabilities across the organization.

174. Frage
Which of the following must be documented throughout the chain of custody process?

A. Analysis methods used on the evidence.

B. Timeline of events that led to the acquisition of the evidence.
C. Names of all individuals who handled the evidence.

D. Encryption protocols applied to protect the evidence.

Antwort: C

Begriindung;

The chain of custody refers to a documented record of all individuals who have had access to the digital evidence from the time of its
discovery until its presentation in court. It is essential to know who has handled the evidence to establish accountability and to ensure
that the integrity of the evidence is maintained. The names of all individuals involved in handling the evidence should be recorded,
along with their respective roles and timestamps to establish a clear chain of custody.
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