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An entity wants to know if the Software Security Framework can be leveraged during their assessment.
Which of'the following software types would this apply to?
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A. Any payment software In the CDE.

B. Validated Payment Applications that are listed by PCI SSC and have undergone a PA-DSS assessment.
C. Only software which runs on PCI PTS devices.

D. Software developed by the entity in accordance with the Secure SLC Standard.

EM: D
s

Software Security Framework Overview

* PCI SSC's Software Security Framework (SSF) enconmpasses Secure Software Standard and Secure Software Lifecycle (Secure
SLC) Standard.

* Software developed under the Secure SLC Standard adheres to security-by-design principles and can leverage the SSF during
PCI DSS assessments.

Applicability

* The framework is primarily for software developed by entities or third parties adhering to PCI SSC standards.

* It does not apply to legacy payment software listed under PA-DSS unless migrated to SSF.

Incorrect Options

* Option A: Not all payment software qualifies; it must align with SSF requirements.

* Option B: PCI PTS devices are subject to different security requirements.

* Option C: PA-DSS-Iisted software does not automatically meet SSF standards without reassessment.

M #66
According to the glossary, "bespoke and custom software" describes which type of software?

A. Any software developed by a third party.

B. Virtual payment terminals.

C. Software developed by an entity for the entity's own use.

D. Any software developed by a third party that can be customized by an entity.

Ef#: C

L2

As per thePCI DSS Glossary, "bespoke and custom software" is defined assoftware that is developed specifically for, and often by,
the entity using it. This includes internally developed applications and externally developed applications created specifically for the
entity.

* Option A#ncorrect. Not all third-party software is custom - much is commercial off-the-shelf (COTS).

* Option B#Incorrect. Customisability does not equal bespoke development.

* Option C#Correct. Bespoke software is tailoredby or forthe entity's specific needs.

* Option D#Incorrect. Virtual terminals are payment interfaces, not types of software.

A #67
Which of'the following describes "stateful responses” to communication initiated by a trusted network?

A. Logs of user activity on the firewall are correlated to identify and respond to suspicious behavior.

B. Admmnistrative access to respond to requests to change the firewall is limited to one individual at a time.

C. Active network connections are tracked so that nvalid "response" traffic can be identified.

D. A current baseline of application configurations is maintained and any misconfiguration is responded to promptly.

IEf: C

AR :

Stateful inspection (or statefil packet filtering)tracks the state of active connections and determines which packets are part of a valid
session.Requirement 1.4.2references the use of network security controls (NSCs) withstatefill filteringcapability to allow legitimate
trafficonly in response to trusted requests.

* Option A#Incorrect. Firewall admin procedures are not what "stateful" refers to.

* Option B#Correct. "Stateful responses" mean tracking existing connections toblock unauthorised or spoofed responses.

* Option C#Incorrect. That describes configuration management, not stateful filtering,

* Option D#Incorrect. Logging is important but not part of stateful inspection.



B #68
A "Partial Assessment” is a new assessment result. What is a "Partial Assessment'*?

® A. Anassessment with at least one requirement marked as "Not Tested".

¢ B. AROC that has been completed after using an SAQ to determine which requirements should be tested, as per FAQ
1331.

¢ C. A termused by payment brands and acquirers to describe entities that have multiple payment channels, with each channel
having its own assessment.

¢ D. An interim result before the final ROC has been completed.

Ef#: A

TR

According toSection 12.2.3.3 of PCI DSS v4.0.1, aPartial Assessmentis defined as a result whereat least one PCI DSS
requirement is marked as "Not Tested."This is typically seen duringgap assessments or pre- validation efforts, not official compliance
validation.

* Option A#Incorrect. SAQs are self-assessments; Partial Assessment is a different concept.

* Option B#Incorrect. Interim drafis are not labeled as "Partial”.

* Option C#lIncorrect. That is a misinterpretation of segmentation by payment channel.

* Option D#Correct. "Not Tested" = Partial Assessment.

R #69
Which of'the following is a requirement for multi-tenant service providers?

A. Provide customers with a shared user ID for access to critical system binaries.

B. Ensure that a customer's log files are available to all hosted entities.

C. Provide customers with access to the hosting provider's system configuration files.
D. Ensure that customers cannot access another entity's cardholder data environment.

IEf#: D

L2

Formulti-tenant service providers,isolation and segmentationare critical. As perRequirement 12.10.3, each customer's environment
nmust besegregated and protectedsuch that no tenant can access another's data or systemns.

* Option A#Correct. This is the foundational control -isolation of customer environments.

* Option B#Incorrect. Exposing system config files is a security risk.

* Option C#lIncorrect. Shared user IDs areexplicitly prohibitedby Requirement 8.2.1.

* Option D#Incorrect. Customers should only access their own logs.
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