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HH #91

A network administrator is reviewing firewall policies in both Interface Pair View and By Sequence View.
The policies appear in a different order in each view.

Why is the policy order different in these two views?

e A. By Sequence View groups policies based on rule priority, while Interface Pair View always follows the order of traffic
logs.

e B. The firewall dynamically reorders policies in Interface Pair View based on recent traffic patterns, but By Sequence View
remains static.

e (. Policies in Interface Pair View are prioritized by security levels, while By Sequence View strictly follows the administrator’s
manual ordering.

e D. Interface Pair View sorts policies based on matching interfaces, while By Sequence View shows the actual processing
order of rules.
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fER s
Interface Pair View organizes policies grouped by source and destination interfaces, whereas By Sequence View displays policies in
the exact order they are processed by the firewall.

B #92
Based on the Exhibits:

Web filter profile configuration
Edit Web Filter Profile

Featureset  Flow-based [l gt o:)

€0 FortiGuard Category Based Filter

2 Alloy : Monitor & Blo Vva g =0 S
Mame Action _
Job Search © Allow N
Medicine & Allow
News and Media @ Allow
Social Networking & Allow

Political Organizations © Allow m
Reference AII c b

Global Religion K

Shoppi (JL

Soci L @ Allow ¥

(O Allow users to override blocked categories

& SearchEngines

Enforce 'Safe Search’ on Google, Yahoo!, Bing, Yandex (B
& Static URL Filter

Block invalid URLs (O

URJ. Filter C'
"‘Crear-: New | # Edit T Delets Search Q
URL Type Action Status

TR -ATIET U T
1 i




Firewall policy configuration
Edit Policy

Firewsall / Metwork Options

Inspection Mode m Proxy-based

MNAT L @

IP Pool Configuration Egﬂ" | ﬁo |

Preserve Source Port - :Iﬁ hET
Protocol Options Mol default -

Security Prohles

AntiVirus »
Wb Filter O BEEE default -
IPS e |
Filefilter »
SSL inspection BESE certincate-inspection -
FortiGuard block page | | = |-
LEATINET I —
=

FortiGuard Intrusion Prevention
- Access Blocked

Web Page Blocked

You have tned 0 access a web page that is in violabon of your

To have the rating of this web page re-evaluated please click here

A web filter profile configuration and firewall policy configuration are shown.
You are trying to access www.facebook.com, but you are redirected to a FortiGuard web filtering block page.
Based on the exhibits, what is the possible cause of the issue?

A. The firewall policy inspection mode is incorrect.

B. The web rating override configuration is incorrect.

C. The web filter profile feature set is configured incorrectly.
D. For www.facebook.com, the URL filter action is incorrect.

Ef#: B
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What is the primary FortiGate election process when the HA override setting is enabled?

A. Connected monitored ports > Priority > HA uptime > FortiGate serial number
B. Connected monitored ports > Priority > System uptime > FortiGate serial number
C. Connected monitored ports > HA uptime > Priority > FortiGate serial number
D. Connected monitored ports > System uptime > Priority > FortiGate serial number
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‘When HA override is enabled, FortiGate uses the following election order: number of connected monitored ports, then device
priority, followed by HA uptime, and finally FortiGate serial number as a tiebreaker.

B #94
Refer to the exhibit.

HQ-NGFW-1 # diagnose test agfhltication ipsmonitor
pid 2044, grigine count 0 (+1)
0 - pid: 20485074 cfg:1 master:0 run:1

F::RIMET

As an admmistrator you have created an IPS profile, but it is not performing as expected. While testing you got the output as shown
in the exhibit.
What could be the possible reason of the diagnose output shown in the exhibit?

A. FortiGate entered into IPS fail open state.

B. Admmnistrator entered the command diagnose test application ipsmonitor 99.
C. There is a no firewall policy configured with an IPS security profile.

D. Administrator entered the command diagnose test application ipsmonitor 5.

Ef: C

fi et
The output shows the IPS engine count as 0, indicating no active IPS engines are running. This typically means no firewall policy is
referencing the IPS security profile, so the IPS profile is not being applied or triggered.

B #95
Refer to the exhibits.



HQ-NGFW-1 HA cnnﬁguratlon

?“ NG” =1 4 co nL g system ha

EQ-NGFW-1 (ha) # show
config a}s em ha
group=1d
F FQIu ]:L -name "::a;u;nq"

set mode a-p
gset password ENC nmk7zGYiRruxl
set hbdev “portl” 0
set session-pickup enable
set override disable
cset priority 200
set moniter “pecrtl”
and

HQ-NGFW-2 HA configuration

HO-NGFW-2 (ha) # show
config system ha

set group-id S

set group-name “Training”

set mode a-p

gset password ENC nd40G3dmniK50s
hbdev “port7” 0
gsession-pickup enable
override disable
priority 100

monitor “porti”

M

n o W
(7]

n U
o @
L I

1]

and

An admlnlstrator conﬁgured both members of an HA cluster at the same time. After one week of monitoring, the admmistrator wants
to verify the HA failover performance.
How can the admmistrator force a failover?

A. The administrator must reset the HA uptime on HQ-NGFW-1.

B. The administrator must increase the HA priority on HQ-NGFW-2.

C. The admmistrator nust set the monitored port to down on HQ-NGFW-1.

D. The admmnistrator must set the parameter override to enable on HQ-NGFW-2.
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