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FRE 1

Basic Network Security Concepts: This section of the exam measures the skills of a Network Defender
and focuses on understanding network-level protections, including firewalls, VPN, and intrusion detection
prevention systens, providing insight into how threats are mitigated within network environments.

FE2

Endpoint Security Concepts:This section of the exam measures the skills of an Endpoint Security Specialist
and includes securing individual devices, understanding protections such as antivirus, patching, and access
control at the endpoint level, essential for maintaining device integrity.

FE3

Essential Security Principles: This section of the exam measures the skills of a Cybersecurity Technician
and covers foundational cybersecurity concepts such as the CIA triad (confidentiality, integrity, availability),
along with basic threat types and vulnerabilities, laying the conceptual groundwork for understanding how
to protect information systerns.

FE 4

Vulnerability Assessment and Risk Management: This section of the exam measures the skills of a Risk
Management Analyst and entails identifying and assessing vulnerabilities, understanding risk priorities, and
applying mitigation strategies that help manage threats proactively within an organization's systens

FES

Incident Handling: This section of the exam measures the skills of an Incident Responder and centers on
recognizing security incidents, responding appropriately, and containing threats—forming the essential
foundation of incident response procedures.
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FiRE #274
Which of'the following is a data protection technique that involves the transformation of data into a format that is unreadable to
unauthorized users?

A. Intrusion Detection System
B. Firewall

C. Authentication

D. Encryption

ZX: D

AR :

Option 1: Incorrect. Authentication refers to the process of verifying the identity of a user or system

Option 2: Correct. Encryption is a data protection technique that transforns data into a format that is unreadable to unauthorized
users. It provides confidentiality and ensures that even if the data is intercepted, it cannot be easily understood.

Option 3: Incorrect. A firewall is a network security device that monitors and filters incoming and outgoing network traffic based on
predetermined security rules.

Option 4: Incorrect. An Intrusion Detection System (IDS) is a security tool that monitors network traffic for suspicious activity or
violations of security policies.

P& #275
Move each framework from the list on the left to the correct purpose on the right.
Note: You will receive partial credit for each correct answer.

ER:
R RE RS «

R RE #276
How does sandboxing help with the analysis of malware?

A. Tt specifies the applications that are authorized for use on the network.

B. It defines the suspicious or malicious applications that should be blocked.

C. It allows suspicious applications to run in a safe and isolated testing environmen.
D. It restricts traffic from passing from one network to another.

ZR: C

f R A -

The CCST Cybersecurity Study Guide explains that sandboxing is a security technique that executes suspicious programs in a
controlled and isolated environment, preventing them from affecting production systems while enabling behavior analysis.
"Sandboxing isolates a suspected application in a secure, controlled environment where it can be executed and analyzed without
risking damage to the host system or network." (CCST Cybersecurity, Endpoint Security Concepts, Malware Analysis Techniques
section, Cisco Networking Academy)
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P RE #277
What is the primary goal of the Cyber Kill Chain framework?

A. To attribute cyberattacks to a specific threat actor

B. To analyze the impacts of cyberattacks after they occur
C. To prevent cyberattacks from occurring

D. To detect and respond to cyberattacks early

ZX: D

it B B -
The Cyber Kill Chain framework is a methodology used to understand and respond to cyberattacks. Its primary goal is to identify
and interrupt the stages of a cyberattack as early as possible, allowing for proactive detection, response, and mitigation of the attack.

FRE #278
Which of the following best describes the purpose of the MITRE ATT&CK; Matrix?

A. To provide a standardized way to categorize cyber threat tactics and techniques
B. To analyze the impact of cyber threats on critical infrastructure

C. To map wvulnerabilities and exposures in computer systens

D. To track the global distribution of cyber threat actors

ER: A

fR AR A -

The MITRE ATT&CK; Matrix provides a comprehensive framework that categorizes various tactics, techniques, and procedures
(TTPs) used by cyber threat actors. It enables organizations to understand how different attackers operate and helps in developing
effective cybersecurity defenses and detection mechanisirs.

P& #279
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