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GIAC Strategic Planning, Policy, and Leadership (GSTRT) Sample Questions
(Q21-Q26):

NEW QUESTION # 21

Your organization has expanded into new geographic regions, and your cybersecurity team has identified new regulatory and
compliance requirenments that must be addressed. However, business leaders are primarily focused on growth and profitability. How
would you align the cybersecurity strategy with the organization's expansion while ensuring compliance with these new requirements?
Response:
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A. Work with business leaders to demonstrate how compliance with regulatory requirements can support sustainable growth
and develop a cybersecurity strategy that addresses both conpliance and business goals

B. Focus only on existing markets and ignore new geographic regions

C. Ignore the compliance requirements to prioritize business growth

D. Postpone cybersecurity efforts until after expansion is complete

Answer: A

NEW QUESTION # 22
Which of'the following is the first step in developing an effective cybersecurity policy?
Response:

A. Selecting security tools

B. Conducting a threat analysis
C. Identifying key stakeholders
D. Drafting the policy document

Answer: C

NEW QUESTION # 23
How can a leader effectively measure the success of a change initiative within a cybersecurity team?
Response:

A. By using predefined metrics and evaluating progress against clear objectives
B. By monitoring changes only at the end of the project

C. By relying solely on informal feedback from team members

D. By avoiding any formal assessment to prevent discouraging the team

Answer: A

NEW QUESTION # 24
What is a common method used by cybercriminals to deliver ransonmware to victims?
Response:

A. Social engineering attacks, such as phishing emails containing malicious links or attachments
B. Exploiting outdated firewall settings

C. Installing software updates

D. Direct physical access to the victimls device

Answer: A

NEW QUESTION # 25

Your organization is in the process of developing a security program to meet new regulatory requirements. The program must be
rolled out across multiple global offices. Several regional managers are concerned that the new security controls may hinder business
operations in their specific markets. How would you address these concerns while ensuring compliance with the regulations?
Response:

A. Eliminate security controls that impact business operations

B. Ignore the regional managers and implement the same controls across all offices

C. Delay the rollout until all managers agree

D. Work with the regional managers to customize the security controls where possible to meet local market needs, while still
ensuring that the overall program complies with regulatory requirements

Answer: D
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