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NEW QUESTION # 21
Refer to the exhibits. The exhibits show a network topology, a firewall policy, and an SSL/SSH inspection profile configuration.
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Firewall policy on FortiGate

DCFW # sh firewall policy 3
config firewall policy
edic 3
set jpame "To Linux Servers"”
set uuid bf£77d59e-5513-51ef-147d-e35066c267e9
et xrcl”
it i o el
S&t aAction accept
set srcaddr "all"
set dstaddr "10.J2%1.°
set schedule Malways"”
set servige)\"ALL"
set utmsstatus enable
set inspection-mode proxy
set ssl-ssh-profile "deep-inspection”
set ips-sensor "IPS Monitor"™
set logtraffic all
nextc
end



SSL/SSH inspection profile

Edit SSL/SSH Inspection Profile

Name

Comments  Read-only deep inspection

SSL Inspection Options

Enable SSL inspection of Multiple Clietiple Clients Connecting to Multiple Servers
Protecting SSL Server

Inspection method SSL Certificate Inspection [EEVIISIR LTS e ilely

CAcertificate A % Fortinet_CA_SSL st W0 oW1 88
Blocked certificates ©@ Allow 2 View Blogked Caftificates
: —_'—'[ . r 13 .
Untrusted SSL certificates El-g_clg Ignare Lﬁﬁt’ﬁ“‘l l E T
Server certificate SNI check © LUFRIEY St rict,Plsable

Enforce SSL cipher compliance »
Enforce SSh negotiatiGicompance' D
RPC ovgPHIT S »
MAPI oV BT PS »

Protocol Port Mapping

Inspect all ports P

HTTPS »
SMTPS O 465
POP3S © 995
IMAPS O 993
FTPS O 99
DNSoverTLS O

Why is FortiGate unable to detect HTTPS attacks on firewall policy ID 3 targeting the Linux server?

e A The admmnistrator must set the policy to inspection mode to analyze the HTTPS packets as expected.

¢ B. The admmistrator must enable SSL inspection of the SSL server and upload the certificate of the Linux server website to
the SSL/SSH inspection profile.

¢ (. The admnistrator must enable HTTPS in the protocol port mapping of the deep- inspection SSL/SSH inspection profile.

¢ D. The administrator must enable cipher suites in the SSIL/SSH inspection profile to decrypt the message.

Answer: B

Explanation:

The FortiGate SSI/SSH inspection profile is configured for Full SSL Inspection, which is necessary to analyze encrypted HTTPS
traffic. However, the firewall policy is protecting an SSL server (the Linux server hosting the website), and currently, the SSL/SSH
profile only applies to client-side SSL inspection.

To detect HTTPS-based attacks targeting the Linux server:

# FortiGate must act as an SSL intermediary to inspect encrypted traffic destined for the web server.

# The admmistrator must upload the SSL certificate of the Linux web server to FortiGate so that the server-side SSL inspection can



decrypt incoming HTTPS traffic before analyzing it.

NEW QUESTION # 22

An admmistrator must standardize the deployment of FortiGate devices across branches with consistent interface roles and policy
packages using FortiManager.

What is the recommended best practice for interface assignment in this scenario?

A. Enable metadata variables to use dynamic configurations in the standard interfaces of FortiManager.

B. Create interfaces using device database scripts to use them on the same policy package of FortiGate devices.

C. Use the Install On feature in the policy package to automatically assign different interfaces based on the branch.

D. Create normalized interface types per-platform to automatically recognize device layer interfaces based on the FortiGate
model and mterface name.

Answer: A

Explanation:

‘When standardizing the deployment of FortiGate devices across branches using FortiManager, the best practice is to use metadata
variables. This allows for dynamic interface configuration while maintaining a single, consistent policy package for all branches.

# Metadata variables in FortiManager enable interface roles and configurations to be dynamically assigned based on the specific
FortiGate device.

# This ensures scalability and consistent security policy enforcement across all branches without manually adjusting interface settings
for each device.

# When a new branch FortiGate is deployed, metadata variables automatically map to the correct physical interfaces, reducing
manual configuration errors.

NEW QUESTION # 23
What does the command set forward-domain <domain D> in a transparent VDOM interface do?

A. Tt configures the interface to prioritize traffic based on the domain ID, enhancing quality of service for specified VLANS.
B. It assigns a unique domain ID to the interface, allowing it to operate across multiple VLLANs within the same VDOM.
C. It restricts the interface to managing traffic only from the specified VLAN, effectively segregating network traffic.

D. It isolates traffic within a specific VLAN by assigning a broadcast domain to an interface based on the VLAN ID.

Answer: D

Explanation:

In a transparent mode Virtual Domain (VDOM) configuration, FortiGate operates as a Layer 2 bridge rather than performing Layer
3 routing. The set forward-domain <domain D> command is used to control how traffic is forwarded between interfaces within the
same transparent VDOM.

A forward-domain acts as a broadcast domain, meaning only interfaces with the same forward-domain ID can exchange traffic. This
setting is commonly used to separate different VLLANSs or network segments within the transparent VDOM while still allowing
FortiGate to apply security policies.

NEW QUESTION # 24
Refer to the exhibit, which shows a network diagram showing the addition of'site 2 with an overlapping network segment to the
existing VPN IPsec connection between the hub and site 1.

192.168.2.0/24

192.168.1.0/24




Which IPsec phase 2 configuration must an administrator make on the FortiGate hub to enable equal-cost multi-path (ECMP)
routing when multiple remote sites connect with overlapping subnets?

A. Set route-overlap to allow

B. Set single-source to enable

C. Set route-overlap to either use-new or use-old
D. Set net-device to ecmp

Answer: C

Explanation:

‘When multiple remote sites connect to the same hub using overlapping subnets, FortiGate needs to determine which route should be
used for traffic forwarding. The route-overlap setting in IPsec Phase 2 allows FortiGate to handle this scenario by deciding whether
to keep the existing route (use-old) or replace it with a new route (use-new).

In an ECMP (Equal-Cost Multi-Path) routing setup, both routes should be retained and balanced, but FortiGate does not support
ECMP directly over overlapping routes in IPsec Phase 2. Instead, an administrator must decide which connection takes precedence
using route-overlap settings.

NEW QUESTION # 25
Refer to the exhibit, which shows the HA status of an active-passive cluster.

Status Priority Hostname Virtual Domains System Uptime

[ virtual duster 1 @

@ Synchronized 150 FortiGate_A & Corel Primary 4h 52m
@ 106

@ Synchronized 100 FortiGate_B £ Corel Secondary 4h 52m
& root

B virtual duster 2 @

@ Synchronized 150 FortiCate_A @& Core2 Primary

grtiGate_B & Core2 Secondary

An admmnistrator wants FortiGate B to handle the Core2 VDOM traffic.
‘Which modification must the administrator apply to achieve this?

A. The administrator must change the load balancing method on FortiGate B.
B. The administrator must change the priority from 128 to 200 for FortiGate B.
C. The admmnistrator must change the priority from 100 to 160 for FortiGate B.
D. The admmnistrator must disable override on FortiGate A.

Answer: B

Explanation:

The exhibit shows an active-passive HA (high availability) cluster with two virtual clusters, where FortiGate A is the primary device
for both Corel and Core2. Ifthe goal is to have FortiGate B take over Core2 traffic, its priority must be higher than FortiGate A
for Virtual Cluster 2.

Currently, FortiGate A has a priority of 150 for Core2, while FortiGate B has 128. Increasing FortiGate B's priority to 200
ensures it becomes the primary for Virtual Cluster 2, taking over the Core2 VDOM traffic while keeping Corel traffic on
FortiGate A.

Disabling override would prevent forced failovers but wouldn't change the role distribution. Adjusting the load-balancing method is
irrelevant in an active-passive setup, as it only applies to active-active configurations.

NEW QUESTION # 26
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