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Microsoft Identity and Access Administrator Sample Questions (Q300-Q305):

NEW QUESTION # 300
You have an Azure Active Directory (Azure AD) tenant that has an Azure Active Directory Premium Plan 2 license. The tenant
contains the users shown in the following table.

You have the Device Settings shown in the following exhibit.
User] has the devices shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Reference:
https7/docs.microsoft.conven-us/azure/active-directory/devices/device-management-azure-portal

NEW QUESTION # 301
You need to track application access assignments by using Identity Governance. The solution must meet the delegation requirements.
‘What should you do first?

A. Create a program

B. Modify the User consent settings for the enterprise applications.

C. Modify the Admin consent requests settings for the enterprise applications.
D. Create a catalog.

Answer: D

Explanation:

Reference:

httpsz/docs.microsoft.conven-us/azure/active-directory/governance/entitlement-management-overview Overview Contoso, Ltd is a
consulting company that has a main office in Montreal offices in London and Seattle.

Contoso has a partnership with a company named Fabrikam, Inc Fabcricam has an Azure Active Diretory (Azure AD) tenant
named fabrikam.com

Topic 1, Litware, Inc

Identity Environment

The network contains an Active Directory forest named litware.com that is linked to an Azure Active Directory (Azure AD) tenant
named litware.com Azure AD Connect uses pass-through authentication and has password hash synchronization disabled.
Litware.com contains a user named User]l who oversees all application development. Litware implements Azure AD Application
Proxy.

Fabrikam has an Azure AD tenant named fabrikam.com The users at Fabrikam access the resources in litware.com by using guest
accounts in the litware.com tenant.

Cloud Environment

All the users at Litware have Microsoft 365 Enterprise ES licenses. All the built-in anomaly detection polices in Microsoft Cloud
App Security are enabled.

Litware has an Azure subscription associated to the litware.com Azure AD tenant. The subscription contains an Azure Sentinel
mstance that uses the Azure Active Directory connector and the Office 365 connector. Azure Sentinel currently collects the Azure
AD sign-ns logs and audit logs.

On-premises Environment

The on-premises network contains the severs shown in the following table.

Both Litware offices connect directly to the internet. Both offices connect to virtual networks in the Azure subscription by using a
site-to-site VPN connection. All on-premises domain controllers are prevented from accessing the internet.


https://www.vceengine.com/SC-300-vce-test-engine.html

Delegation Requirements

Litware identifies the following delegation requirements:

* Delegate the management of privileged roles by using Azure AD Privileged Identity Management (PIM).

* Prevent nonprivileged users from registering applications in the litware.com Azure AD tenant-

* Use custom catalogs and custom prograns for Identity Governance.

* Ensure that Userl can create enterprise applications in Azure AD. Use the principle of least privilege.

Licensing Requirements

Litware recently added a custom user attribute named LWLicenses to the litware.com Active Directory forest. Litware wants to
manage the assignment of Azure AD licenses by modifying the value of the LWLicenses attribute. Users who have the appropriate
value for LWLicenses must be added automatically to Microsoft 365 group that he appropriate license assigned.

Management Requirement

Litware wants to create a group named LWGroup1 will contain all the Azure AD user accounts for Litware but exclude all the
Azure AD guest accounts.

Authentication Requirements

Litware identifies the following authentication requirements:

* Tmplement multi-factor authentication (MFA) for all Litware users.

* Exempt users from using MFA to authenticate to Azure AD from the Boston office of Litware.

* Implement a banned password list for the litware.com forest.

* Enforce MFA when accessing on-premises applications.

* Automatically detect and remediate externally leaked credentials

Access Requirements

Litware wants to create a group named LWGroup1 that will contain all the Azure AD user accounts for Litware but exclude all the
Azure AD guest accounts.

Monitoring Requirements

Litware wants to use the Fusion rule in Azure Sentinel to detect muilti-staged that include a combination of suspicious Azure AD
sign-ins followed by anomalous Microsoft Office 365 activity.

NEW QUESTION # 302

Task 6

Youneed to implement additional security checks before the members of the Sg-Executive can access any company apps. The
members must meet one of the following conditions:

* Connect by using a device that is marked as compliant by Microsoft Intune.

* Connect by using client apps that are protected by app protection policies.

Answer:

Explanation:

See the Explanation below for complete Solution.

Explanation:

To implement additional security checks for the members of the Sg-Executive group, ensuring they meet the specified conditions
before accessing company apps, you can follow these steps:

* Open Microsoft Entra admin center:

* Sign in with an account that has Global Administrator or Intune Administrator privileges.
* Navigate to Conditional Access:

* Go to Security > Conditional Access.

* Create a New Policy:

* Click on New policy.

* Give the policy a name, such as "Sg-Executive Security Checks".

* Set Users and Groups:

* Under Assignments, select Users and groups.

* Choose Select users and groups and pick the Sg-Executive group.

* Configure Conditions:

* Under Conditions, select Device state.

* Configure the settings to include devices marked as compliant by Microsoft Intune.
* Set Access Controls:

* Under Access controls, go to Grant.

* Choose Grant access and select Require device to be marked as conmpliant.

* Also, select Require approved client app and Require app protection policy12.

* Enable Policy:

* Set Enable policy to On.



* Click Create to activate the policy.

By setting up this Conditional Access policy, you ensure that members of the Sg-Executive group can only access company apps
from devices that are compliant with Microsoft Intune or from client apps that are protected by app protection policies. This aligns
with the security conditions you've outlined

NEW QUESTION # 303

You have an Azure AD tenant that contains a user named Adminl.

Adminl uses the Require password change for high-risk user's policy template to create a new Conditional Access policy.

Who is included and excluded by default in the policy assignment? To answer, drag the appropriate options to the correct target.
Each option may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view
content.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:

NEW QUESTION # 304
Your network contains an on-premises Active Directory domain that syncs to an Azire Active Directory (Azure AD) tenant. The
tenant contains the users shown in the following table.

All the users work remotely.
Azire AD Connect is configured in Azure AD as shown in the following exhibit.

Connectivity from the on-premises domain to the internet is lost.
Which users can sign in to Azure AD?

A. Userl only

B. Userl and User3 only
C. Userl, User2, and User3
D. Userl and User2 only

Answer: B

Explanation:
Reference:
httpsz/docs.microsoft.conven-us/azure/active-directory/hybrid/how-to-connect-pta-current- limitations

NEW QUESTION # 305

Passing the SC-300 exam requires the ability to manage time effectively. In addition to the Microsoft Identity and Access
Administrator (SC-300) exam study materials, practice is essential to prepare for and pass the Microsoft SC-300 exam on the first
try. It is critical to do self-assessment and learn time management skills. Because the SC-300 test has a restricted time constraint,
time management must be exercised to get success. Only with enough practice one can answer real Microsoft SC-300 exam
questions in a given amount of time.
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