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¢ Manage GitHub Packages:This section of the exam measures skills of GitHub Enterprise Administrators
and focuses on managing GitHub Packages, their use in workflows, and how they differ fromreleases. It

hEY 71 mnvolves accessing, writing, and sharing packages across teans while ensuring integration into CI
¢ CD pipelines.

¢ Support GitHub Enterprise for users and key stakeholders: This section of the exam measures skills of
GitHub Enterprise Administrators and covers supporting users, identifying issues that can be resolved
mternally versus those needing GitHub Support, and generating support bundles and diagnostics. It also

ey 72 mnvolves recognizing underutilized features, managing workflows like branching and pull requests,
understanding CI

¢ (D strategies, recommending tooling, and extending capabilities through APIs or Marketplace apps.
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¢ Manage GitHub Actions: This section of the exam measures skills of DevOps Engineers and emphasizes
managing workflows, reusable actions, and distribution strategies within the enterprise. It explains

bEY 73 configuring organization-level policies, managing self-hosted and GitHub-hosted runners, controlling access

through IP allow lists, handling encrypted secrets, and integrating third-party vaults for workflow security.

Microsoft GitHub Administration 2 8 GH-100 s 5[ & (Q10-Q15):

R #10
Which feature is unique to self-hosted runners?

A. Automatic updates to the operating system
B. GPU support
C. Execute scripts before and after a job

D. Dynamic scaling
EfE: C
T

Self-hosted runners support custom pre- and post-job scripts via runner hooks, letting you run arbitrary scripts before a job starts
and after it finishes - capabilities not available on GitHub-hosted runners.

HE#11
What do you need to successfully generate a support bundle on a GitHub Enterprise Server?

A. A GitHub App with read:org permissions
B. A custom GitHub Action in the root repo
C. Administrator SSH access to the appliance
D. Approval from GitHub Support

IEf: C
RN -

You must have admmnistrator-level SSH access to the GitHub Enterprise Server appliance so you can run the ghe-support-bundle
command over SSH and capture the bundle locally.

HR#12
Which of'the following are valid ways to pass data to a reusable workflow in a separate repository?

A. Define the secrets in the reusable workflow's repository and reference the secret using the 'secrets' context.
B. Define the secrets in the caller repository and call the reusable workflow using the 'secrets' keyword.

C. Use environment variables to pass data directly to the reusable workflow.

D. Define inputs in the reusable workflow and pass values from the calling workflow.

IE%: B\ D

R -

You declare namedinputs in the reusable workflow's on.workflow_call block and then pass values from the caller using
thewithkeyword, allowing the called workflow to consume those parameters.

You define required secrets in the caller repository and supply them to the reusable workflow via thesecretskeyword in the
workflow-call step, ensuring sensitive values are securely passed.

HP#13
Our organization is updating its enterprise policies. Which of the following steps should you take to ensure alignment with security
requirements?

¢ A. Maintain clear documentation of existing policies and policy changes.



¢ B. Implement the new enterprise policies across the organization first and then consult with the security team to identify- any
necessary adjustments or retrofits

¢ C. Implement changes without consulting stakeholders.

¢ D. Regularly assess and adjust policies based on evolving risks.

Eﬁ: A\ B

HMA #14
A financial services company is evaluating GitHub account types. Which of the following is a key distinction between GitHub
Enterprise Managed Users and Personal Accounts?

A. Enterprise Managed Users require the organization to manage their own authentication server.

B. Enterprise Managed Users can collaborate across both personal and enterprise repositories.

C. Personal Accounts are owned by users and can be used for both personal and professional work.
D. Personal Accounts provide stricter control over repositories and user activity.

Ef: C
R -

Personal Accounts are owned and controlled by individual users and can serve both their personal projects and professional work,
whereas Enterprise Managed Users exist solely within the enterprise context and cannot be used for personal repositories.
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