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AE #31

In a Palo Alto Networks environment, GlobalProtect has been enabled using certificate-based authentication for both users and
devices. To ensure proper validation of certificates, one or more certificate profiles are configured.

What function do certificate profiles serve in this context?

e A They define trust anchors (root / intermediate Certificate Authorities (CAs)), specify revocation checks (CRL/OCSP), and
map certificate attributes (e.g., CN) for user or device authentication.

e B. They store private keys for users and devices, effectively allowing the firewall to issue or reissue certificates if the primary
Certificate Authority (CA) becomes unavailable, providing a built-in fallback CA to maintain continuous certificate issuance
and authentication.

e (. They provide a one-click mechanism to distribute certificates to all endpoints without relying on external enroliment
methods.

e D. They allow the firewall to bypass certificate validation entirely, focusing only on username / password-based authentication.
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In the context of GlobalProtect with certificate-based authentication, certificate profiles are used to ensure proper validation of the
certificates. They perform the following finctions:

Define trust anchors, which are the root and intermediate Certificate Authorities (CAs) that the firewall trusts to authenticate
certificates.

Specify revocation checks, such as CRL (Certificate Revocation List) and OCSP (Online Certificate Status Protocol), to ensure that
the certificates being used have not been revoked.

Map certificate attributes, such as the Common Name (CN), which helps in authenticating users and devices based on their
certificates.

EE#32

An organization needs a GlobalProtect solution that meets two key requirements:

- IT administrators must be able to run scripts and push updates to

endpoints before a user logs in.

- Users must authenticate with their cloud identity provider, which is

protected by multi-factor authentication (MFA).

Which GlobalProtect authentication configuration should be used to meet both requirements?

A. Single authentication profile using Kerberos to handle both pre-logon and user logon.
B. SAML authentication for pre-logon and certificate-based authentication for user logon.
C. Cookie-based authentication for both pre-logon and user logon.

D. Certificate-based authentication for pre-logon and SAML authentication for user logon.

He:. D

Y.

Pre-logon requires certificate-based authentication so the device can establish the tunnel before user logmn, enabling IT administrators
to run scripts and push updates at the machine level. User logon must use SAML authentication to integrate with the cloud identity
provider and enforce MFA for user authentication.

HEE #33
Which set of options is available for detailed logs when building a customreport on a Palo Alto Networks NGFW?

A. GlobalProtect, traffic, application statistics

B. Traffic, User-ID, URL

C. Threat, GlobalProtect, application statistics, WildFire submissions
D. Traffic, threat, data filtering, User-ID

HE: D

Y.

‘When building a customreport on a Palo Alto Networks NGFW, you can select detailed logs that provide specific insights into
various aspects of firewall activity. The available options for detailed logs typically include:

Traffic logs: These provide information on the network traffic passing through the firewall. Threat logs: These logs capture data
related to identified security threats, such as malware or intrusion attempts.

Data filtering logs: These logs capture events related to data filtering policies, such as preventing the transfer of sensitive data.
User-ID logs: These logs associate user identities with the traffic and activities observed on the firewall, enabling user-based policy
enforcement.

HAE #34
‘Which networking technology can be configured on Layer 3 interfaces but not on Layer 2 interfaces?

o A NetFlow
e B.DDNS
e C.LLDP



¢ D. Link Duplex
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NetFlow is a Layer 3 (network layer) protocol that collects and monitors IP traffic flows. It is typically configured on Layer 3
interfaces because it relies on IP information for traffic flow analysis, which is not available on Layer 2 interfaces. Layer 2 interfaces
handle frames within the local network, and they don't have IP-related details that NetFlow uses to generate traffic statistics.

HEE #35
‘When configuring a Zone Protection profile, in which section (protection type) would an NGFW engineer configure options to
protect against activities such as spoofed IP addresses and split handshake session establishment attenpts?

A. Protocol Protection

B. Packet-Based Attack Protection
C. Flood Protection

D. Reconnaissance Protection

He: B

MH.
Packet-Based Attack Protection examines IP, TCP, ICMP, IPv6, and ICMPV6 packet headers to drop packets with undesirable
characteristics like IP spoofing or malformed TCP options that enable split handshakes.
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