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AE #311
Which of the following attacks involves creating a rogue access point with the same SSID as a legitimate wireless network to
deceive users into connecting?

A. Capture data in transit between two legitimate endpoints to steal data

B. Trick users into using an AP with an SSID that is identical to a legitimate network
C. Present an identical MAC to gain unauthorized access to network resources

D. Manipulate address resolution to point devices to a malicious endpoint

He: B

Y.

An evil twin attack sets up a rogue AP with the same SSID as a legitimate wireless network, tricking users into connecting. Once
connected, the attacker can intercept traffic or harvest credentials.

* B. Describes ARP spoofing,

* C. Describes MAC spoofing.

* D. Describes on-path attacks, which may follow, but the evil twin method begins with SSID impersonation.

References (CompTIA Network+ N10-009):

* Domain: Network Security - Wireless threats, rogue APs, evil twin.

HE #312
Which of'the following impacts the availability of a web-based customer portal?

A. MAC flooding
B. DoS

C. ARP spoofing
D. Rogue devices

H¥e: B

MH.

A DoS (Denial of Service) attack directly targets availability, one of the core security goals (CIA triad) emphasized in Network+
(N10-009) security objectives. A web-based customer portal depends on reachable services (web servers, load balancers, DNS,
upstream bandwidth). In a DoS, an attacker attempts to overwhelm the portal or its supporting infrastructure-consuming bandwidth,
exhausting server resources, or saturating state tables-so legitimate users cannot connect or experience severe degradation. This is
the most direct and common scenario where "availability" is impacted for a public web service.

MAC flooding ains to overflow a switch's CAM table and can lead to traffic being broadcast out ports, which is more commonly
associated with enabling sniffing or disruption within a local switched network segment-not typically the primary attack described for
a web portal's availability. ARP spoofing is a local network man-in-the-middle/redirection technique affecting integrity/confidentiality
and potentially availability for local hosts, but it is not the best match for a public portal availability impact. Rogue devices can
ntroduce risk, but the option is broad and indirect; DoS is the clearest availability-focused threat.

AR #313
Which of the following appliances provides users with an extended footprint that allows connections from multiple devices within a
designated WLAN?

A. Firewall

B. Router

C. Switch

D. Access point

He:. D

Y.

An access point (AP) provides users with an extended footprint that allows connections from multiple devices within a designated
Wireless Local Area Network (WLAN).

Router: Typically used to connect different networks, not specifically for extending wireless coverage.

Switch: Used to connect devices within a wired network, not for providing wireless access.

Access Point (AP): Extends wireless network coverage, allowing multiple wireless devices to connect to the network.



Firewall: Primarily used for network security, controlling incoming and outgoing traffic based on security rules, not for providing
wireless connectivity.

HEE #314
Developers want to create a mobile application that requires a runtime environment, developer tools, and databases. The developers
will not be responsible for security patches and updates. Which of the following models meets these requirements?

A. Infrastructure as a service
B. Platform as a service

C. Container as a service

D. Software as a service

HE: B

Y.

The correct answer is Platformas a Service (PaaS). PaaS provides developers with a ready-to-use platform that includes runtime
environments, developer tools, middleware, and database services. Developers can focus on writing code while the provider handles
security patches, updates, and infrastructure management.

A). CaaS (Containers as a Service) focuses on deploying and managing containerized applications, not providing full developer
platforns.

B). IaaS delivers virtual machines, storage, and networking, but admmnistrators must install and maintain the OS, middleware, and
updates.

D). SaaS provides end-user applications (e.g., email, CRM), not platforns for development.

By using PaaS, the developers can build applications quickly and cost-effectively without worrying about underlying infrastructure or
system maintenance.

References (CompTIA Network+ N10-009):

Domain: Networking Concepts - Cloud service models (IaaS, PaaS, SaaS, CaaS).

EE #315
Which of the following best explains the role of confidentiality with regard to data at rest?

A. Datacanbe accessedafter privileged access Is granted.

B. Datacanbe accessedafter verifying the hash.

C. Datacanbe accessedby anyone on the administrative network.
D. Datacanbe accessedremotely with proper training,

e A

ME:

* Confidentiality with Data at Rest: Confidentiality is a core principle of data security, ensuring that data stored (at rest) is only
accessible to authorized individuals. This protection is achieved through mechanisms such as encryption, access controls, and
permissions.

* Privileged Access: The statement "Data can be accessed after privileged access is granted" aligns with the confidentiality principle,
as 1t restricts data access to users who have been granted specific permissions or roles. Only those with the appropriate credentials
or permissions can access the data.

* Incorrect Options:

* A. "Data can be accessed by anyone on the administrative network." This violates the principle of confidentiality by allowing
unrestricted access.

* B. "Data can be accessed remotely with proper tramning." This focuses on remote access rather than restricting access based on
privileges.

* D. "Data can be accessed after verifying the hash." This option relates more to data integrity rather than confidentiality.
CompTIA Network+ materials on data security principles, particularly sections on confidentiality and access control mechanisns.
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