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Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q42-Q47):

NEW QUESTION # 42

An MSSP uses FortiManager to manage the FortiGate devices of its customers. The administrator grouped the devices for each
customer in different ADOMs. For customer A, you configured one SD-WAN overlay template that applies to all devices in the
ADOM. For customer B, you configured SD-WAN for DIA at the device level, with a different configuration for each FortiGate.
You onboard customer C, a car manufacturer, who requests to have a single-hub SD- WAN topology for its retail points, and a
dual-hub topology for the FortiGate devices installed in its factories. Which statement best describes how you should handle this
request?

¢ A. Youcan place all the devices in the same ADOM, but you must use the SD-WAN overlay template to define only one
topology.

¢ B. You can place all the devices in the same ADOM and you can create multiple SD-WAN tenplates, but you cannot use
the SD-WAN overlay template.

¢ C. Youcan place all the devices in the same ADOM and define two topologies with the SD-WAN overlay template.

¢ D. Younust assign the devices to different ADOM s to avoid conflicts between the single-hub and dual-hub SD-WAN
topologies.
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Answer: A

Explanation:

FortiManager uses SD-WAN overlay templates per ADOM to define the SD-WAN topology.

Within a single ADOM, you can only define one SD-WAN overlay template topology that applies to all devices in that ADOM.
If different topologies are needed (e.g., single-hub for retail, dual-hub for factories), the devices cannot share multiple overlay
topologies within the same ADOM.

Therefore, to handle mutltiple topologies, devices must be separated into different ADOMs or use separate device-level
configurations outside the overlay template.

NEW QUESTION # 43

You have a FortiGate configuration with three user-defined SD-WAN zones and two members in each of these zones. One SD-
WAN member is no longer in use in health-check and SD-WAN rules. You want to delete it.

‘What happens if you delete the SD-WAN member from the FortiGate GUI?

A. FortiGate displays an error message. You must use the CLI to delete an SD-WAN member.
B. FortiGate displays an error message. SD-WAN zones must contain at least two members

C. FortiGate accepts the deletion and places the member in the default SD-WAN zone.

D. FodiGate accepts the deletion and removes routes as required.

Answer: D

Explanation:

In FortiOS, you can remove an SD-WAN menber from the GUI as long as it is not in use in any health-checks, SD-WAN rules, or
policies.

When you delete it, FortiGate will automatically clean up related routes (static or dynamic SD- WAN routes referencing that
member).

NEW QUESTION # 44

Refer to the exhibits. You connect to a device behind a branch FortiGate device and mitiate a ping test. The device is part of the
LAN subnet and its IP address is 10.0.1.101.

Based on the exhibits, which interface uses branch 1_fgt to steer the test traffic?



Diagnose output

branch_fgt # diagnose firewall proute list
list route policy info (vf=root):

id=1(0x1l) dscp_tag=0xfc flags=0x0 tos=0x00 tos_mask=0x00 protocol=0
port=src(0->0) :dst (0->0) iif=0 (any)

path(1l) : oif=21 (HUB1-VPEN2)

source(l): 10.0.1.0-10.0.1.255

destination wildcard(1l): 10.1.0.7/255.255.255.255

hit count=0 rule last used=2025-01-06 00:41:44

id=2130903041 (0x7f030001) wvwl_service=1 (Critical-DIA) vwl_mbr_seqg=1 2
dscp_tag=0xfc 0Oxfc flags=0x0 tos=0x00

tos mask=0x00 protocol=0 port=src(0->0):dst (0->0) iif=0(any)

path(2): oif=3(portl), oif=4 (port2)

source(l): 10.0.1.0-10.0.1.255

destination wildcard(l): 0.0.0.0/0.0.0.0

PRdA i s Salesforce (16920,0) Microsoft.Portal (41469,0)
ﬁ:”-‘ﬂ$iﬁ used=2025-01-06 01:55:12
id=2130903042 (0x7£030002) wwl service=2 (Nen-Critical-DIZ) vwl mbr seq=2
dscp_tag=0xfc Oxfc flags=0x0 tos=0x00
tos_mask=0x00 protocol=0 port=src(0->0) :dst (0->0) iif=0(any)
path(1l): oif=4 (port2)
source(l): 10.0.1.0-10.0.1.255
destination wildcard(1l): 0.0.0.0/0.0.0.0
application control (3): Facebook(15832, 0), LinkedIn(16331, 0), Game (0, 8)
hit_count=27 rulé last used=2025-01-06 01:55:12

id=2130903043  (0x7f030003) vwl_service=3 (Corp) vwl mbr segq=4 5 6 7 8 S
dscp_tag=0Uxfc Oxfc flags=0x0 tos=0x00

tos mask=0x00 protocol=0 port=src(0->0) :dst (0->0) iif=0(any)

path(6) : oif=20(HUB1-VPN1l), oif=21(HUB1-VPN2), o0if=22 (HUB1-VPN3), oif=23
(HUB2-VPN1), oif=24 (HUB2-VPN2), oif=25(HUB2-VPN3),

source(l): 10.0.1.0-10.0.1.255

destination (1): 10.0.0.0-10.255.255.255

hit_count=0 rule_last used=2025-01-06 00:41:49

id=2130903045 (0x7£f030005) vwl service=5 (Internet) vwl mbr seg=3 2
ldscp_tag=0xfc Oxfc flags=0x0 tos=0x00

tos_mask=0x00 protocol=0 port=src(0->0) :dst (0->0) iif=0(any)

path(3): oif=6(port4), oif=4(port2) path_last used=2025-01-06 02:12:08,
0if=3 (portl)

source(l): 10.0.1.0-10.0.1.255

destination (1): 10.0.0.0-10.255.255.255

hit_count=27 rule last_used=2025-01-06 02:12:08




Diagnose output

branchl_fgt # diagnose sys sdwan internet-service-app-ctrl-list
List App Ctrl Database Entry(IPv4) in Kernel:

Max App Ctrl Size=32768 Num App Ctrl Entry=8
Facebook (15832 23): IP=157.240.19.35 6 443
Addicting.Games (30156 8): IP=172.6M.80.1 6 443
Microsoft.Portal (41469 28): IP=184.27.181 201 6 443
LinkedId (16331 23): IP=RE3{107.42.14 6 443

MSN.Game (16135 8) : TP=13.107.246.35 © 443
Salesforce (16929-29): IP=32,222.17 73 6 443

Salesforce (16920 29): IP=32,222.17 76 6 443

80.36 6 443

A. portl
B. port4
C. port2
D. HUBI-VPN1

Answer: C

Explanation:

The ping target IP 157.240.19.35 matches an App Control entry for Facebook (ID 15832).

According to the diagnose firewall route list output, this application is handled by vwl service=2 (Non-Critical-DIA), which routes
traffic via oif=4 (port2). Therefore, FortiGate steers the Facebook test traffic through port2.

NEW QUESTION # 45
Refer to the exhibit. What conclusions can you draw about the traffic received by FortiGate originating from the source LAN device
10.0.1.133 and destined for the company's SMTP mail server at 10.66.0.125?



FortiGate policy route

branch_fgt # diagnose firewall proute list
list route policy info(vf=root):

id=1(0x01) dscp_tag=0xfc flags=0x0 tos=0x0 tos_mask=0x00 protocol=0 port=src(0->0): dst(0->0)
iif=7(port5)

path(l): oif=5(port3) gwy=10.0.1.255

source wildcard(l) : 10.0.1.128/255.255.255.128

destination wildecard(l): 0.0.0.0/0.0.0.0

hit_countnﬂ rule_last used=2024-12-13 01:40:44

id=2131427329(0x7£0b0001) wwl_service=1(Critical-DIR), wvwl_mbr seg=2 1 dscp_tag=0xfc Oxfc flags=
0x0 tos=0x0

tos_mask=0x00 protocol=0 port=src(0->0) :dst(0->0) iif=0/{any)

path(2): oif=4(port2), oif=3(portl)

source(l) : 10.0.1.0-10.0.1.255

destination wildcard(1): 0.0.0.0/0.0.0.0

application control(2): Salesforce (16920,0), SMTP Signed.Email (28991,0)

hit_count=732 rule last used=2024-12-12 12s3D:16

id=2131427329(0xT7£070003) wvwl service=3(Corp), vwl _mbr seq=4 5 & dscp tag=Oxfc Oxfe flags=0x0

FG&: aa‘rmEc'E!o poEt=src(0->0) :dst (0->0) iif=0(any)
path@) Bbi i - if=21(HUB1-VPN2), oif=22 (HUB1-VPN3)
source(l) : 10.0.1.0-10.0.41.255

destination (1): 10.0.0005104255.255.255
hit_count=0 rule_last_used=2024-12-12 02:29:25

id=2131165188 (0x7£070004) wwl_service=4 (LAN-to-Corp2), wvwl_mbr_seg=1l 2 dscp_tag=0Oxfc Oxfc flags=
0x10 leoad-balance hash-mode=round-robin tos=0x0 tos_mask=0x00 preotocel=0 port=src(0->0):dst(0->
0) iif=0(any)

path(2): oif=3(portl) num_pass=l, oif=4(port2) num pass=l

source(l) : 10.0.1.0-10.0.1.255

destination (1): 10.66.0.0-10.66.0.255

hit_count=0 rule last used=2024-12-13 01:43:31

e A FortiGate steers the traffic from the LAN device 10.0.1.133 to the company SMTP mail server
10.66.0.125 through the SD-WAN member ID 4.

¢ B. ForliGate steers the traffic from the LAN device 10.0.1.133 to the company SMTP mail server
10.66.0.125 through port2.

e C. FortiGate steers the traffic from the LAN device 10.0.1.133 to the SMTP mail server 10.66.0.125 through the SD-WAN
member D 1 or 2.

¢ D. FortiGate steers the traffic from the LAN device 10.0.1.133 to the company SMTP mail server
10.66 0.125 through port3.

Answer: C

Explanation:
The policy-route output shows the matching SD-WAN service for destination 10.66.0.0/24 is vwl_service=4 (LAN-to-Corp2) with
vwl mbr seq=1 2 and paths o0if=3(portl) and oif=4(port2).

Therefore, traffic from 10.0.1.133 to 10.66.0.125 is steered via SD-WAN member ID 1 or 2.

NEW QUESTION # 46
Refer to the exhibit, which shows output of the command diagnose sys sdwan health-check status collected on a FortiGate device.

# diagnose sys sdwan health-check status

Health Check(Level3 DNS):

Seq(l portl): state(alive), packet-loss(0.000%) lacvemay(22.129), jitver(0.201), mos(4.393),
bandwidth-up (10235), bandwidth-dw(10235), bandwidthsBi'(20470) sla_map=0x0

Seg(2 port2): state(alive), packet-loss(7.000%) datency(42.394), jitter(0.912), mos(4.378),
bandwidth-up (10236), bandwidth-dw(10237), bandwidth-bi(20472) sla_map=0x0

Health Check (VPN_PING) :

Seq(5 T_MPLS): state(alive), packet-loss(0{000%) latency(131.33 AtEAr
bandwidth-up (9999999), bandwidth-dw(9399999¥, bandwidth-bi (1999 ) %
Seq(4 T_INET_1): state(alive), packet-1o03=(11.000%) latency(l.465), Jitter(0.226¢), mos(d.

bandwidth-up(1023%), bandwidth-dw(10238)}, bandwidth-bi (20478) sla_map=0x1
Seq(3 T_INET 0): state(alive), pacgKat=loss(0.000%) latency(l.440), jitter(0.245), mos(4.403),
bandwidth-up (10239), bandwidth-d@(10239), bandwidth-bi(20478) sla map=0x3




Which two statements are correct about the health check status on this FortiGate device?
(Choose two.)

A. The health-check VPN_PING orders the members according to the measured jitter.
B. The interface T INET 0 missed three SLA targets.

C. There is no SLA criteria configured for the health-check Level3_DNS.

D. The interface T INET 1 missed one SLA target.

Answer: C,D

NEW QUESTION # 47
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