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Explanation:

Audit objectives are the specific purposes or goals that the customer or the certification body wants to achieve through the audit.
They define what the audit intends to accomplish and provide the basis for planning and conducting the audit. Audit objectives may
vary depending on the type, scope, and criteria of the audit, but they should be clear, measurable, and achievable.

Some examples of audit objectives for a third-party ISMS audit are:

* Assess conformity with ISO/IEC 27001 requirements: This objective means that the audit ains to verify that the organisation's
ISMS meets the requirements of the ISO/IEC 27001 standard, which specifies the best practices for establishing, implementing,
maintaining, and improving an information security management system The audit will evaluate the organisation's ISMS
documentation, processes, controls, and performance against the standard's clauses and annex A controls.

* Confirm sites operating the ISMS: This objective means that the audit aims to confirm that the organisation's ISMS covers all the
relevant sites or locations where the organisation operates or provides its services. The audit will verify that the scope of the ISMS is
accurate and consistent with the organisation's context, objectives, and risks.

The other phrases are not audit objectives, but rather:

* Evaluate customer processes and functions: This is not an audit objective, but rather a possible audit criterion or a requirement that
the organisation's processes and functions should meet. The audit criterion is the reference against which the audit evidence is
compared to determmne conformity or nonconformity. The audit criterion may include ISO/IEC 27001 requirerments, customer
requirements, or other applicable standards or regulations.

* Fulfil the audit plan: This is not an audit objective, but rather a task or an activity that the auditor performs during the audit. The
audit plan is a document that describes the arrangements and details of the audit, such as the objectives, scope, criteria, schedule,
roles, and responsibilities. The auditor should follow and fulfil the audit plan to ensure that the audit is conducted effectively and
efficiently.

* Determine the scope of the ISMS: This is not an audit objective, but rather a prerequisite or an input for conducting the audit. The
scope of the ISMS is the extent and boundaries of the information security management system within the organisation. It defines
what processes, activities, locations, assets, and stakeholders are included or excluded from the ISMS. The scope of the ISMS
should be determined by the organisation before applying for certification or undergoing an audit.

* Review organisation efficiency: This is not an audit objective, but rather a possible outcome or a result of conducting an audit. The
organisation efficiency is a measure of how well the organisation uses its resources to achieve its goals and objectives. The audit may
help review and improve the organisation efficiency by identifying strengths, weaknesses, opportunities, and threats in its information
security management system.

References:

* ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systems) objectives and content from Quality.org and
PECB

*1SO 19011:2018 Guidelines for auditing management systems [Section 5.3.1]
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Answer: B

Explanation:

According to the PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, the audit team leader should obtain information
about the additional sites to inform the individual(s) managing the audit programme, as this may affect the audit objectives, scope,
criteria, duration, resources, and risks. The audit team leader should also review the audit plan and make any necessary adjustments
in consultation with the auditee and the audit client]. Reference: 1: PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor,
page 27, section4.3.2.2.
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Answer: D

Explanation:

The main purpose of a Stage 1 audit is to evaluate the adequacy and effectiveness of the organisation's ISMS documentation, and to
assess whether the organisation is prepared for the Stage 2 audit, where the implementation and operation of the ISMS will be
verified. The Stage 1 audit also nvolves verifying the scope, objectives, and context of the ISMS, as well as identifying any areas of
concern or nonconformities that need to be addressed before the Stage 2 audit.

Reference:

ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systens) objectives and content from Quality.org and
PECB ISO/IEC 27006:2015 Information technology - Security techniques - Requirements for bodies providing audit and
certification of information security management systens Section 7.3.1
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Explanation:

The correct options are:

* There is a nonconformity (NC). The organisation's access control arrangements are not operating effectively as an individual who
is no longer employed by the organisation is being permitted to access the nursing home's ICT systers. This does not conform with
control A.5.15. (B): This option is correct because control A.5.15 requires the organization to implement secure log-on procedures
and manage user access rights. The organization should ensure that only authorized users can access the ICT systems and that the
access rights are revoked or modified when the user status changes. The fact that Scott, who resigned 9 months ago, still has an
active account on the SCM and can check out the source code, indicates a failure of the access control arrangements and a
nonconformity with the control A.5.15.

* There is a nonconformity (NC). The IT Security manager did not make sure the user account for Scott was removed fiom the
SCM and did not complete the user deregistration process after the resignation. This does not conform with clause 9.1 and control
A.5.15. : This option is correct because clause 9.1 requires the organization to monitor, measure, analyze, and evaluate the
performance and effectiveness of the ISMS. The organization should have processes and indicators to verify that the ISMS
requirenments and objectives are met and that the ISMS is continually improved.

The organization should also ensure that the results of the monitoring and measurement are documented and communicated. The fact
that the IT Security manager did not follow the user de-registration procedure and did not document or commumicate the exception
for Scott, indicates a failure of the monitoring and measurement processes and a nonconformity with clause 9.1 and control A.5.15.
* There is a nonconformity (NC). The organisation has failed to identify the security risks associated with leaving Scott's account
open when he was only re-engaged for a short period monthly. This does not conform with clause 8.2. (F): This option is correct
because clause 8.2 requires the organization to establish and maintain an information security risk management process.

The organization should identify the information security risks, analyze and evaluate the risks, and treat the risks according to the risk
criteria and the risk treatment options. The organization should also monitor and review the risks and the risk treatment plan
periodically and document the results. The fact that the organization did not identify the security risks associated with Scott's access
to the SCM and the source code, such as unauthorized disclosure, modification, or deletion of the information, indicates a failure of
the risk management process and a nonconformity with clause 8.2.
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