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NEW QUESTION # 23 
Which of the following is a key characteristic of nation-state threat actors?
Response:

A. They primarily engage in website defacements
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B. They are primarily motivated by financial gain
C. They lack significant resources and technical expertise
D. They often target critical infrastructure, government entities, and high-value intellectual property

Answer: D

NEW QUESTION # 24 
When developing a policy for handling sensitive customer data, what is the top priority?
Response:

A. Cost-saving measures
B. Compliance with data protection regulations such as GDPR and CCPA
C. Limiting customer data collection to email addresses only
D. Outsourcing all data processing to third-party vendors

Answer: B

NEW QUESTION # 25 
Your organization has been monitoring an increasing number of phishing attacks targeting senior leadership. You've identified several
incidents where executives nearly fell victim to these scams. What steps should you take to mitigate this specific threat?
Response:

A. Ignore the threat since no successful attacks have occurred yet
B. Assume that executives will eventually fall victim and focus on remediation
C. Implement targeted phishing awareness training for executives, deploy email filtering and anti-phishing technologies, and
establish multi-factor authentication for sensitive accounts
D. Disable all email accounts to prevent phishing attacks

Answer: C

NEW QUESTION # 26 
Which of the following is a key benefit of using team-building exercises in cybersecurity teams?
Response:

A. Enhancing hierarchical decision-making
B. Increasing familiarity and trust among team members
C. Reducing the number of meetings required
D. Enforcing rigid roles within the team

Answer: B

NEW QUESTION # 27 
Which of the following elements is critical to include in a cybersecurity policy to ensure accountability?
Response:

A. Only a high-level overview of the policy objectives
B. A detailed description of the organization's security infrastructure
C. A list of technical requirements
D. Roles and responsibilities for all stakeholders involved

Answer: D

NEW QUESTION # 28
......
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