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Broadcom Symantec Endpoint Security Complete Admin R1.4 Technical
Specialist Sample Questions (Q16-Q21):

NEW QUESTION # 16

Scenario:

A security team observes a spike in endpoint alerts originating from a specific subnet. Upon opening the ICDm dashboard, they
notice an ongoing incident categorized as "high severity" with multiple endpoints listed under the unified view.

What is the most effective first action using I[CDm?

A. Use the isolate endpoint action from the incident response panel
B. Increase scan frequency for all endpoints in the subnet

C. Shut down all affected endpoints

D. Export logs to CSV for external review

Answer: A

NEW QUESTION # 17
Which component in SES Conplete helps identify unusual application behavior by providing a visual representation of behavioral
prevalence?

A. App Control Dashboard

B. Endpoint Activity Recorder

C. Policy Events Log

D. Behavioral Insights and Tuning Widget

Answer: D

NEW QUESTION # 18
‘When analyzing suspicious files using EDR, how are files typically submitted for deeper inspection?

A. By emuiling the file to Symantec support

B. Using the "submit to sandbox" option from the alert or incident view
C. Via the System Lockdown command

D. Through the SEP Mobile App interface

Answer: B

NEW QUESTION # 19

You are the mobile security administrator for an organization that supports a BYOD environment. After rolling out SES Complete to
employee smartphones, your team receives alerts about several devices connecting to high-risk Wi-Fi networks while traveling,
What steps should you take to mitigate the risk while maintaining productivity? (Choose three)

A. Enable automatic isolation of network traffic for compromised devices

B. Notify users and request confirmation before performing policy enforcement

C. Configure policy updates to disable the Wi-Fi feature on all affected devices

D. Analyze behavior patterns for recurring risky locations and update geofencing rules
E. Use the ICDm dashboard to verify the alert origin and associated threat level

Answer: A,D,E

NEW QUESTION # 20
What is the recommended first step when planning a migration of SEPM policies to the [CDm platform within a hybrid deployment?

e A Disable all SEPM firewall rules and recreate them in ICDm.



e B. Export all device group configurations and import into ICDm.
¢ C. Review and map existing SEPM policies to ICDm equivalents for consistent functionality.
¢ D. Immediately disconnect SEPM from all managed endpoints.

Answer: C

NEW QUESTION # 21
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