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CompTIA SecAl+ Certification Exam Sample Questions (Q52-Q57):

NEW QUESTION # 52
A security operations center (SOC) analyst needs to automate multiple security tasks by breaking them down into smaller parts.
Which of the following Al tools is the best for this task?

A. Agentic Al

B. Retrieval-augmented generation (RAG) Al
C. Generative Al

D. Chatbot

Answer: A

Explanation:
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Agentic Al is designed to autonomously break down complex tasks into smaller steps and execute them in sequence. This makes it
the best tool for automating multiple security tasks ina SOC environment.

NEW QUESTION # 53
Which of'the following is most resistant to Al manipulation?

A. Payloads

B. Antivirus

C. Attack surface reduction

D. Application programming interface (API) gateway
E. Al-generated content

Answer: C

Explanation:
Reducing the attack surface limits the number of potential entry points that attackers or manipulated Al inputs can exploit. This
proactive security measure is more resistant to Al-driven manipulation than reactive controls like payload scanning or antivirus.

NEW QUESTION # 54
A detection engineering team wants to use Al to automatically prevent vulnerable code from reaching production. Which of the
following is the most effective way to accomplish this task?

¢ A Using a security orchestration, autormation, and response (SOAR) with a machine learning (ML) model to classify code

¢ B. Implementing a large language model (LLM) in the continuous integration and continuous deployment (CI/CD) runner to
examine code and pass or fail build jobs

¢ C. Developing an agentic penetration testing tool to validate potential vulnerable code

¢ D. Deploying an integrated development environment (IDE) plug-in that will warn developers of dangerous code before

compiling
Answer: B

Explanation:
Integrating an LIM into the CI/CD pipeline ensures automated code review at build time, blocking vulnerable code from reaching
production. This enforces security checks consistently and effectively during the deployment process.

NEW QUESTION # 55

A security administrator needs to improve an Al model. During an initial investigation, the administrator notices that two successive
login features are recorded every day, and then a successful login occurs after a specific time interval. All the successful login
attempts have been during office hours.

Which of'the following techniques should the administrator use to improve the Al model's security?

A. Vulnerability analysis
B. Signature matching
C. Pattern recognition
D. Access management

Answer: C

Explanation:

The administrator is analyzing repeated login behaviors and time-based patterns that precede successful access. Pattern recognition
allows the Al model to detect these behavioral trends, improving its ability to identify anomalies or potential attacks while aligning
with normal office-hour login behavior.

NEW QUESTION # 56
An Al security team must assess the probability of an attack on its new systemand the impact associated with such an attack. Which
of the following threat-modeling resources best addresses the threat landscape for machine learning (ML)?



A. Common Vulnerabilities and Exposures (CVE) Al working group
B. Massachusetts Institute of Technology (MIT) risk repository

C. MITRE Adversarial Threat Landscape for Al Systems (ATLAS)
D. Open Worldwide Application Security Project (OWASP)

Answer: C

Explanation:

MITRE ATLAS is specifically designed to capture adversarial tactics, techniques, and procedures (TTPs) targeting machine learning
systemns. It helps organizations assess both the probability and impact of AI/ML-related attacks, making it the most relevant threat-
modeling resource.

NEW QUESTION # 57
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