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A developer has been tasked by the integration architect tobuild a solution based on the Streaming API. The developer has done
some research and has found there are different implementations of the events in Salesforce (Push Topic Events, Change Data
Capture, Generic Streaming, Platform Events), but is unsure ofto proceed with the implementation. The developer asks the system
architect for some guidance.

What should the architect consider when making the recommendation?

e A. Push Topic Event can define a custom payload.B Change Data Capture does not have record access support.
e B. Change Data Capture can be published from Apex.
e C. Apex triggers can subscribe to Generic Events.

He:. B

Y.

Push Topic Events can define a custom payload, which is one of the factors that should be considered when choosing a Streaming
APIimplementation. Push Topic Events are based on SOQL queries that define the data changes to be notified of. You can specify
the fields to be returned in the event message by using the SELECT clause in the query. This allows you to customize the payload
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according to your needs2 References: Create a PushTopic
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Northern Trail Outfitters has a requirement to encrypt few of widely used standard fields. They also want to be able to use these
fields m workflow rules.

‘Which security solution should an Integration Architect recommend to fulfill the business use case?

A. Data Masking

B. Cryptography Class

C. Classic Encryption

D. Platform Shield Encryption

HE: D
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Explanation

Option D is correct because Platform Shield Encryption allows you to encrypt standard fields and use them in workflow rules.
Platform Shield Encryption uses AES 256-bit encryption to protect sensitive data at rest, while preserving platform functionality12
Option A is incorrect because Cryptography Class is a set of Apex methods for creating digests, message authentication codes,
signatures, and encryption. It does not provide a way to encrypt standard fields or use them in workflow rules3 Option B is incorrect
because Data Masking is a feature that replaces sensitive data in sandboxes with dummy data. It does not encrypt data in production
or allow the use of encrypted data in workflow rules45 Option C is incorrect because Classic Encryption is a feature that encrypts
custom fields with 128-bit AES encryption. It does not support standard fields or workflow rules67 References: 1: Salesforce Shield
- Data Monitoring & End to End Encryption 2: How Shield Platform Encryption Works 3: Crypto Class 4: Data Masking -
Anonymize Sensitive Data 5: Secure Your Sandbox Data with Salesforce Data Mask 6: What's the Difference Between Classic
Encryption and Shield Platform Encryption? 7: Salesforce Classic vs. Salesforce Shield Platform Encryption: Which One Do You
Need?
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Northern Trail Outfitters wants to use Salesforce as a front end for creating accounts using the lead-to- opportunity process. An
order is created in Salesforce when the opportunity is Closed/Won, but the back-end Enterprise Resource Planning (ERP) system is
the data master for order. The customer wants to be able to see within Salesforce all the stages of order processing like Order
Created, Order Shipped, and Order Paid that are within the retention window. Which message durability consideration should an
integration architect make when designing a solution to meet these business requirements?

¢ A High-volume event messages are stored for 72 hours (3 days).
¢ B. High-volume event messages are stored for 24 hours (1 day).
¢ C. When subscribing to Salesforce Event Bus, ReplaylD is used with a value of -1 to be able to see new events.

e A

=R

‘When designing a solution that requires Salesforce to receive and display updates from a back-end ERP (such as order status
changes), message durability is a critical factor for ensuring data consistency. In an event- driven architecture using Platform Events
or Change Data Capture (CDC), Salesforce utilizes an event bus to handle these incoming notifications.

For high-volume event messages, the Salesforce platform provides a native 72-hour (3-day) retention window. This is a significant
architectural advantage for several reasons:

* System Resilience: If the Salesforce org or the integration middleware experiences a temporary disruption or is undergoing
maintenance, the event messages published by the ERP remain stored in the bus for up to 3 days.

* Data Recovery: Once the connection is restored, the subscribing system (Salesforce) can use the Replay ID to catch up on any
missed events from the last 72 hours, ensuring that order stages like

"Order Shipped" or "Order Paid" are not missed.

* SLA Management: This 3-day window exceeds the 24-hour limit of older technologies like PushTopics or Outbound Messaging
(Option A), providing more breathing room for disaster recovery scenarios.

While ReplaylD -1 (Option C) is used to subscribe only to new events published after the subscription starts, it does not address the
durability or retention of historical events needed for recovery. By highlighting the 72- hour retention window, the integration
architect provides a design that is robust against outages and guarantees that the "System of Engagement" (Salesforce) stays
synchronized with the "System of Record" (ERP).
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Northern Trail Outfitters (NTO) has recently changed its Corporate Security Guidelines. The guidelines require that all cloud
applications pass through a secure firewall before accessing on-premise resources. NTO is evaluating middleware solutions to
integrate cloud applications with on-premise resources and services.

‘Which consideration should an integration architect evaluate before choosing a middleware solution?

¢ A. An API Gateway component is deployable behind a Demilitarized Zone (DMZ) or perimeter network.

¢ B. The middleware solution enforces the OAuth security protocol.

¢ (. The middleware solution is able to interface directly with databases via an Open Database Connectivity (ODBC)
connection string.

HE: A

HE #81
Northern Trail Outfitters needs to secure an integration with an external Microsoft Azure API Gateway.
What integration security mechanism should be employed?

A. Use an API only user profile and implement use an external identity provider with federated API access.

B. Implement Salesforce Shield with Encryption at Rest and generate a tenant secret.

C. Configure mutual server authentication with two-way SSL using CA issued certificates.

D. Configure a connected app with an authorization endpoint of the API gateway and configure O Auth settings.
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