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A 270
¢ Cloud Technology and Services: Describe ways to access AWS services in AWS Cloud and explore
connectivity options. It deals with defining the global infrastructure of AWS, computing services, and

F=A1 .
network services.
¢ Cloud Concepts: This section involves knowledge of value proposition and exploring design rules of AWS.
=x 2 It covers the advantages of techniques for moving over to AWS cloud and developing a good

understanding of cloud economics.
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¢ Billing, Pricing, and Support: This section contrasts pricing methods and budgeting resources management.

FH 3 It also tests understanding of billing methods, identifying support options, and technical resources.
¢ Security and Compliance: This section involves understanding the shared responsibility framework of AWS
= 4 n addition to compliance and governance. It also involves exploring the management capabilities of AWS
by exploring its security capabilities.
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HE #47

A company is configuring its AWS Cloud environment. The company's administrators need to group users together and apply
permissions to the group.

Which AWS service or feature can the company use to meet these requirements?

A. AWS Organizations

B. Resource groups

C. AWS Identity and Access Management (IAM)
D. Resource tagging

qH: C

M.,

The AWS service or feature that the company can use to group users together and apply permissions to the group is AWS Identity
and Access Management (IAM). AWS IAM is a service that enables users to create and manage users, groups, roles, and
permissions for AWS services and resources. Users can use [AM groups to organize multiple users that have similar access

requirements, and attach policies to the groups that define the permissions for the users in the group. This simplifies the management
and administration of user access

2 #48
Which options are perspectives that include foundational capabilities of the AWS Cloud Adoption Framework (AWS CAF)?
(Select TWO.)

A. Security

B. Reliability

C. Operations

D. Sustainability

E. Performance efficiency

Y. CE

Y.

Explanation

The options that are perspectives that include foundational capabilities of the AWS Cloud Adoption Framework (AWS CAF) are
operations and performance efficiency. The AWS CAF is a guidance that helps organizations design and travel an accelerated path
to successful cloud adoption. The AWS CAF organizes the cloud adoption process into six areas of focus, called perspectives,
which are business, people, governance, platform, security, and operations. Each perspective is divided into capabilities, which are
further divided mto skills and responsibilities. The operations perspective focuses on the management and monitoring of the cloud
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resources and applications, as well as the automation and optimization of the operational processes. The operations perspective
capabilities are operations support, operations integration, and service management.

The performance efficiency perspective focuses on the selection and configuration of the right cloud resources and services to meet
the performance requirements of the applications, as well as the continuous improvement and innovation of the cloud solutions. The
performance efficiency perspective capabilities are selection, review, and monitoring. Sustainability, security, and reliability are not
perspectives of the AWS CAF, but they are aspects of the AWS Well- Architected Framework. The AWS Well- Architected
Framework is a guidance that helps users build and operate secure, reliable, efficient, and cost-effective systems in the cloud. The
AWS Well-Architected Framework consists of five pillars, which are operational excellence, security, reliability, performance
efficiency, and cost optimization. Sustainability is a cross-cutting theme that applies to all the pillars, and refers to the environmental
and social impact of the cloud solutions.

EE #49
Which AWS service or feature enables users to encrypt data at rest in Amazon S3?

A. Client-side encryption
B. Amazon GuardDuty

C. Server-side encryption
D. 1AM policies

e C

Cr

Server-side encryption is an encryption option that Amazon S3 provides to encrypt data at rest in Amazon S3. With server-side
encryption, Amazon S3 encrypts an object before saving it to disk in its data centers and decrypts it when you download the
objects. You have three server-side encryption options to choose from: SSE-S3, SSE-C, and SSE-KMS. SSE-S3 uses keys that
are managed by Amazon S3. SSE-C allows you to manage your own encryption keys. SSE-KMS uses keys that are managed by
AWS Key Management Service (AWS KMS)5.

HE #50

A company plans to migrate to the AWS Cloud. The company wants to use the AWS Cloud Adoption Framework (AWS CAF) to
define and track business outcomes as part of its cloud transformation journey.

Which AWS CAF governance perspective capability will meet these requirements?

A. Risk management

B. Application portfolio management
C. Cloud financial management

D. Benefits management

He. D

ME:

The correct answer is A. Benefits management.

Benefits management is the AWS CAF governance perspective capability that helps you define and track business outcomes as part
of your cloud transformation journey. Benefits management helps you align your cloud initiatives with your business objectives,
measure the value and impact of your cloud investments, and communicate the benefits of cloud adoption to your stakeholders12.
Risk management is the AWS CAF governance perspective capability that helps you identify and mitigate the potential risks
associated with cloud adoption, such as security, compliance, legal, and operational risks12.

Application portfolio management is the AWS CAF governance perspective capability that helps you assess and optimize your
existing application portfolio for cloud migration or modernization. Application portfolio management helps you categorize your
applications based on their business value and technical fit, prioritize them for cloud adoption, and select the best migration or
modernization strategy for each application]?2.

Cloud financial management is the AWS CAF governance perspective capability that helps you manage and optimize the costs and
value of your cloud resources. Cloud financial management helps you plan and budget for cloud adoption, track and allocate cloud
costs, implement cost optimization strategies, and report on cloud financial performance12.

References:

1: AWS Cloud Adoption Framework: Governance Perspective 2: All you need to know about AWS Cloud Adoption Framework -
Governance Perspective
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A developer has been hired by a large company and needs AWS credentials.
Which are security best practices that should be followed? (Select TWO.)

A. Share the AWS account root user credentials with the developer.

B. Ensure the account password policy requires a mnimum length.

C. Configure a password policy that ensures the developer's password cannot be changed.
D. Add the developer to the administrator's group in AWS IAM.

E. Grant the developer access to only the AWS resources needed to perform the job.

g BE

ME.

Explanation

The security best practices that should be followed are A and E.

A: Grant the developer access to only the AWS resources needed to perform the job. This is an example of the principle of least
privilege, which means giving the minimum permissions necessary to achieve a task. This reduces the risk of unauthorized access,
data leakage, or accidental damage to AWS resources. You can use AWS Identity and Access Management (IAM) to create
users, groups, roles, and policies that grant fine-grained access to AWS resources12.

E: Ensure the account password policy requires a minimum length. This is a basic security measure that helps prevent brute-force
attacks or guessing of passwords. A longer password is harder to crack than a shorter one.

You can use IAM to configure a password policy that enforces a minimum password length, as well as other requirements such as
complexity, expiration, and history34.

B: Share the AWS account root user credentials with the developer. This is a bad practice that should be avoided. The root user has
full access to all AWS resources and services, and can perform sensitive actions such as changing billing information, closing the
account, or deleting all resources. Sharing the root user credentials exposes your account to potential compromise or misuse. You
should never share your root user credentials with anyone, and use them only for account administration tasks> .

C: Add the developer to the administrator's group in IAM. This is also a bad practice that should be avoided. The administrator's
group has full access to all AWS resources and services, which is more than what a developer needs to perform their job. Adding
the developer to the administrator's group violates the principle of least privilege and increases the risk of unauthorized access, data
leakage, or accidental damage to AWS resources. You should create a custom group for the developer that grants only the
necessary permissions for their role12.

D: Configure a password policy that ensures the developer's password cannot be changed. This is another bad practice that should
be avoided. Preventing the developer from changing their password reduces their ability to protect their credentials and comply with
security policies. For exanple, if the developer's password is compromised, they cannot change it to prevent further unauthorized
access. Or if the company requires periodic password rotation, they cannot update their password to meet this requirement. You
should allow the developer to change their password as needed, and enforce a password policy that sets reasonable rules for
password management34.
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