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EE #99
What is a man-in-the-middle attack?

A. An attack that exploits vulnerabilities in a device's software.

B. An attack that intercepts and manipulates communication between two parties.
C. An attack where an insider intentionally releases sensitive information.

D. An attack that targets Internet of Things devices.

He: B

3.

A man-in-the-middle attack occurs when a malicious actor intercepts comnumnication between two parties without their knowledge
and manipulates the data exchanged. This can allow the attacker to eavesdrop on conversations, steal sensitive information, or
impersonate one of the parties involved.
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EAE #100
What is a common vulnerability in cloud-based systens?

A. Outdated antivirus software

B. Weak passwords

C. Inadequate access controls

D. Lack of network segmentation

HE: C

MY

Option 1: Correct: Inadequate access controls can leave cloud-based systens vulnerable to unauthorized access and data breaches.
Option 2: Incorrect: Outdated antivirus software is a concern for individual devices but not specific to cloud-based systemns.

Option 3: Incorrect: Weak passwords can be a vulnerability but not a common one in cloud-based systens, which usually have
password policies in place.

Option 4: Incorrect: Lack of network segmentation can be a vulnerability, but it is not as common as inadequate access controls.

HE #101
What are anomalies in the context of cybersecurity?

A. Security vulnerabilities in computer networks

B. Malware that infects a system and causes it to malfunction
C. External threats that aim to breach an organization's defenses
D. Unusual behaviors or patterns that deviate from the norm

3
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MH.

Anomalies in the context of cybersecurity refer to unusual behaviors or patterns that deviate from the norm These anomalies can
indicate potential security breaches, malicious activities, or abnormal system behaviors. By detecting and analyzing anomalies,
cybersecurity professionals can identify potential threats and take appropriate actions to mitigate them. Anomaly detection is an
important aspect of cybersecurity to ensure the overall safety and protection of computer systems and networks.

HE #102
Which of the following is a primary goal of monitoring security events "as they occur'?

A. To detect and respond to security incidents in a timely manner
B. To enforce security policies and access controls

C. To meet regulatory compliance requirements

D. To ensure zero incidents and vulnerabilities in the network

e A

dE:

Monttoring security events "as they occur is primarily aimed at quickly identifying and responding to security incidents. By
continuously monitoring for potential threats and vulnerabilities, organizations can detect and mitigate security incidents in a timely
manner, minimizing damage and reducing downtime.

EE #103
Which of the following is not a component of risk management?

A. Risk identification.
B. Risk assessment.
C. Risk monitoring,
D. Risk elimmation.

9. D
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Y.

Risk elimination is not a component of risk management. Risk management nvolves identifying, assessing, and mitigating risks, as
well as monitoring and reviewing the effectiveness of risk controls. While it is ideal to elimnate risks entirely, it is not always feasible,
and the focus is often on minimizing or mitigating risks rather than eliminating them completely.
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