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EC-COUNCIL Certified SOC Analyst (CSA) Sample Questions (Q170-Q175):
NEW QUESTION # 170 
Sam, a security analyst with INFOSOL INC., while monitoring and analyzing IIS logs, detected an event matching regex /\\w*
((\%27)|(\'))((\%6F)|o|(\%4F))((\%72)|r|(\%52))/ix.
What does this event log indicate?

A. SQL Injection Attack
B. Parameter Tampering Attack
C. Directory Traversal Attack
D. XSS Attack

Answer: A

NEW QUESTION # 171 
David is a SOC analyst in Karen Tech. One day an attack is initiated by the intruders but David was not able to find any suspicious
events.
This type of incident is categorized into?

A. False positive Incidents
B. True Positive Incidents
C. True Negative Incidents
D. False Negative Incidents

Answer: D

Explanation:

NEW QUESTION # 172 
A newly hired SOC analyst at a fast-growing multinational organization must quickly assess the company's external exposure and
identify potential security risks. Techniques considered include analyzing publicly available information, scanning exposed services,
reviewing DNS records, and gathering external intelligence.
Due to the scale across subsidiaries, cloud environments, and third-party integrations, some methods may not scale well and may
lead to delays or incomplete insights. Which technique is less practical for handling large or diverse data sets in this scenario?

A. DNS lookup
B. Stack counting
C. Web enumeration
D. OSINT

Answer: B

Explanation:
Stack counting is less practical for large, diverse infrastructures because it is often a manual, piecemeal method of identifying and
categorizing technology stacks across many assets. In complex multinationals, external exposure spans multiple domains, cloud
tenants, third parties, and business units; a "stack counting" approach can become slow, incomplete, and quickly outdated without
automation and authoritative asset inventories. DNS lookups can be automated at scale to map domains, subdomains, and records,
making them practical for large environments. Web enumeration can also be scaled using automated scanners and discovery tooling



(with appropriate authorization), though it may require careful rate limits and scoping.
OSINT can scale through specialized tooling and feeds, though validation is necessary. Compared to these, stack counting is
typically the least scalable approach because it relies heavily on manual inference and continuous revalidation. From a SOC
standpoint, scalable exposure assessment depends on automated asset discovery, DNS and certificate transparency analysis, cloud
inventory, and controlled scanning-methods that can cover breadth without relying on manual "counting stacks" across thousands of
assets.

NEW QUESTION # 173 
Global Bank relies heavily on Microsoft Azure to host critical banking applications and services. The SOC must ensure continuous
monitoring, compliance, and real-time threat detection across Azure resources. They need a comprehensive solution to collect,
analyze, and visualize telemetry from cloud resources, VMs, storage, and applications, and integrate with security tools to detect
anomalies and monitor performance.
Which Azure service is best suited?

A. Azure Policy
B. Azure Active Directory
C. Azure Firewall
D. Azure Monitor

Answer: D

Explanation:
Azure Monitor is the Azure-native platform for collecting, analyzing, and visualizing telemetry across Azure resources, including
metrics and logs from infrastructure, applications, and services. For SOC needs, it provides centralized observability: resource
metrics, activity logs, diagnostic logs, and integration with log analytics for query and alerting. This supports both performance
monitoring and security monitoring by enabling detection of unusual behaviors (unexpected spikes, anomalous access patterns) and
providing dashboards and alerting to support rapid response. Azure Firewall is a network security control focused on traffic filtering
and policy enforcement; it does not serve as the comprehensive telemetry collection and visualization layer for all Azure resources.
Azure Policy focuses on governance and compliance enforcement by evaluating and enforcing resource configuration rules; it's
important but not the main telemetry analysis solution. Azure Active Directory is the identity service (now commonly referred to as
Entra ID) and is essential for authentication/authorization, but it is not the cross-resource monitoring platform. Since the question
emphasizes broad telemetry collection, analysis, and visualization across Azure resources for continuous monitoring, Azure Monitor
is the correct service.

NEW QUESTION # 174 
What is the correct sequence of SOC Workflow?

A. Collect, Ingest, Validate, Report, Respond, Document
B. Collect, Respond, Validate, Ingest, Report,Document
C. Collect, Ingest, Validate, Document, Report, Respond
D. Collect, Ingest, Document, Validate, Report, Respond

Answer: A

Explanation:
* Collect: The first step involves collecting data from various sources. This data could be logs, alerts, or other relevant information.
* Ingest: The collected data is then ingested into the SOC's systems for processing. This typically involves parsing and normalizing
the data to make it usable for analysis.
* Validate: Once ingested, the data must be validated to ensure its integrity and relevance. This step helps in filtering out false
positives and focusing on genuine security events.
* Report: After validation, the relevant findings are compiled into reports. These reports may be used internally within the SOC or
shared with other stakeholders.
* Respond: Based on the reports, the SOC team responds to the identified incidents. This response could involve mitigating threats,
patching vulnerabilities, or other remediation actions.
* Document: Finally, all actions and findings are thoroughly documented. This documentation is crucial for audit trails, compliance,
and improving future SOC operations.
References: The sequence provided is aligned with the SOC operations as described in EC-Council's Certified SOC Analyst (CSA)
training and certification program, which covers the fundamentals of SOC operations, including the workflow of SOC analysts123.
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