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Amazon AWS Certified Advanced Networking Specialty Exam Sample
Questions (Q124-Q129):

NEW QUESTION # 124

A network engineer must develop an AWS CloudFormation template that can create a virtual private gateway, a customer gateway,
a VPN connection, and static routes in a route table.

During testing of the template, the network engineer notes that the CloudFormation template has encountered an error and is rolling
back.

What should the network engineer do to resolve the error?

e A. Add the DependsOn attribute to the resource declaration for the virtual private gateway. Specify the route table entry
resource.

e B. Add the DependsOn attribute to the resource declaration for the route table entry. Specify the virtual private gateway
resource.

e (. Add a wait condition in the tenplate to wait for the creation of the virtual private gateway.
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¢ D. Change the order of resource creation in the CloudFormation template.
Answer: B

Explanation:

httpsz//docs.aws.amazon.comyvpr/latest/s2svpn/SetUp VPNConnections. html

That means you must create the virtual private gateway before creating the route table.

AWS CloudFormation does not support configuring detailed run order of creating resources.

However, when you add a DependsOn attribute to a resource, that resource is created only after the creation of the resource
specified in the DependsOn attribute.

httpsz/docs.aws.amazon.cony AWSCloudFormation/latest/UserGuide/aws-attribute- dependson.html.

NEW QUESTION # 125

You are configuring a virtual interface for access to your VPC on a newly provisioned 1-Gbps AWS Direct Connect connection.
Which two configuration values do you need to provide?

(Select two.)

Response:

A. Virtual private gateway
B. Direct Connect location
C. Public AS number

D. VLAN ID

E. IP prefixes to advertise

Answer: A,D

NEW QUESTION # 126

A company is using AWS Cloud WAN with one edge location in the us-east- 1 Region and one edge location in the us-west- 1
Region. A shared services segment exists at both edge locations. Each shared services segment has a VPC attachment to each
inspection VPC in each Region. The inspection VPCs inspect traffic froma WAN by using AWS Network Firewall.

The company creates a new segment for a new business unit (BU) in the us-east-1 edge location. The new BU has three VPCs that
are attached to the new BU segment. To comply with regulations, the BU VPCs must not communicate with each other. All internet-
bound traffic must be inspected in the inspection VPC.

The company updates VPC route tables so any traffic that is bound for internet goes to the AWS Cloud WAN core network.

The company plans to add more VPCs for the new BU in the future. All future VPCs must comply with regulations.

‘Which solution will meet these requirements in the MOST operationally efficient way? (Choose two.)

A. Set the isolate-attachments field to False for the BU segment.

B. Set the isolate-attachments field to True for the BU segment.

C. Create a network policy to share the inspection service segment with the BU segment.

D. Update the network policy to share the shared services segment with the BU segment.

E. Update the network policy to add static routes for the BU segment. Configure the shared services segment to route traffic
related to VPC CIDR blocks to each respective VPC attachment.

Answer: B,C

NEW QUESTION # 127

A social media company is delivering web content from an Amazon EC2 instance in a public subnet with address 2021:db8:1:100::1.
Users report they are unable to access the web content. The VPC Flow Logs for the subnet contain the following entries:

2 098765432112 eni-0596e500987654321 2021:db8:2:200:2 2021:db8:1:100::1 0 0 58 236 42336

1551200195 1551200434 ACCEPT OK 2 098765432112 eni-0596e500987654321 2021:db8:1:100::1

2021:db82:200:2 0 0 58 236 42336 1551200195 1551200434 REJECT OK

‘Which of the following actions will restore network reachability to the EC2 instance?

Response:

e A. Update the security group associated with the eni-0596e500987654321 to allow outbound traffic
¢ B. Update the network ACL associated with the subnet to allow outbound traffic



¢ (. Update the security group associated with the subnet to allow outbound traffic
¢ D. Update the network ACL associated with the eni-0596e500987654321 to allow outbound traffic

Answer: B

NEW QUESTION # 128

Your company is working on a transition from [Pv4 to IPv6 but is concerned about the security of having public [Pv6 addresses
attached to instances in a public network. They currently use a NAT to allow outbound traffic for instances. Outbound traffic is
required for updates.

What are two options to alleviate your company's concerns?

(Choose two.)

Response:

A. Remove any rules allowing :/0 inbound in the security group.
B. Block :/0 nbound in the NACL.

C. Block 0.0.0.0/0 inbound in the NACL.

D. Create an egress-only internet gateway

Answer: A,D

NEW QUESTION # 129
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