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NEW QUESTION # 32

An administrator has configured the following settings:
config system settings
set ses-denied-traffic enable
end

config‘system global
set block-session-timer 30

il F::RTINET
What are the two results of this configuration? (Choose two.)
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A. Session helpers are disabled for denied traffic.

B. Denied users are blocked for 30 minutes.

C. A session for denied traffic is created.

D. The number of logs generated by denied traffic is reduced.

Answer: C,D

Explanation:

set ses-denied-traffic enable — ensures FortiGate creates a session entry even for denied traffic.

set block-session-timer 30 — sets the duration (30 seconds) that denied sessions remain in the session table. This prevents repeated
logging for every packet in the same denied flow, thereby reducing the number of logs generated.

NEW QUESTION # 33
Refer to the exhibit. An administrator has created a new firewall address to use as the destination for a static route. Why is the
administrator not able to select the new address in the Destination field of the new static route?

Edit Address

Name Fortinet
Color & Change
Interface ™ pon?
Type

FQDN www.fortinet.com
Routing configuration (P

Comments

A. In the new firewall address, the FQDN address must first beresolved.

B. In the new firewall address, Routing configuration must be enabled.

C. In the new static route, the administrator must select Named Address.

D. In the new static route, the administrator must first set the interface to port2.

Answer: B

Explanation:
To use an FQDN-based address object as a destination in a static route, the "Routing configuration” option must be enabled in the
firewall address settings. Without this, the address cannot be selected for routing,

NEW QUESTION # 34

Refer to the exhibits. An admmistrator configured both members of an HA cluster at the same time. After one week of monitoring,
the administrator wants to verify the HA failover performance.

How can the admmistrator force a failover?



HQ-NGFW-1 HA configuration

HQ-NGFW-1 # config system ha

HQ-NGFW-1 (ha) # show
config system ha
set group=-id 5
et group-name "Training”
set mode a-=p
set password ENC nmk7zGYiRruxl
sat hbdev “port7” 0
set session-pickup enable
sat override disable
set priority 200
monitor “portl”

HQ-NGFW-2 (ha) # show

config system ha
set group-id 5
set group-name “Training”
set mode a-p
set password ENC n40G3dmnOES50s
set hbdev P port7” 0
set session-pickup enable
set override disable
set priority 100
set monitor “portl”

end FI:RTINET

A. The administrator must reset the HA uptime on HQ-NGFW-1.

B. The administrator must set the parameter override to enable on HQ-NGFW-2.
C. The admmistrator nust increase the HA priority on HQ-NGFW-2.

D. The admmnistrator must set the monitored port to down on HQ-NGFW-1.

Answer: D

Explanation:

Both FortiGates are in an active-passive (a-p) HA cluster with override disabled. This means failover is triggered only if the primary
(HQ-NGFW-1) becomes unavailable or monitored interfaces fail. To test failover performance, the administrator can set the
monitored interface (portl) down on HQ-NGFW-1, which will force a faillover to HQ-NGFW-2.

NEW QUESTION # 35
What are two features of FortiGate FSSO agentless polling mode? (Choose two.)

¢ A FortiGate uses the SMB protocol to read the event viewer logs from the DCs.
e B. FortiGate uses the AD server as the collector agent.

¢ C. FortiGate does not support workstation check.

e D. FortiGate directs the collector agent to use a remote LDAP server.

Answer: A,C

NEW QUESTION # 36
Which two statements are true regarding FortiGate HA configuration synchronization? (Choose two.)

e A. Checksums of devices are compared against each other to ensure configurations are the same.

¢ B. Incremental configuration synchronization can occur only from changes made on the primary FortiGate device.

e C. Incremental configuration synchronization can occur from changes made on any FortiGate device within the HA cluster.

e D. Checksuns of devices will be different from each other because some configuration iterns are not synced to other HA
members.



Answer: A,B

Explanation:

In FortiGate HA (High Availability) configuration, checksums of device configurations are compared to ensure they are synchronized
and identical across the cluster. Incremental synchronization can only happen from changes made on the primary device to ensure
consistency and integrity across the cluster members.

Changes made on non-primary devices do not initiate synchronization.

NEW QUESTION # 37
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