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New latest Linux Foundation CKS valid exam study guide can help you exam in short time. Candidates can save a lot time and
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you only need to practice questions several times repeatedly before the real test. Our products are high-quality and high passing rate,
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Linux Foundation Certified Kubernetes Security Specialist (CKS) Sample
Questions (Q64-Q69):

NEW QUESTION # 64
SIMULATION

Service is running on port 389 inside the system, find the process-id of the process, and stores the names of all the open-files inside
the /candidate/KH77539/files.txt, and also delete the binary.

¢ A. Send us your feedback on it.

Answer: A

NEW QUESTION # 65
You are tasked with securing a Kubernetes cluster that runs sensitive workloads. You need to implement a mechanism to enforce
least privilege access for all pods in the cluster.

Answer:

Explanation:

Solution (Step by Step) :

1. Create a Service Account with Limited Permissions:

- Create a new ServiceAccount with minimal permissions:

2. Create a Role with Limited Permissions: - Create a Role that only grants the necessary permissions for the pods:
3. Bind the Role to the Service Account: - Bind the Role to the ServiceAccount:
4. Configure PodS to use the Service Account - Update your Deployment YAML to use the Service Account:

NEW QUESTION # 66

SIMULATION

Create a PSP that will only allow the persistentvolumeclaim as the volume type in the namespace restricted.

Create a new PodSecurityPolicy named prevent-volume-policy which prevents the pods which is having different volumes mount
apart from persistentvolumeclaim.

Create a new ServiceAccount named psp-sa in the namespace restricted.

Create a new ClusterRole named psp-role, which uses the newly created Pod Security Policy prevent-volume-policy Create a new
ClusterRoleBinding named psp-role-binding, which binds the created ClusterRole psp-role to the created SA psp-sa.
Hint:

Also, Check the Configuration is working or not by trying to Mount a Secret in the pod maifest, it should get failed.
POD Manifest:

apiVersion: vl

kind: Pod

metadata:

namne:

spec:

containers:

- nane:

mage:

volumeMounts:

- name:

mountPath:

volumes:

- name:

secret:

secretName:
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Answer:

Explanation:

See the Explanation belowExplanation:

apiVersion: policy/vlbetal

kind: PodSecurityPolicy

metadata:

name: restricted

annotations:

seccomp.security.alpha.kubernetes.io/allowedProfileNames: 'docker/default, runtime/default’
apparmor.security.beta.kubernetes.io/allowedProfileNames: 'runtime/default
seccomp.security.alpha.kubernetes.io/defaultProfileName: 'runtime/default'
apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default’ spec:
privileged: false

# Required to prevent escalations to root.

allowPrivilegeEscalation: false

# This is redundant with non-root + disallow privilege escalation,

# but we can provide it for defense in depth.

required DropCapabilities:

- ALL

# Allow core volume types.

volumes:

- 'configMap'

- "emptyDir’

- 'projected’

- 'secret’

- 'downward API'

# Assume that persistentVolumes set up by the cluster admin are safe to use.
- 'persistent VolumeClaim

hostNetwork: false

hostIPC: false

hostPID: false

runAsUser:

# Require the container to run without root privileges.

rule: "MustRunAsNonRoot'

seLinux:

# This policy assumes the nodes are using AppArmor rather than SELinux.
rule: 'RunAsAny'

supplementalGroups:

rule: 'MustRunAs'

ranges:

# Forbid adding the root group.

- min: 1

max: 65535

Group:

rule: 'MustRunAs'

ranges:

# Forbid adding the root group.

- min: 1

max: 65535

readOnlyRootFilesysten: false

NEW QUESTION # 67

You nust complete this task on the following cluster/nodes: Cluster: trace Master node: master Worker node: worker] You can
switch the cluster/configuration context using the following command: [desk@cli] $ kubectl config use-context trace Given: You may
use Sysdig or Falco documentation. Task: Use detection tools to detect anomalies like processes spawning and executing something
weird fiequently in the single container belonging to Pod tomcat. Two tools are available to use: 1. falco 2. sysdig Tools are pre-
installed on the worker1 node only. Analyse the container's behaviour for at least 40 seconds, using filters that detect newly
spawning and executing processes. Store an incident file at /home/cert_masters/report, in the following format: [timestamp],[uid],



[processName] Note: Make sure to store incident file on the cluster's worker node, don't move it to master node.
Answer:

Explanation:

$vim /etc/falco/falco_rules.local.yaml

- rule: Container Drift Detected (opentcreate)

desc: New executable created in a container due to opentcreate
condition: >

evt.type in (open,openat,creat) and

evt.is_open_exec=true and

container and

not runc_writing_exec_fifo and

not runc_writing var_lib_docker and

not user_known_container drift_activities and

evt.rawres>=0

output: >

Yoevt.time,%ouser.uid, Yoproc.name # Add this/Refer falco documentation
priority: ERROR

$kill -1 <PID of falco>

Explanation

[desk@cli] $ sshnode01 [node01@cli] $ vim /etc/falco/falco _rules.yaml search for Container Drift Detected & paste in
falco_rules.local.yaml [node01@cli] $ vim /etc/falco/falco_rules.local.yaml
- rule: Container Drift Detected (opentcreate)

desc: New executable created in a container due to opent-create
condition: >

evt.type in (open,openat,creat) and

evt.is_open_exec=true and

container and

not runc_writing_exec_fifo and

not runc_writing var_lib_docker and

not user_known container drift activities and

evt.rawres>=0

output: >

Y%eevt.time, %ouser.uid, Yoproc.name # Add this/Refer falco documentation
priority: ERROR

[node01(@cli] $ vim /etc/falco/falco.yaml

NEW QUESTION # 68
You are working on a Kubernetes cluster that hosts an application that interacts With sensitive data. You need to performa static
analysis of the application's container image to identify potential security vulnerabilities before deploying it to the cluster.

Answer:

Explanation:

Solution (Step by Step) :

1. cnoose a Static Analysis Tool:

- Select a suitable static analysis tool for container images. Some popular options include:
- Trivy: [https:/aquasecurity. github.io/trivy/| (https-/aquasecurity. github. io/trivy/)

- Snyk: [https:/snyk.io/](https7/snyk.i0/)

- Anchore Engine: [https:/anchore.convl(https:/anchore.cony)

2 Install and Configure the Tool:

- Install the chosen tool on your machine or integrate it into your CI/CD pipeline.

- Configure the tool to scan the container image for vulnerabilities.

3. Scan the Container Image:

- Use the tool's command-line interface or API to scan the container image.

- Provide the image name or tag as input to the tool.

4. Analyze the Results:

- The tool will generate a report detailing the identified vulnerabilities.

- Review the report and prioritize remediation actions based on the severity and impact of the vulnerabilities.



- Use the tool's features to track the status of vulnerabilities and their remediation.

NEW QUESTION # 69
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