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R 8 #177
Which encryption method encrypts and decrypts data using two separate yet mathematically connected cryptographic keys?

e A. Asymetric
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¢ B. Symmetric
e C. Private key
¢ D. Hashing
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Asymimetric encryption, also known as public-key encryption, encrypts and decrypts data using two separate yet mathematically
connected cryptographic keys. One key is called the public key and can be shared with anyone, while the other key is called the
private key and must be kept secret. The public key is used to encrypt the data, and only the corresponding private key can decrypt
it. Likewise, the private key can be used to sign the data, and only the corresponding public key can verify it. This method provides
confidentiality, integrity, authentication and non-repudiation for data.
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Using hash values With stored personal data BEST enables an organization to

e A protect against unauthorized access.

¢ B. detect changes to the data.

e C. ensure data indexing performance.

e D. tag the data with classification information
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Using hash values with stored personal data best enables an organization to detect changes to the data, because hash values are
unique and fixed outputs that are generated from the data using a mathematical algorithm Ifthe data is altered in any way, even by a
single bit, the hash value will change dramatically. Therefore, by comparing the current hash value of the data with the original or
expected hash value, the organization can verify the integrity and authenticity of the data. Ifthe hash values match, it means that the
data has not been tampered with. If the hash values differ, it means that the data has been corrupted or modified.

Reference:

Ensuring Data Integrity with Hash Codes, Microsoft Learn

What is 'hashing," and does it help avoid the obligations imposed by the new privacy regulations?, Data Privacy Dish

R R #179
Which of the following should be the FIRST consideration when conducting a privacy impact assessment (P1A)?

A. The quantity of mformation within the scope of the assessment
B. The organizational security risk profile

C. The systems in which privacy-related data is stored

D. The applicable privacy legislation
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Which of the following is a responsibility of the audit function in helping an organization address privacy compliance requirements?

A. Validating the privacy framework

B. Managing privacy notices provided to customers
C. Approving privacy impact assessments (PIAs)
D. Establishing employee privacy rights and consent
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Validating the privacy framework is a responsibility of the audit function in helping an organization address privacy compliance
requirenents, as it would help to verify and validate the effectiveness and adequacy of the privacy framework implemented by the
organization to comply with privacy principles, laws and regulations. Validating the privacy framework would also help to identify
and report any gaps, weaknesses or issues in the privacy framework, and to provide recommendations for improvement or



remediation. The other options are not responsibilities of the audit finction in helping an organization address privacy compliance
requirements. Approving privacy impact assessiments (PIAs) is a responsibility of management or governance function in helping an
organization address privacy compliance requirements, as they would have authority and accountability for approving P1As
conducted by project teams or business units before implementing any system, project, program or initiative that involves personal
data processing activities. Managing privacy notices provided to customers is a responsibility of operational function in helping an
organization address privacy compliance requirements, as they would have direct contact and interaction with customers and would
be responsible for providing clear and accurate information about how their personal data is collected, used, disclosed and
transferred by the organization.

i =8 #181
Which of the following should an IT privacy practitioner do FIRST following a decision to expand remote working capability to all
employees due to a global pandemic?

¢ A Evaluate the impact resulting from this change.

¢ B. Implement a virtual private network (VPN) tool.

e (. Revistt the current remote working policies.

¢ D. Enforce multi-factor authentication for remote access.
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