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GIAC Global Industrial Cyber Security Professional (GICSP) 32 X GICSP
A B E (Q46-Q51):

HA #46
Which type of server would be deployed to provide stratum level 2 clock synchronization for ICS systens?

e A PTP
e B TFTP
e C.ARP
e D. RADIUS

EfE: A

AR -

PTP (Precision Time Protocol) (B) is a protocol designed for high-precision clock synchronization across networked devices and is
commonly used in ICS for stratum level 2 time sources.

RADIUS (A) is an authentication protocol

TFTP (C) 1s a trivial file transfer protocol

ARP (D) resolves network addresses and is unrelated to time synchronization.

Accurate time synchronization is critical for ICS operations, event correlation, and forensic analysis, and PTP is the preferred
method.

Reference:

GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture
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NIST SP 800-82 Rev 2, Section 7.6 (Time Synchronization)
GICSP Training on ICS Network Protocols

HE #47
During a plant upgrade an architect needs to connect legacy IEDs to a new TCP/IP instrumentation LAN. The I[EDs only have RS-
232 communication interfaces available. What would best be used to connect the [EDs?

¢ A, Communications Gateway
e B. Data diode

e C. Industrial switch

¢ D. Engineering workstation

EfE: A
A -

Legacy devices using RS-232 interfaces require a communications gateway (C) to translate between the serial communication
protocol and the new TCP/IP network.

A data diode (A) is a unidirectional security device, not a protocol translator.

An engineering workstation (B) is a computer, not a protocol conversion device.

An industrial switch (D) operates at the Ethernet layer and does not perform protocol conversion.

GICSP emphasizes gateways as essential for integrating legacy ICS devices into moderm IP networks while maintaining protocol
integrity.

Reference:

GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture

NIST SP 800-82 Rev 2, Section 3.4 (Legacy Protocol Integration)

GICSP Training on ICS Network Architecture and Protocols

HM #48
Implementation of LDAP to manage and control access to your systens is an outcome of which NIST CSF core function?

A. Detect
B. Identify
C. Respond
D. Protect

IEf#: D

fiR .-

Comprehensive and Detailed Explanation From Exact Extract:

LDAP (Lightweight Directory Access Protocol) is used to manage authentication and authorization services, controlling user access
to systers and resources.

This function aligns with the Protect finction (A) of the NIST Cybersecurity Framework (CSF), which focuses on access control,
identity management, and protective technology to safeguard systemns.

Identify (B) relates to asset management and risk assessment.

Respond (C) deals with incident response.

Detect (D) relates to discovering cybersecurity events.

GICSP maps LDAP implementation as a key protective control to ensure authorized access n ICS environments.

Reference:

GICSP Official Study Guide, Domain: ICS Security Governance & Compliance NIST CSF Framework (Protect Function) GICSP
Training on Identity and Access Management

H #49
Which of the following devices would indicate an enforcement boundary?

e A. Arouter with ACLs
o B. A workstation with antivirus
e (. A switch with VLANSs



¢ D. Anapplication with a login screen
EE: A

R -

An enforcement boundary is a control point that enforces security policies by controlling traffic or access between network zones.
A router with Access Control Lists (ACLs) (C) acts as an enforcement point by filtering traffic between networks or subnets,
establishing security boundaries.

Applications with login screens (A) and antivirus on workstations (B) provide endpoint security but do not enforce network
boundaries.

Switches with VLANS (D) support segmentation but do not typically enforce traffic filtering or security policies.

GICSP highlights routers and firewalls as primary enforcement boundary devices in ICS network architectures.

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

NIST SP 800-82 Rev 2, Section 5.5 (Network Security Architecture)

GICSP Training on Network Segmentation and Enforcement Boundaries

HMA #50
What is a recommended practice for configuring enforcement boundary devices in an ICS control network?

e A Create one rule for each authorized conversation in a stateless access control list

¢ B. Use an egress policy that allows everything out except for that which is explicitly denied

e C. Create a rule which drops inbound packets containing a source address from within the protected network
¢ D. Enable full packet collection for all allowed and denied traffic rules on next-generation firewalls

Ef#: D

R -

Enforcement boundary devices like firewalls play a critical role in ICS network security. A best practice is to:

Enable full packet collection for all allowed and denied traffic (B) on next-generation firewalls. This facilitates deep inspection,
detailed logging, and auditing, which are vital for detecting anomalous or malicious activity.

Other options are less effective or counterproductive:

(A) Dropping inbound packets with source addresses from the protected network is generally illogical and may disrupt normal
traffic.

(C) Stateless access control is less secure and less manageable than stateful inspection.

(D) Default allow egress policies increase risk by permitting unnecessary outbound traffic.

GICSP stresses detailed logging and stateful inspection as core security controls for enforcement points.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-82 Rev 2, Section 5.5
(Network Security and Firewalls) GICSP Training on Network Boundary Protection

R #51

It-Passports®d i # BEN ¥ 2 H1C . GICSPEE Y — v 2R TcLx vy o—FLTRATE £3. Web¥ A b LOH
MOR—YTFELRMFEL TV ELD. X4 PLD—FEGICSPF A M hL Y FORR LM CTCE £T. Web
S A4 PCHBOR—VIEZT 7 RAT 2L, BHHE. 32003 —Y a3 v #BIRCc& 7., GICSPHA FEAKDZE
AEZRLPMIVERABTD 7+ —L5HERL TLEIV, BHOGICSPF A b bL > FE2BAT 2HERD 3 & B
b 2BEE. BFEADA—Y 3 v 3BIRTE £ 7.

GICSPH & #1 : https//www.it-passports.com?/GICSP.html

GICSPRIE&E X A > 54 YR~ Y 7 MR« EPDFIRAH D £+ DT, & THEFTT. GIAC GICSPRZER & /&
ML, BERBRGHEL LT, BBEEIMMHTT. GICSPHEHM 2 HH T 2 & . GICSPREIE BH %0
¥ 7. GIACGICSPRZE &I HIAZ b 16 TRVWHAFEER DU LW TT . 7547 > bHHHDGICSPH A
FEBOBEMELHEML., 7AMNOEELBL 27D TANT FIVTAAY 7 NI 27525347 b
UL £ 4. It-Passports® GIACOGICSPERBR b L —= > 7 BRI & BA £ 5 VR T B &0 ) = & #SEHIL &
L 72+ GIAC GICSPZERE s ITEFRE 4 BA X b4 - ERRCHCHET 22 Lid &> LT TR,


https://www.it-passports.com/GICSP.html
https://www.it-passports.com/GICSP.html

BAaE/NSOE»s, Belidlid. £E8eEF L ACSbRTREL 24, BGICSPATIE WO & IO A
WTy A2 TCs B2 MHERELLEE RV ERLBDIEIN. HBEBIZ A o0 s0nT o e - &2
HEIDCHBCERAIZDTT,

GICSPER B D ¥ 45 51k | 5 8 W GICSPZ B B 4% 54 B | 2 I & Global
Industrial Cyber Security Professional (GICSP) ] & %

BRI+ TH->TH. BERCEIONLEREFOERO IS 2 L 8HRK 2w, GICSPRIEEE 4> 54
YR V7 MRS EPDFRRAH D ETOT. ETHERTY. RO L H iz, BBl < ¢, @B@RQ
KW Td.

GICSPEE#H M T 2 &, GICSPREE B 2D £3. BIAE2 b L6 TROVHAEERODUZOT T H.
72547 Y MBAHRTOGICSPA A FEROBERELZHMAL . 7 A VNOBELEZ 21D, TANT S 774
AVZ b U7 %7547 MZRMHL 5.

o GIAC GICSPRZBEEE#%: - T v 2 flifEAH 2 GICSPRIFES (1= www.xhs1991.come% A F7L T> GICSP [
EMEL. EHNTKX Yo — L TL 728 WGICSPHARER E x5k

o GICSPHAGEEE [ GICSPEM xS [ GICSPE M 8t 5 & (| = www.goshiken.com [1[1[]C ( GICSP) #
BELT. BHTHECK Y>> o0— FT& & TGICSPA T

o GICSP#5E A 4 F (1 GICSPHAGE#EE ¢ GICSPE#ET K (1= www.xhs1991.comeH A b2 THRFTM
GICSP RjE&£ % &£ 7 > n — F GICSP& W3R Ak B #E

o GICSPT#EER [ GICSPAE X &% [ GICSPTF 4835k [ > www.goshiken.com 1w GICSP [ # 1#Z& L
T, BEICHBELCK Y>> 0 — FT& £ TGICSPFHERAE

o HFEHIF #2495 GICSP RABAMIE [ £ GICSP [RE&E 7 7 1 )V & v/ www.it-passports.com [/ [1iZ T
R GICSP H 45578 & 0 3K

o GICSPZE751% [1 GICSP#IGE 4 4 N [1GICSPa > £ —3* > b [1URL ¢ www.goshiken.com [/ [1% 2
E—LCH&. (GICSP) #MERL THEMTKX 7> o—FL TL & LGICSPREN KE

o HFEFIF # £ 495 GICSP RBARIE [ “www.goshkencom™Z &L . = GICSP 0% BRL T £ T
Kvyo— AR BER £ L & $GICSPRIES 1 ~

o HFEFIF # £ 495 GICSP :RBARIE [ = www.goshiken.com O BEIL « > GICSP <2 REL THERTKX
7> a—FL T< 2 & WGICSPH A #E## B

o GICSPE&# &5 (1 GICSPRIE H AFEN A [ GICSPA2EA 7% [ w www.japancert.com 1% AL T
GICSP 5 H&EL. EBHTKX Y>> o—FL TL 2 & WGICSPEK#ES &

o GICSPRREEDMEMHHIE | /N4 /S AL — F OGICSPRZER & M55k | IEfE ) % Global Industrial Cyber Security
Professional (GICSP)R&E#] [ O www.goshiken.com U4 &6 ff B2 “GICSP "2 &R TX V> o —NFT & & ¢
GICSPA #3458

o GICSPR}Hx$3k [ GICSPE& &SR AE LU [| GICSPH#E5E A4 4 F [ [ www.shikenpass.com [ & fi B2 (
GICSP) # R TKX v > u—FT& & +GICSPEE &k

e myportal utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw,
www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, pixabay.com, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw,
www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, Disposable vapes


https://www.passtest.jp/GIAC/GICSP-shiken.html
https://www.xhs1991.com/GICSP.html
https://www.pdc.edu/?URL=https%253a%252f%252fwww.it-passports.com%252fGICSP.html
https://www.xhs1991.com/GICSP.html
https://www.northwestu.edu/?URL=https%253a%252f%252fwww.it-passports.com%252fGICSP.html
https://www.it-passports.com/GICSP.html
https://bbs.pku.edu.cn/v2/jump-to.php?url=https%253a%252f%252fwww.it-passports.com%252fGICSP.html
https://www.goshiken.com/GIAC/GICSP-free-shiken.html
https://spotgamma.com/?s=%25e5%2587%25ba%25e9%25a1%258c%25e7%25af%2584%25e5%259b%25b2%25e3%2582%2592%25e5%2585%25a8%25e7%25b6%25b2%25e7%25be%2585!%20GICSP%20%25e8%25a9%25a6%25e9%25a8%2593%25e5%2595%258f%25e9%25a1%258c%20%25f0%259f%2592%258c%20%25e2%259e%25a1%20www.goshiken.com%20%25ef%25b8%258f%25e2%25ac%2585%25ef%25b8%258f%25e3%2581%25ab%25e7%25a7%25bb%25e5%258b%2595%25e3%2581%2597%25e3%2580%2581%25e2%2596%25b7%20GICSP%20%25e2%2597%2581%25e3%2582%2592%25e6%25a4%259c%25e7%25b4%25a2%25e3%2581%2597%25e3%2581%25a6%25e7%2584%25a1%25e6%2596%2599%25e3%2581%25a7%25e3%2583%2580%25e3%2582%25a6%25e3%2583%25b3%25e3%2583%25ad%25e3%2583%25bc%25e3%2583%2589%25e3%2581%2597%25e3%2581%25a6%25e3%2581%258f%25e3%2581%25a0%25e3%2581%2595%25e3%2581%2584GICSP%25e6%2597%25a5%25e6%259c%25ac%25e8%25aa%259e%25e8%25ac%259b%25e5%25ba%25a7
https://www.japancert.com/GICSP.html
http://www.weesh.it/?s=GICSP%25e8%25a9%25a6%25e9%25a8%2593%25e3%2581%25ae%25e6%25ba%2596%25e5%2582%2599%25e6%2596%25b9%25e6%25b3%2595%25ef%25bd%259c%25e3%2583%258f%25e3%2582%25a4%25e3%2583%2591%25e3%2582%25b9%25e3%2583%25ac%25e3%2583%25bc%25e3%2583%2588%25e3%2581%25aeGICSP%25e5%258f%2597%25e9%25a8%2593%25e8%25b3%2587%25e6%25a0%25bc%25e8%25a9%25a6%25e9%25a8%2593%25ef%25bd%259c%25e6%25ad%25a3%25e7%25a2%25ba%25e7%259a%2584%25e3%2581%25aaGlobal%20Industrial%20Cyber%20Security%20Professional%20(GICSP)%25e5%2595%258f%25e9%25a1%258c%25e4%25be%258b%20%25f0%259f%2591%25a3%20%25e2%2596%259b%20www.goshiken.com%20%25e2%2596%259f%25e3%2581%258b%25e3%2582%2589%25e7%25b0%25a1%25e5%258d%2598%25e3%2581%25ab%25e2%2580%259c%20GICSP%20%25e2%2580%259d%25e3%2582%2592%25e7%2584%25a1%25e6%2596%2599%25e3%2581%25a7%25e3%2583%2580%25e3%2582%25a6%25e3%2583%25b3%25e3%2583%25ad%25e3%2583%25bc%25e3%2583%2589%25e3%2581%25a7%25e3%2581%258d%25e3%2581%25be%25e3%2581%2599GICSP%25e5%2590%2588%25e6%25a0%25bc%25e5%25af%25be%25e7%25ad%2596
https://www.shikenpass.com/GICSP-shiken.html
https://myportal.utt.edu.tt/ICS/icsfs/32a1c855-d27d-4902-817e-253dea8b3810.pdf?target=6b54f646-87ee-4b26-a830-b639079fa546
https://myportal.utt.edu.tt/ICS/icsfs/556cbc5d-7d5e-4327-96fa-81689da9cb4a.pdf?target=4430fe63-f37c-4351-a794-1057a22e4673
https://myportal.utt.edu.tt/ICS/icsfs/585c44c4-b72d-4453-9544-26e2e3051bae.pdf?target=2b53849a-2611-4c6b-a82f-04af10afccbc
https://myportal.utt.edu.tt/ICS/icsfs/58950ba3-11b1-4894-8847-ad2ed7291aa2.pdf?target=3fe3361a-3573-4fa8-88fd-ec036ba1b7c9
https://myportal.utt.edu.tt/ICS/icsfs/5cda3c64-77f6-4569-9a01-3ae3dedb6132.pdf?target=96036d44-1b4a-403f-af04-d29b5f052ffd
https://myportal.utt.edu.tt/ICS/icsfs/a0b266a6-0c43-493b-9784-e8027793e849.pdf?target=fac68cf2-e030-44c9-ad2f-775d4c118e47
https://myportal.utt.edu.tt/ICS/icsfs/c2e37d1c-e812-4e42-a1e0-fbbdc1f255ec.pdf?target=3c96c442-334b-4d73-bb8b-6148eda783df
https://myportal.utt.edu.tt/ICS/icsfs/d521c220-5a43-4437-87b7-9543fbc0f049.pdf?target=eed130ae-2fcc-4e16-a2aa-b4ab2aeca3fc
https://myportal.utt.edu.tt/ICS/icsfs/d9046496-9598-4866-9fc0-6e67a0ff50ce.pdf?target=43bba189-18ad-48d0-9dab-cacb42d303b7
https://myportal.utt.edu.tt/ICS/icsfs/d99e8f34-1fd6-4a58-97d1-62d98c35e740.pdf?target=f35d4cba-21c5-49ae-a139-ac69f4d14e4b
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3871717
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3872332
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3871463
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3870340
https://pixabay.com/users/54309448/
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3871879
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3872077
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3872588
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3872312
https://frvape.com

