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GIAC Global Industrial Cyber Security Professional (GICSP) Sample
Questions (Q28-Q33):

NEW QUESTION # 28
Which of the following best describes the relationship between ICS and IT networks?
Response:

A. IT networks control ICS processes remotely via cloud-based services

B. ICS networks control physical processes, while I'T networks handle business operations
C. ICS and IT networks operate independently without any interaction

D. ICS networks prioritize user accessibility, similar to IT networks

Answer: B

NEW QUESTION # 29
‘Which characteristic is unique to ICS as compared to traditional IT systens?
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Response:

A. ICS systens are designed for high user interaction

B. ICS systens require regular software updates for optimal performance
C. ICS systems have strict real-time processing requirerments

D. ICS systems prioritize data analytics over system availability

Answer: C

NEW QUESTION # 30

As part of a wireless network audit in an ICS facility, you need to secure wireless communication between field devices and control
systerms. Which of the following measures should you implement?

(Select all that apply)

Response:

A. Inplement role-based access control for wireless network access
B. Enable strong encryption for all wireless communication

C. Use VPNss to secure remote wireless connections

D. Allow guest devices to access the main wireless network

Answer: B,C,D

NEW QUESTION # 31
How can logging be utilized to enhance endpoint protection in an ICS environment?
Response:

A. By reducing system resource usage

B. By automatically resolving security incidents

C. By increasing processing power for critical applications

D. By providing a record of events for monitoring and auditing

Answer: D

NEW QUESTION # 32
Which resource includes a standardized categorization of common software vulnerabilities?

A. CVSS
B. CIP
C.CWE
D. CSC

Answer: C

Explanation:

The Common Weakness Enumeration (CWE) (A) is a comprehensive list and taxonomy of common software weaknesses and
vulnerabilities. It provides standardized names and definitions that help organizations identify and mitigate software security issues.
CVSS (B) is a scoring system used to rate the severity of vulnerabilities but does not categorize them.

CSC (C) refers to Critical Security Controls, a set of best practices, not a vulnerability catalog,

CIP (D) relates to Critical Infrastructure Protection standards, not vulnerability taxonomy.

GICSP includes CWE as an essential resource for understanding and classifying software vulnerabilities within ICS.

Reference:

GICSP Official Study Guide, Domain: ICS Security Governance & Compliance MITRE CWE Website GICSP Training on
Vulnerability Management

NEW QUESTION # 33
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