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26. Frage
When a data breach incident has occurred. the first priority is to determine?

A. How the breach occurred.
B. When the breach occurred.
C. How to contain the breach.
D. Who caused the breach.

Antwort: C

Begrindung;

Explanation

When a data breach incident has occurred, the first priority is to determine how to contain the breach.

Containment means stopping or minimizing the further loss or unauthorized disclosure of personal data, as well as preserving
evidence for investigation and remediation. Containment may mvolve isolating affected systems, devices, or networks; changing
access credentials; blocking malicious IP addresses; or notifying relevant parties such as law enforcement or security experts. After
containing the breach, the next steps are to assess the impact and severity of the breach, notify the affected individuals and authorities
if required, evaluate the causes and risks of the breach, and implement measures to prevent future breachesl, 2. References: CIPM
- International Association of Privacy Professionals, Free CIPM Study Guide - International Association of Privacy Professionals

27. Frage
As a Data Protection Officer, one of your roles entails monitoring changes in laws and regulations and updating policies accordingly.
How would you most effectively execute this responsibility?

A. Subscribe to email list-serves that report on regulatory changes.
B. Attend workshops and interact with other professionals.

C. Regularly engage regulators.
D. Consult an external lawyer.

Antwort: A

Begrindung;

Explanation

As a Data Protection Officer (DPO), one of the most effective ways to execute your responsibility of monitoring changes in laws and
regulations and updating policies accordingly is to subscribe to email list-serves that report on regulatory changes. Email list-serves
are online mailing lists that allow subscribers to receive regular updates on topics or issues of interest via email7 By subscribing to
email list-serves that report on regulatory changes, you can stay informed of the latest developments and trends in the regulatory
environment that affect your organization and its data protection practices. You can also access relevant information and resources
fromreliable sources, such as regulatory agencies, law firms, industry associations, or experts8 This can help you to identify and
analyze the impact of regulatory changes on your organization and its data processing activities, and to update your policies and
procedures accordingly to ensure compliance8 Some examples of email list-serves that report on regulatory changes are:

* The ICO Newsletter: This is a monthly newsletter from the UK Information Commissioner’s Office (ICO) that provides updates
on data protection news, guidance, events, consultations, and enforcement actions9

* The Privacy Advisor: This is a monthly newsletter from the International Association of Privacy Professionals (IAPP) that covers
global privacy news, analysis, and insights10

* The Privacy & Data Security Law Journal: This is a monthly journal from LexisNexis that provides articles and case notes on
privacy and data security law issues from around the world11

* The Data Protection Report: This is a blog from Norton Rose Fulbright that provides updates and commentary on data protection
and cybersecurity developments across various jurisdictions12 References: 7: What is a listserv?; 8: 5 Practical Ways to Keep Up
with Regulatory Changes; 9: ICO Newsletter; 10: The Privacy Advisor; 11: Privacy & Data Security Law Journal; 12: Data
Protection Report

28. Frage

SCENARIO

Please use the following to answer the next QUESTION:

Penny has recently joined Ace Space, a company that sells homeware accessories online, as its new privacy officer. The company is
based in California but thanks to some great publicity from a social media influencer last year, the company has received an influx of
sales from the EU and has set up a regional office in Ireland to support this expansion. To become familiar with Ace Space's
practices and assess what her privacy priorities will be, Penny has set up meetings with a number of colleagues to hear about the



work that they have been doing and their compliance efforts.

Penny's colleague in Marketing is excited by the new sales and the company's plans, but is also concerned that Penny may curtail
some of the growth opportunities he has planned. He tells her 'T heard someone in the breakroom talking about some new privacy
laws but I really don't think it affects us. We're just a small company. I mean we just sell accessories online, so what's the real risk?"
He has also told her that he works with a number of small companies that help him get projects completed in a hurry. "We've got to
meet our deadlines otherwise we lose money. I just sign the contracts and get Jim in finance to push through the payment. Reviewing
the contracts takes time that we just don't have." In her meeting with a member of'the IT team, Penny has learned that although Ace
Space has taken a number of precautions to protect its website from malicious activity, it has not taken the same level of care of its
physical files or internal infrastructure. Penny's colleague in IT has told her that a former employee lost an encrypted USB key with
financial data on it when he left. The company nearly lost access to their customer database last year after they fell victimto a
phishing attack. Penny is told by her IT colleague that the IT team "didn't know what to do or who should do what. We hadn't been
trained on it but we're a small team though, so it worked out OK in the end." Penny is concerned that these issues will compromise
Ace Space's privacy and data protection.

Penny is aware that the company has solid plans to grow its international sales and will be working closely with the CEO to give the
organization a data "shake up". Her mission is to cultivate a strong privacy culture within the company.

Penny has a meeting with Ace Space's CEO today and has been asked to give her first impressions and an overview of her next
steps.

What is the best way for Penny to understand the location, classification and processing purpose of the personal data Ace Space
has?

A. Audit all vendors' privacy practices and safeguards

B. Analyze the data nventory to map data flows

C. Conduct a Privacy Impact Assessment for the company

D. Review all cloud contracts to identify the location of data servers used

Antwort: A

29. Frage

SCENARIO

Please use the following to answer the next QUESTION:

It's just what you were afraid of Without consulting you, the information technology director at your organization launched a new
initiative to encourage employees to use personal devices for conducting business. The initiative made purchasing a new, high-
specification laptop computer an attractive option, with discounted laptops paid for as a payroll deduction spread over a year of
paychecks. The organization is also paying the sales taxes. It's a great deal, and after a month, more than half the organization's
employees have signed on and acquired new laptops. Walking through the facility, you see them happily customizing and comparing
notes on their new computers, and at the end of the day, most take their laptops with them, potentially carrying personal data to their
homes or other unknown locations. It's enough to give you data- protection nightmares, and you've pointed out to the information
technology Director and many others in the organization the potential hazards of this new practice, including the nevitability of
eventual data loss or theft.

Today you have in your office a representative of the organization's marketing department who shares with you, reluctantly, a story
with potentially serious consequences. The night before, straight from work, with laptop in hand, he went to the Bull and Horn Pub
to play billiards with his friends. A fine night of sport and socializing began, with the laptop "safely” tucked on a bench, beneath his
jacket. Later that night, when it was time to depart, he retrieved the jacket, but the laptop was gone. It was not beneath the bench or
on another bench nearby. The waitstaff had not seen it. His friends were not playing a joke on him. After a sleepless night, he
confirmed it this morning, stopping by the pub to talk to the cleanup crew. They had not found it. The laptop was missing. Stolen, it
seems. He looks at you, embarrassed and upset.

You ask himif the laptop contains any personal data from clients, and, sadly, he nods his head, yes. He believes it contains files on
about 100 clients, including names, addresses and governmental identification numbers. He sighs and places his head in his hands in
despair.

‘What should you do first to ascertain additional information about the loss of data?

A. Check company records of the latest backups to see what data may be recoverable.
B. Investigate the background of'the person reporting the incident.

C. Interview the person reporting the incident following a standard protocol.

D. Call the police to mvestigate even if you are unsure a crime occurred.

Antwort: C



30. Frage
Which of the following is NOT recommended for effective Identity Access Management?

A. Demographics.

B. User responsibility.

C. Unique user IDs.

D. Credentials (e.g.. password).

Antwort: A

Begrindung;

Identity and Access Management (IAM) is a process that helps organizations secure their systens and data by controlling who has
access to them and what they can do with that access. Effective IAM includes a number of best practices, such as:

Unique user IDs: Each user should have a unique ID that is used to identify them across all systems and applications.

Credentials: Users should be required to provide authentication credentials, such as a password or biometric data, in order to access
systerrs and data.

User responsibility: Users should be made aware of their responsibilities when it comes to security, such as the need to keep their
passwords secret and the importance of reporting suspicious activity.

Demographics refers to the statistical characteristics of a population, such as age, gender, income, etc. While demographic data may
be collected and used for various purposes, it is not a recommended practice for effective IAM. Demographic data is not a reliable
method of'identification or authentication, and it is not used to provide access to systems and data.

Reference:

https:/aws.amazon.comviany

https:/en.wikipedia.org/wikvIdentity and access management

httpsz/en.wikipedia.org/wikiDemographics
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