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(Q53-Q58):

53. Frage
Refer to the exhibit

to:tiﬂau # diagnose switch-controller switch-info 802.1X
aged Switch : S224EPTF19006016

port2 : Mode: port-based (mac-by-pass disable)
Link: Link up
Port State: unauthorized: ( )
Dynamic Authorized Vlan : 0
Dynamic Allowed Vlan list:
Dynamic Untagged Vlan list:
EAP pass-through : Enable
EAP egress-frame-tagged : Enable
EAP auto-untagged-vlans : Enable
Allow MAC Move : Disable
Dynamic Access Control List : Disable
Quarantine VLAN (4093) detection : Ensble
Native Vlian : 10
Allowed Vlian list: 10,4093
Untagged Vlian list: 40953
Guest VLAN :
Auth-Fail Vlan :
AuthServer-Timeout Vlan :

Sessions info:
00:09:0£:02:02:02 Type=802 . state= ap_cnt=0 params:reAuth=3600

A device connected to port2 on FortiSwitch cannot access the network The port is assigned a security policy to enforce 802 1X
authentication While troubleshooting the issue, the administrator obtains the debug output shown in the exhibit Which two scenarios
are likely to cause this issue? (Choose two.)

A. The device is not configured for 802 IX authentication.
B. The device has been assigned the guest VLAN

C. The device does not support 802 1X authentication
D. The device has been quarantined for 3600 seconds.

Antwort: A,C

Begriindung;

Explanation

According to the exhibit, the debug output shows that the device connected to port2 on FortiSwitch is sending an EAPOL-Start
message, which is the first step of the 802.1X authentication process. However, the output also shows that the device is not sending
any EAP-Response messages, which are required to complete the authentication process. Therefore, option A is true because the
device is not configured for 802.1X authentication, which means that it does not have the correct credentials or settings to
authenticate with the RADIUS server. Option D is also true because the device does not support 802.1X authentication, which
means that it does not have the capability or software to perform 802.1X authentication. Option B is false because the device has
not been quarantined for 3600 seconds, but rather has a session timeout of 3600 seconds, which is the default value for 802.1X
sessions. Option C is false because the device has not been assigned the guest VLAN, but rather has been assigned the default
VLAN, which is VLAN 1.

54. Frage
Where can FortiGate learn the FortiManager [P address or FQDN for zero-touch provisioning'?

A. Froma TFTP server

B. Froma DNS server using A or AAAA records

C. Froma DHCP server using options 240 and 241

D. From an LDAP server using a simple bind operation

Antwort: C

Begrindung;
FG retrieves the FortiManager [P address or FQDN through DHCP options 240 or 241 respectively.



55. Frage

Refer to the exhibit. Examine the RADIUS server configuration shown in the exhibit.

An admmnistrator has configured a RADIUS server on FortiGate that points to FortiAuthenticator.

FortiAuthenticator is acting as an authentication proxy and is configured to relay all authentication requests to a remote Windows AD
server using LDAP.

While testing the configuration, the administrator noticed that the diagnose test authserver command worked with PAP; however,
authentication requests failed when using MSCHAP2.

‘Which two solutions can the administrator implement to get MSCHAP2 authentication to work?

(Choose two.)
Name | FAC-Lab
Authentication method X2 seecity
NAS IP |

Include in every user group O

Primary Server
IP/Name 10.0.1.150
Secret I —
Connection status @ Successful
Test Connectivity
Test User Credentials
¢ A. On FortiGate update the Secret setting on the RADIUS server
¢ B. On FortiAuthenticator change the back-end authentication server from LDAP to RADIUS
¢ C. On FortiGate configure the NAS IP setting on the RADIUS server
[ ]

D. On FortiAuthenticator enable Windows Active Directory Domain Authentication to add FortiAuthenticator to the
Windows domain

Antwort: B,D

Begriindung;

According to the exhibit, the RADIUS server configuration on FortiGate points to FortiAuthenticator, which is acting as an
authentication proxy and is configured to relay all authentication requests to a remote Windows AD server using LDAP. However,
LDAP does not support MSCHAP2 authentication, which is required for RADIUS. Therefore, option A is true because on
FortiAuthenticator, enabling Windows Active Directory Domain Authentication will add FortiAuthenticator to the Windows domain
and allow it to use MSCHAP2 authentication with the AD server. Option C is also true because on FortiAuthenticator, changing the
back-end authentication server from LDAP to RADIUS will allow it to use MSCHAP2 authentication with the AD server.

56. Frage
Which two statements about FortiSwitch trunks are true? (Choose two.)

A. By default, when connecting two FortiSwitch devices to each other, a trunk is automatically created between the switches.
B. LACP is not supported.

C. A trunk is a link aggregation group interface.

D. Trunks do not support tagged Ethernet frames.

Antwort: A,C



57. Frage
Refer to the exhibit.

config system dhcp sexver |- -1 I=1. |
edit 1
set ntp-service local
set default-gateway 169.254.1.1
set netmask 255.255.255.0
set interface "fortilink"
config ip-range
edit 1
set start-ip 169.254.1.2
set énd<lp 169.254.1.254
next

end
set vci-match enable
set vci-string "FortisSwiiSwitch" "FortiExtendy
nr*%eaw
end

By default FortiOS creates the following DHCP server scope for the FortiLink interface as shown in the exhibit What is the
objective of the vci-string setting?

A. To restrict the IP address assignment to devices that have FortiSwitch or FortiExtender as their hostname
B. To restrict the IP address assignment to FortiSwitch and FortiExtender devices

C. To ignore DHCP requests coming from FortiSwitch and FortiExtender devices

D. To reserve IP addresses for FortiSwitch and FortiExtender devices

Antwort: B

Begrindung;

According to the exhibit, the DHCP server scope for the FortiLink interface has a vci-string setting with the value "Cisco AP
¢2700". This setting is used to match the vendor class identifier (VCI) of the DHCP clients that request an IP address from the
DHCP server. The VCl is a text string that uniquely identifies a type of vendor device. Therefore, option C is true because the veci-
string setting restricts the IP address assignment to FortiSwitch and FortiExtender devices, which use the VCI "Cisco AP ¢2700".
Option A is false because the vci-string setting does not ignore DHCP requests coming from FortiSwitch and FortiExtender devices,
but rather accepts them. Option B is false because the vei-string setting does not reserve IP addresses for FortiSwitch and
FortiExtender devices, but rather assigns them dynamically. Option D is false because the vci- string setting does not restrict the [P
address assignment to devices that have FortiSwitch or FortiExtender as their hostname, but rather to devices that have "Cisco AP
¢2700" as their VCI.
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